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Abstract

The interaction between natural events and technological installations involves complex mecha-

nisms which have the potential to affect simultaneously more critical systems, nullifying the re-

dundancy measures common to industrial safety systems and endangering the integrity of facilities.

The concerns related to this kind of events are far from being restricted to a merely economic or

industrial nature. On the contrary, due to the sensitivity of most processes performed in industrial

plants and the negative consequences of eventual releases of hazardous materials, the impact of

simultaneous failures embraces also the environment and population surrounding the installations.

The risk is further widened by the trend of climate extremes: both observations over the past cen-

tury and projections for next decades suggest an increase of the severity of extreme weather events

and their frequency, both on local and global scales. The rise of sea water levels together with

the exacerbation of extreme winds and precipitations, enlarge the geographic area of risk and rise

the likelihood of accidents in regions historically susceptible to natural hazards. The prevention of

technological accidents triggered by natural hazards lies unavoidably with the development of effi-

cient theoretical and computational tools for the vulnerability assessment of industrial installations

and the identification of effective strategies to tackle the growing risks to which they are subject.

In spite of the increasing trend of the risk and the high-impact consequences, the current scien-

tific literature still lacks robust means to tackle these issues effectively. The research presented in

this dissertation addresses the critical need for novel theoretical and computational methods tai-

lored for the risk assessment of complex systems threaten by extreme natural events. The specific

requirements associated with the modelling of the interaction between external hazards and engi-

neering systems have been determined, resulting in the identification of two main bottlenecks. On

the one hand, this kind of analysis has to deal with the difficulty of representing accurately the

complexity of technological systems and the mutual influence among their subsystems. On the

other, the high degree of uncertainty affecting climate variables (due to their inner aleatory nature

and the restricted information generally available), strongly bounds the accuracy and credibility of

the results on which risk-informed decisions must be made. In this work, well-known traditional

approaches (such as Bayesian Networks, Monte Carlo methods etc.) as well as cutting-edge meth-

ods from different sectors of the scientific literature have been adopted and integrated in order to

obtain a novel theoretical strategy and computational tool able to overcome the limitations of the
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current state of the art. The result of the research is a complete tool for risk assessment and deci-

sion making support, based on the use of probabilistic graphical models and able to fully represent

a wide spectrum of variables types and their uncertainty, to provide the implementation of flexible

computational models as well as their computation and uncertainty quantification.
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Introduction

At the beginning of September 2002, the heavy precipitations that had been affecting large part

of Europe in those weeks triggered the flooding of Vlatava River in Czech Republic. Among the

many infrastructures and areas affected by the flooding, the Spolana chemical plant, located in

Neratovice, about 25 km north of Prague, endured severe damages. The inundation of the site af-

fected two emergency retention sumps facilities where liquid chlorine storage tanks were located,

resulting in a large leakage of the hazardous material. Due to the penetration of water in the plant

buildings, emergency monitoring detectors resulted out of order, preventing the prompt response

to the accident already impeded by the precarious conditions associated with the flooding in the

surrounding area. Altogether, 400 kg of chlorine were released to the near Elbe river and the air,

forcing authorities to declare an emergency state in the proximity of the plant and inducing high

concentrations of dioxins and polychlorinated biphenyl in the farms and villages downstream from

the facility [4].

In August 2005, hurricane Katrina hit the Gulf of Mexico with particularly devastating conse-

quences on the southern coast of the United States. The destructive winds (up to speed values of

280 kmh) and storm surge (6–9 m) had a devastating impact on the oil and gas installations present

in the region [13], triggering over 200 on-shore releases of hazardous chemicals and petroleum

products and 800 releases from off-shore platforms, vessels and pipelines, contributing to a total

amount of oil spills of about 8 million barrels distributed over 144 sites. Several refineries were

also dramatically affected by the hurricane, in spite of the preventive measures adopted (such as

the shut-down of the facility or the reduced runs). The flood of the Murphy oil refinery, where

the water level reached almost 4 m, caused the displacement and rupture of a ground storage tank

resulting in the release of over 25000 barrels of crude oil which, due to dikes failure, contaminated

the surrounding residential area affecting 1800 homes [14]. Any type of intervention aiming at

mitigating the disastrous effects of the hurricane was heavily hampered by the flooding and the

subsequent accessibility limitations.

On 11 March 2011, the Tohuku earthquake (worst ever recorded in the history of the country and

fourth worldwide) occurred off the east coast of Japan, with the epicentre located less than 200

km from the site of Fukushima Daichii nuclear power plant. According to the safety protocol, the

shut down procedure for the three operating reactor units of the facility was promptly started and
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accomplished safely [20]. About one hour after the detection of the first event, a tsunami over

10 m high swamped the area of the station, causing the loss of AC power on-site. This resulted

in the loss of cooling system for the reactors and the fuel ponds. The damages induced by the

events concerned also the emergency diesel generators, taking out the backup cooling system. The

absence of adequate cooling and hence the rise of the fuel temperature and the reaction of the fuel

cladding with the steam and hydrogen released, resulted in the occurrence of large explosions and

fires. These compromised the structural integrity of several reactor units, leading to the release of

significant levels of radioactivity to the atmosphere. One more time, the adoption of mitigating

measures, such as the provision of cooling water from the outside, was hindered by the conditions

of the surroundings and the inaccessibility of critical sectors of the site. Only after a week of failed

attempts was possible to restore the cooling of the sensitive systems and to gradually bring the situ-

ation under control. In spite of this, the delayed and inefficient intervention caused the release into

the sea of heavily contaminated water previously used to cool the reactors and spent fuel ponds.

In the last decades, accidents such as those of Spolana chemical plant, Murphy oil refinery and

Fukushima Daichii power plant have hit the headlines, highlighting the vulnerability of techno-

logical installations to natural events and nourishing the concerns of the public opinion and of

the scientific community toward the drastic outcomes of this type of interactions. Indeed, tech-

nological accidents triggered by natural hazards, generally known as Natech events, present many

common aspects and complications which cannot be tackled by the ordinary industrial safety and

mitigation measures. The nature itself of the initial hazards represents a challenging facet for

the assessment of Natech events: according to Kiyoshi Kishi, former Tepco executive in charge

of nuclear-plant engineering, the original design of Fukushima Daiichi plant did not contemplate

safety measures adequate to the event of the magnitude of the Tohuku event because a large tsunami

on Fukushima’s Pacific coast was commonly considered impossible. Similarly, the vulnerability

of the Spolana chemical plant to the adverse surrounding conditions was exacerbated by the un-

expected direction of the flood, which hit the company premises backwater from the junction of

the rivers Elbe and Vltava due to the flood of the second [6]. Also hurricane Katrina has been

considered as a “worst-case event” [3]. This suggests that the reason for such broad unprepared-

ness lies with the extraordinary intensity and extremely rarity of these events, which may not have

already occurred in the past. As a consequence, the limited availability (when not absolute lack) of

data strongly reduces the capability of implementing credible statistical models and estimating the

likelihood of such episodes, which result hence largely underestimated or even totally neglected.

Concurrently, the geographic extent associated with natural events interferes intrinsically with any

preventive and mitigation measure generally available. Indeed, the impact of natural hazards able

to significantly threaten the safety of technological installations is not limited to these latter but

on the contrary interests large areas, affecting at the same time more critical subsystems as well

as infrastructures and lifeline systems essential for mitigation and response. This implies the need

for simultaneous response efforts addressing the natural disaster itself and its consequences on the
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technological facility (such as the multiple releases of hazardous materials) in a precarious scenario

characterized by the lack of primary means (as for the loss of AC power or more generally lifelines)

and even detection supplies. On the other hand, the intrinsic complexity of large technological in-

stallations has the potential of further worsening the accident scenario rising the likelihood of the

so-called domino effect. Industrial processes generally rely on the interactions of several subsys-

tems directly or indirectly connected to each other and hence resulting in collective behaviours

which, on normal operational state, ensure the completion of the task of interest. The failure of one

or more of these subsystems unavoidably affects the correct functioning of the others, potentially

generating a chain of internal failures which can result in much more serious accidents. While the

prospect of such situations is generally avoided through the adoption of redundancy measures, the

potential of natural hazards to trigger simultaneous failures can nullify the effectiveness of these

latter. For instance, the presence of redundant emergency diesel generators on the Daiichi site was

not enough to ensure the availability of AC power and hence cooling to critical facilities, since all

the engines were equally affected by the flood and hence out of order. The inadequacy of current

prevention measures and legislation has not also been clearly proven by the past events but also re-

peatedly reported by the scientific community. Recent studies have highlighted that, in spite of the

increasing awareness of Natech risk, many EU countries do not address such risk in natural-disaster

management regulations. Furthermore, designs and operational technical standards often consider

some natural hazards but focus exclusively on the immediate safety of human life, neglecting the

secondary risks related to technological damages, such as the release of hazardous material. This

approach does not provide a full framework for the prevention of such outcomes [7].

However, limitations associated with Natech risk mitigation are not restricted to the lack of specific

guidelines in industrial practice but especially related to the scarcity of methodologies and tools

for the assessment of Natech risk [8]. The need for assessment of Natech events likelihood tai-

lored on the location, technological system and type of natural hazard has been largely neglected,

while the assessment of the vulnerability of technological installations has been left to industry to

perform, making difficult to verify the information provided and the adequacy of the safeguards

implemented and most of all not including in the analysis natural hazard triggers [19]. Probabili-

ties of Natechs occurring have not been systematically calculated also due to the lack of first hand

data and centralized reporting regarding this kind of accidents, which significantly slows down the

development of a vivid scientific discussion and florid literature on the subject.

The urgency of this topic and the need for major efforts covering the whole range of the issues

involved, from the implementation of valid theoretical approaches for risk assessment to the def-

inition of efficient legislative measures, are strongly aggravated by the rising trend registered in

Natech accidents. A few studies have indeed suggested that the occurrence of Natech events may

be on the rise [8], due to the threat of climate change to increase the frequency of sever hydro-

meteorological events [11]. Likewise, the growth of population density and utilization of coastal

areas (were most industrial facilities are located), registered in the twentieth century and expected
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to continue trough the next decades, contribute to widening both the severity and the extent of the

risks related to the natural hazards [15].

Aims and Objectives

The research presented in these pages aims to provide theoretical and computational solutions to

deal with the challenging aspects of Natech risk analysis. The main objective is to develop a com-

putational toolbox providing the implementation and computation of models able to fully capture

the complexity of the events under study and to satisfy the requirements of flexibility, accuracy and

robustness imposed by the risk analysis of complex systems subject to natural hazards.

The necessity of adequately describing the mechanisms of interaction between natural events and

technological installations implies the capability of assessing in a same framework the occurrence

of simultaneous events triggered by a common initial cause and their possible consequences within

the complex system, such as eventual domino effects.

On the other hand, the interaction among elements of such different natures requires a high mod-

elling flexibility: a range of possible mathematical frameworks must be adopted in order to cap-

ture, with equal effectiveness, the information available regarding the technological structure and

the natural hazards. The inclusion of these latter in the analysis, and the related projections for

future risks eventually induced by climate change, implies the ability to capture the variability of

natural events and their inner aleatory nature, as well as to deal with very little information, due to

the limited dataset available and the rarity of such occurrences. Hence, the tool should allow the

explicit representation of the uncertainty affecting the input, while the singularity of the events at

stake requires handling efficiently very low probability values.

Due to the crucial role of uncertainty in this kind of analysis, methods for the propagation of un-

certainty should be included in the tool, in order to quantify the confidence and accuracy of the

analysis results, making them fully suitable for decision making support.

The interdisciplinary nature of the studies involving the interaction between technological instal-

lations and natural hazards, implies the necessity of a common framework easily shared among

experts of different backgrounds. This requires the approach adopted to keep an intuitive interface,

in spite of the complexity of the analysis carried out.

Finally, the tool should include methods to test and enhance the robustness of the models, in order

to be able to increase the accuracy of the analysis if required and at the lowest cost.

Original Contribution

The main result of the study is a complete and novel computational tool for risk analysis which

realizes the full integration of well-known approaches (such as Bayesian Networks, traditional and

advanced Monte Carlo methods etc.) and original methods within the same coherent framework.
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Methods for the implementation of risk assessment models are proposed together with a novel

approach for their reduction, which allows to significantly reduce the complexity of the initial

structure without lessening the quality of the analysis. Furthermore, original algorithms for the

inference computation on these models are provided, in order to extend the applicability of well-

known approaches to the use with probability bounds. Finally, a novel method is proposed for

the sensitivity analysis, allowing to test the robustness of the models implemented and to identify

suitable solutions to increase the accuracy of the output of interest at the lowest cost. Together, the

methods implemented contribute to the realization of a computational tool that meets the require-

ments associated with the risk analysis of complex systems subject to natural hazards.

Structure of the Thesis

The dissertation is organized in five chapters which consist of as many articles addressing different

aspects of the research presented, drawing the path of its progressive development and pointing the

direction for further study.

The first phase of the research, presented in Chapter 1, focuses on the identification of the most

challenging aspects of the risk analysis associated with the interaction between complex systems

and natural hazards. In the related article, the Bayesian Network approach is adopted for the risk

assessment of spent fuel ponds subject to the risk of flooding, in order to test its capabilities in the

field of Natech risk analysis.

In Chapter 2 an enhanced version of the initial Bayesian Network model is proposed and im-

plemented adopting a novel computational tool which allows to overcome the restrictions of the

traditional approach highlighted in the first study. The new method allows to include in the anal-

ysis the epistemic and aleatory uncertainty affecting the input and provides confidence bounds for

the results obtained. The availability of this crucial information suggests the need to reduce the

uncertainty in output when this results so large to undermine the efficacy of the analysis in terms

of decision making support.

In light of this finding, Chapter 3 presents a sensitivity method able to identify the strategies avail-

able to reduce the uncertainty affecting the query variable of the analysis through the enhancement

of the accuracy of the parameters in input. The results of such analysis allow to tackle effectively

the problem of uncertainty, targeting the parameters changes in input that lead to the reduction of

imprecision in output at the lowest cost. The approach proposed is based on the use of exact infer-

ence algorithms that, in presence of probability bounds and for large networks, can easily become

infeasible due to combinatorial explosion.

Solutions for this issue are explored in Chapter 4, where an inference method to extend the use of

traditional exact algorithms to Bayesian Networks including interval probabilities is proposed. The

approach ensures a lower computational cost than that associated to the traditional combinatorial

approach and allows to identify the location of the exact bounds of the query probability.
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Finally, Chapter 5 describes the integration of the methods proposed in the former chapters (i.e.

for network reduction, sensitivity analysis and inference) within a computational framework. The

proposed toolbox aims to satisfy the requirements imposed by the risk analysis of complex systems

subject to natural hazards according to Chapter 1. It provides the implementation of risk assess-

ment models including a large variety of variable types, the inference computation of such models

and the analysis of their robustness as well as the identification of strategies for the enhancement

of the analysis accuracy. The inner flexibility of the computational tool allows for different degrees

of output accuracy and computational time, resulting hence suitable for supporting both near-real-

time and long-term decision making.
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Chapter 1

The first phase of the research presented in this dissertation has focused on the identification of

the requirements to be satisfied in order to achieve tools adequate for the risk analysis of complex

systems subject to natural hazards and the related risk-informed decision making support. This

task has been accomplished identifying the challenging aspects that such type of analysis has to

deal with, then selecting from the existing literature the most promising approach to face such

complications. The identified method has then been adopted for the implementation of a model

for risk assessment, in order to test its actual capabilities in the field of interest and to point out its

limitations.

The initial analysis of natural hazards characteristics has led to identifying four prerequisites con-

sidered fundamental for any valid tool adopted in the assessment of Natech risks. First, the tool

adopted must be suitable to model the interaction between the natural and technological elements

at stake, capturing the dynamic behind multiple failures. This requires the capability of assessing

in the same framework the probability of the occurrence of more simultaneous events (and their

consequences) triggered by the same initial hazard (or combination of hazards).

Second, the approach must have the capability to model, with equal effectiveness, the information

related to both natural hazards and technological installations. This implies the necessity to inte-

grate different kinds of variables describing phenomena of a very diverse nature (e.g. the aleatory

character of natural events on the one hand and the deterministic technological mechanisms on

the other), datasets and sources of information in a same consistent framework. This task results

particularly challenging with regards to the representation of extreme natural events and climate

change projections on which, due to their rarity, only little information may be known. Hence, it

is not only necessary to include in the analysis models tailored on the features of the variables in-

volved but also their uncertainty, which has the potential to undermine the credibility of the results

obtained. Due to the singularity of the events involved, the tool must have also the capability to

handle efficiently very low probability values.

Furthermore, besides capturing the mechanisms of interaction between the external events and the

installations, the tool adopted must be able to perform the analysis of the propagation of failures

within the complex system itself. Indeed, the multiple damages induced by external adversities

have the potential to trigger chain of failures affecting the complex network of dependencies ex-
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isting among the subsystems involved in industrial processes, thus leading to much more dramatic

outcomes. The approach implemented has to be able to assess the likelihood of domino effects

within the facility to fully understand the possible consequences of simultaneous failure.

Finally, due to the strongly interdisciplinary nature of the analysis, which implies the collaboration

of experts from very different fields of science and industry (e.g. seismologist, hydrologists, mete-

orologists, process engineers, psychologists, government officials, emergency managers etc.), the

tool adopted should be simple and easy to use. It must provide a common intuitive language easily

understandable and widely recognized regardless the personal background of the user. Such a fea-

ture would also largely simplify the communication of the risk to the public, rising the awareness

and involving the population in the effort of tackling current and future dangers.

This last observation addressed the search for such a tool toward graph-based approaches which,

thanks to their visual interface, allow to traduce complex events into a quite intuitive language.

Furthermore, the high uncertainty and the need for integration of info of different nature, including

experts opinions or subjective beliefs as a last resort in the case of lack of available data, suggested

the adoption of a Bayesian approach. These considerations have led to the selection of Bayesian

Networks (BNs) as a starting point for the current research.

BNs have been demonstrated to have large potential in the representation of natural hazards [16],

and seem particularly promising in safety engineering and reliability engineering applications. In-

deed, they can be considered as the general case of more common methodologies largely used in

these fields, such as fault tree analysis, with regards to which BNs present unquestionable advan-

tages (e.g. better representation of complex dependencies among components, inclusion of uncer-

tainty in the model, forward and backward analysis not restricted to boolean logic) [1]. Moreover

the extreme flexibility of this method allows the inclusion of new information when this becomes

available, progressively enhancing the models to embrace more sources of risk or better represen-

tations of previously known interactions.

The BN methodology has been then adopted for the risk assessment of spent nuclear fuel facilities

subject to the risk of flooding due to adverse weather and sea conditions. A network of 38 nodes

was implemented and applied to the real-world case study of Sizewell B nuclear power plant, lo-

cated on the coast of East Anglia. Inference on the network was computed adopting the Bayes

toolbox for MATLAB [9] and included three different time scenarios, respectively related to the

year 2015, 2055 and 2099. Each of these were associated with climate change projections regard-

ing sea levels and heavy precipitations, in order to assess the trend of future risks.

According to the results obtained, and in agreement with a large part of the existing literature, the

likelihood of exposure of the nuclear fuel and that of other important precursor events triggered by

the natural hazards considered appears to grow in time. The analysis carried out attests the large

potential of BNs in the field of Natech risk assessment, in particular with regards to their capability

of capturing the dependencies and causal events within the facility.

On the other hand, the approach shows clear drawbacks in the representation of climate variables
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due to the limitation of traditional BNs and exact inference algorithms to only discrete variables.

The implementation of the network analysed had to face these restrictions, which were mostly

overcome through the discretization of available probabilistic models resulting in the impoverish-

ment of the initial information. Moreover, correlation existing between variables but known only

numerically (i.e. through the analysis of recorded data and not implementable in a complete causal

model) had to be neglected due to the impossibility to integrate this kind of information. Both these

issues resulted in a loss of data which, even if available in input, were qualitatively depleted during

the implementation process. A solution to this, consisting of the adoption of system reliability

methods for the computation of crisp parameters of the network, was adopted in the assessment

of the sea-wave overtopping hazard. The strategy resulted promising to bypass the limitations of

traditional BNs, drawing the path for further research. A further limitation of the approach can

be associated not with the loss of information available but instead with the lack of it, hence with

the representation of the associated degree of ignorance. Indeed, many variables involved in the

analysis are intrinsically affected by epistemic uncertainty, such as for climate change predictions,

but also for the failure rates of some technological subsystems. The consideration of the degree

of uncertainty associated with this data is essential in order to quantify the accuracy of the output.

Conversely, the output obtained through the inference computation on the model proposed do not

carry this information and then lack of a clear context which would bound the credibility of the

results. For instance, the degree of uncertainty could be so high to obscure the significance of the

observed trend of the risk over time: in this case the previous deduction indicating the growth of

the probability of exposure of the spent fuel would be, if not wrong, at least unjustified.
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Abstract

Natural hazards have the capability to affect technological installations, triggering multiple

failures and putting the population and the surrounding environment at risk. Global climate

change introduces an additional and not negligible element of uncertainty to the vulnerability

quantification, threatening to intensify (both in terms of frequency and severity) the occurrence

of extreme climate events. Sea level extremes and extreme coastal high waters are expected to

change in the future as a result of both changes in atmospheric storminess and mean sea level

rise, as well as extreme precipitation events. These trends clearly suggest a parallel increase

in the risks affecting technological installations and the subsequent need for mitigation mea-

sures to enhance the reliability of existing systems and to improve the design standards of new

facilities. In spite of this situation, the scientific research in this field lacks robust and reliable

tools for this kind of assessment, often relying on the adoption of oversimplified models or

strong assumptions, which affect the credibility of the results. The main purpose of this study

is to provide a novel and general model for the evaluation of the risk of exposure of spent

nuclear fuel stored in a facility subject to flood hazard, investigating the potential and limi-

tations of Bayesian networks (BNs) in this field. The network aims to model the interaction

*s.tolo@liverpool.ac.uk
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between extreme weather conditions and the technological installation, as well as the prop-

agation of failures within the system itself, taking into account the dependencies among the

different components and the occurrence of human error. A real-world application concerning

the nuclear power station of Sizewell B in East Anglia, in the United Kingdom, is extensively

described, together with the models and data set used. Results are presented for three different

time scenarios in which climate change projections have been adopted to estimate future risks.

1 Introduction

The occurrence of technological disasters triggered by natural hazards (generally referred to as

Natech events) has progressively raised concerns in the scientific community and increased the

awareness of public opinion about the vulnerability of technological installations and infrastruc-

tures to extreme weather conditions. In addition, global climate change introduces an additional

and not negligible element of uncertainty to the overall risk, threatening to intensify (both in terms

of frequency and severity) the occurrence of extreme climate events. Evidence of a substantial

increase in heavy precipitation events has been described in Trenberth et al. [68]. The same

study stated that "it is likely that there have been increases in the number of heavy precipitation

events (e.g., 95th percentile) within many land regions, even in those where there has been a re-

duction in total precipitation amount, consistent with a warming climate, and observed significant

increasing amounts of water vapour in the atmosphere. Increases have also been reported for rarer

precipitation events (1 in 50-year return period). "This globally observed change in daily winter

precipitation in the period 1901–2000 has been confirmed by more detailed country-based studies,

such as Maraun et al. [44] in the United Kingdom, and appears to be consistent with the expected

response to anthropogenic forcing [61]. Coherent with the observed increasing trends over the

twentieth century, projected changes show that the frequency of heavy precipitation or proportion

of total precipitation from heavy precipitation would increase over most areas of the globe [68].

According to the U.K. Climate Projections (UKCP09), central estimates are for heavy-rain days

(rainfall greater than 25 mm) over most of the lowland United Kingdom to increase by a factor

of between 2 and 3.5 in winter, and 1 and 2 in summer by the 2080s, under the assumption of

a medium-emissions scenario [47]. Also, transient sea level extremes and extreme coastal high

waters are expected to change in the future as a result of both changes in atmospheric storminess

and mean sea level rise. Trends in extreme coastal high waters across the globe suggest that mean

sea level rise, rather than changes in storminess, largely contributes to the increase in sea level

extremes. Indeed, the rate of observed sea level rise appears to have increased from the 19th to the

20th centuries, with a mean sea level rising at an average rate of 1.7 (1.2–2.2) mm per year over the

20th century, 1.8 mm per year over 1961 to 2003, and at a rate of 3.1 (2.4–3.8) mm per year over

1993–2003 [8]. On the basis of this trend and observed trends in extreme coastal high-water levels,
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it is very likely that mean sea level rise will contribute to upward trends in the future [61]. Further-

more, despite the great uncertainty, various shortcomings associated with anemometer data, and

the inconsistency in anemometer and reanalysis trends in some regions [61], a few studies show

growing winter wind storm risk over Europe [56] [16] [17] and particularly an increasing trend in

extreme winds over northern Europe [57]. The combination of these factors (i.e., intensification in

terms of both frequency and severity of the occurrence of extreme wind and rain events, together

with sea level rise) increases the likelihood of flooding along shorelines, which are already expe-

riencing the adverse consequences of impacts such as increased coastal inundation, erosion, and

ecosystem losses.

Regardless of the regional variability of climate phenomena on a local scale, the impact of antic-

ipated climate-related changes on coasts are virtually certain to be overwhelmingly negative [52].

This growing hazard will directly affect a large amount of industrial facilities, which have long

been located along riverbeds or coastlines to facilitate the transport of materials and to provide

easy access to water for industrial processes and waste disposal. For instance, the majority of the

nuclear power stations in the United Kingdom are situated on the coast to ensure the availability

of cooling water; for the same reason, it is likely that new nuclear facilities will be built in coastal

areas. In light of this fact, without appropriate mitigation measures, the potential effects of climate

change could mean that these sites will become vulnerable to a greater risk of flooding than if they

were located inland [69]. At the same time, the dramatic increase of utilization of the coast regis-

tered in the twentieth century is virtually certain to continue through the 21st century: according

to projections, the coastal population could grow from 1.2 billion people (in 1990) to an amount

between 1.8 and 5.2 billion people by the 2080s, depending on assumptions about migration [52].

Such growth would contribute to widening the hazardous areas to include an ever-increasing num-

ber of communities and technological installations.

These trends clearly suggest a parallel increase of the risk of Natech events and the need for miti-

gation measures to enhance the reliability of existing systems and to improve the design standards

of new facilities. While the perception of the risk posed by Natech events appears to run paral-

lel to the growth of vulnerability, unfortunately the same cannot be said for the theoretical and

computational tools available to quantify these kinds of hazards. Not only is knowledge of the

interactions between natural events and technological failures still limited [39], but also the current

approaches are often based on the adoption of oversimplified models or strong assumptions, which

irrevocably affect the reliability of the results. In light of this, the relevance of Natech risk analysis

is widely recognized within the scientific community, and further research in this field strongly

recommended [14][63].

The reasons behind the unsatisfying results of research in this direction and the subsequent lack of

robust tools must be attributed to several bottlenecks, including the following:

• Geographical extent. Natural hazards have the ability to affect large geographical areas and

more technological installations simultaneously. Methods for the quantification of the risk
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have to take into account accident scenarios involving failures not only within the facility

under study, but also related to the infrastructures whose unavailability can increase the

hazard or lower the reliability of the system of interest. Moreover, the wide area of impact

of natural events can lead to the occurrence of simultaneous accidents in more facilities,

affecting the response and nullifying some mitigation measures. In other words, tools for

Natech risk analysis have to be able to model and quantify the risk of simultaneous failures

and the domino effect, considering the external environment that the system under study can

interact with in case an accident occurs.

• Low probability-high impact. Uncertainty, incompleteness, or lack of information available

are issues common to all engineering applications. This is all the more true in the case

of low-probability events that are hardly observable: empirical data are generally poor and

strongly uncertain, especially with regard to data sets specifically dedicated to Natech sce-

narios, which are relatively new (even nowadays, a centralized reporting of these events is

not provided) [14]. In addition, the randomness of natural events is itself a great source of

uncertainty. On the other hand, it is also extremely important to consider the so-called black

swan events, meaning unexpected and extremely improbable events of large magnitude and

consequence, regarding which very limited or no information is available. Hence, risk anal-

ysis has to rely on robust modelling of both epistemic and aleatory uncertainty and on tools

able to deal with low probability values.

• Complex networks of dependencies. Technological installations are complex systems that

generally involve a great amount of components interacting directly or indirectly with each

other. This implies that the failure of each individual component can affect a more-or-less

wide range of others, potentially triggering a chain of events and leading to more serious

accidents [71]. It is then essential to be able to adequately reproduce these interconnections

in order to take into account all the possible simultaneous failure scenarios.

• Interdisciplinarity. The study of Natech events involves a wide variety of experts with dif-

ferent backgrounds (e.g., ranging from engineers to meteorologists to psychologists). The

strongly interdisciplinary character of these applications comes from the complex mecha-

nisms of interactions among different environments (e.g., the technological and the natural

ones), as well as the importance of taking into account aspects such as the effectiveness of the

human response in case of accidents or the probability of human failure. To include coher-

ently the contributions from so many diverse sectors of scientific knowledge, it is necessary

to adopt an intuitive framework in terms of both methodology and computational tools that

should act as a common ground that is easy to use and understand and far from the jargon

of the individual sectors involved. This would simplify the dialogue among experts of dif-

ferent languages promoting the close collaboration of scientists and engineers with industry

leaders and policy makers in an interdisciplinary effort to tackle the problem of Natech risk
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reduction and to effectively raise awareness of the risks among the public [39]. The use of a

collective language would indeed satisfy the largely recognized need to improve articulation

between organizations of different specializations and to promote risk communication and

public awareness [14].

Bayesian networks (BNs) meet the requirements highlighted here to a considerable extent [64].

They can be considered as the general case of more common methodologies such as fault tree anal-

ysis [26], with respect to which they offer several advantages, at both the modelling and analysis

levels. Several restrictive assumptions implicit in the fault tree methodology (e.g., the restriction

to Boolean logic) can be avoided, complex dependencies among components can be easily rep-

resented, uncertainty can be included in modelling, and both forward and backward analyses are

allowed [9].

For the reasons highlighted previously, BNs are considered to be promising tools in the field of

Natech risk assessment and have been adopted in the present study.

1.1 Motivation of the study

The attention to issues related to nuclear safety is obviously been high, particularly after the

Fukushima Daiichi nuclear power plant accident. While most of these concerns are focused on

the vulnerability of the reactors themselves, less attention has been paid to the spent fuel facili-

ties [often referred to with the term pools in the United States or ponds in the United Kingdom,

and more generally with the acronym spent fuel pond/pool (SFP)], which have the potential to

be more vulnerable to failure than the reactor containment building. Furthermore, as recognized

by the Nuclear Regulatory Commission [13], even if the likelihood of a zirconium fire due to the

exposure of spent fuel is generally very low, the consequences of a similar event would be highly

significant. For these reasons, the study of the vulnerability of such installations to external events,

such as extreme weather conditions, becomes relevant in view of a more general and accurate risk

assessment of nuclear facilities. This kind of analysis implies the use of flexible models that are

able to simulate not only the complexity of the system under study, but also different scenarios. For

example, assessing the impact of natural hazards on technological installations, the climate change

effect on extreme weather hazards cannot be neglected. Furthermore, a complete evaluation of the

risk requires models that are suitable for long-term decision-making support, but also for real-time

risk assessment, in order to guide the decision makers even in the case of imminent danger. Finally,

as stated by the Nuclear Regulatory Commission [13], SFP risk assessment is complicated by lack

of data (e.g., on severe earthquake return frequencies, source term generation in the air environ-

ment, SFP design variability, and other factors), hence requiring approaches that can handle a high

degree of uncertainty.

In addition to testing the BN approach in a field not fully explored yet, such as Natech risk analysis,

this study aims to provide the first generic model for the quantification of the risk of exposure of the
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Figure 1: Example of an elementary BN

spent nuclear fuel stored in a fuel pond. Moreover, the model is designed to meet the requirement

of flexibility mentioned previously, including long-term considerations. The approach proposed

consists of a framework that integrates climate change models in order to assess present and future

risks of exposure of spent fuel in the case of flooding of the storing facility. Moreover, thanks also

to the BN approach, the model proposed is extremely flexible and can easily be improved when

more information is available. Indeed, as shown in the sections later in this paper that describe the

sea-wave overtopping event, each node can be expanded, relying on the use of dedicated models

and increasing the accuracy of the overall analysis. Finally, as shown in the case study application,

the results can be analysed from various points of view, evaluating the risks of several accident

scenarios with regard to different time periods. This makes the tool highly attractive for both long-

term and real-time risk analysis. In the following section, the theoretical background of BNs is

provided. Thereafter, a general model dedicated to the quantification of the risk of exposure of

spent nuclear fuel subject to flooding hazard is presented. Next, the application of the model to the

case study of the Sizewell B nuclear power station is described. Finally, the results of the study and

remarks regarding the advantages and limitations of the adopted approach are widely discussed.

2 Bayesian Networks

BNs, also known as belief networks, are statistical models based on the use of directed acyclic

graphs for the representation of probability distributions. They provide the factorization of the

joint probability distribution associated with an event of interest, exploiting information about the

conditional dependencies existing among the variables. This approach relies on a double nature

graphically represented by the structure of the network itself, to which quantitative values are

associated throughout the introduction of conditional probability distributions. The structure of

a BN consists of a variable number of nodes, each of which represents a random variable of the

problem being modelled. The variables should be interpreted in Bayesian terms, or they can have

different origins: for instance, they may be observable quantities, unknown parameters, or even

mere hypotheses. The nodes of a BN are connected by edges (commonly represented as arrows)

expressing informal or causal dependencies existing among the variables. Only nodes that have
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some sort of dependency are linked, while those that are not joined refer to variables that are

conditionally independent of each other. The edges are characterized by directions that are coherent

with the causal relationship of the variables connected. With regard to the BN introduced in Fig.1,

the node X1 is called the parent of X2 and X3, which are also referred to as its children. Nodes

that have no parents are defined as the roots of the network. Generally, on the basis of the Bayes’s

theorem, the joint probability modelled by any BN with nodes X1, X2, ..., Xn can be expressed as:

P (X1, ..., Xn) =
∏

i

p (Xi | pa(Xi)) (1)

where pa(Xi) refers to the outcomes assumed by the parents of the node Xi. Then, the joint

probability associated with the BN of Fig.1, where all nodes have been assumed boolean only for

simplicity purposes (i.e. Xi = {x1i , x2i }, i = 1, 2, 3), is:

P (X1, X2, X3) = p (X1) p (X2|X1) p (X3|X1) (2)

In a BN, each node is conditionally independent of its non-descendants given its parent variables,

satisfying the local Markov property [60]. The strength of the dependencies associated with each

cluster of parent-child nodes is represented by the conditional probabilities mentioned. These can

be of different natures according to the structure of the variables concerned. BNs also allow the

updating of the marginal probabilities of the variables involved on the basis of new information

that might become available. This way, introducing evidence in the model, it is possible to anal-

yse "what if" scenarios, as well as the propagation of the information in the direction of interest.

Software packages have been developed that allow the adoption of several algorithms, both exact

and approximate, for the computation of inference in BNs. Murphy [49] presents a review of the

software packages that are available.

The choice of one approach or the other entails both advantages and disadvantages. Exact infer-

ence algorithms (e.g., the junction tree algorithm) are robust and well established in the scientific

literature but they restrict the use of probability distributions to the discrete field with the sole ex-

ception of Gaussian distributions. In most cases, this implies the necessity to discretize continuous

random variables, reducing the quality of the information. On the other hand, the approximate

approach allows one to perform the inference on continuous nodes using simulation techniques

(e.g., Markov-chain Monte Carlo methods) but it can be either computationally inefficient or have

unknown rates of convergence. A complete overview of BNs is provided by Pearl and Russell [55].

Although the establishment of BNs as a field of study and their definition as a complete statistical

approach date back to the early 1980s [54], their development has been bound for several years

by limitations related to the lack of reliable algorithms and the computational power to compute

inference. Conversely, thanks to their unique peculiarities and rapid technological progress in the

last several decades, BNs have attracted ever-increasing interest from people in different scientific
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areas. For instance, Weber et al.[70] presented a bibliography review of BN applications in differ-

ent sectors of applied sciences. The study highlights the increasing use of BNs as a tool for risk

analysis: between 2001 and 2008, the number of references per year increased by a factor of 4.

Former studies demonstrate the capabilities of BNs in risk analysis in terms of both the assessment

of low-probability events [28] and the modelling of complex systems [34]. Also, the potential of

BNs to integrate models and information of different natures, such as human factors, has attracted

increasing interest in the literature [11][37].

Finally, limited research proves the great potential of the BN approach in the estimation of natural

hazards [64][7].
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Figure 2: Overview of the BN model proposed for the risk assessment of spent nuclear fuel ponds
subject to the risk of flooding

3 Description of the Proposed Model

The purpose of the model implemented in this work is to quantify the risk of exposure of the spent

nuclear fuel stored in a fuel pond subject to the threat of flooding events, also taking into account

the consequences of eventual human error. The network is a general model that can be adopted

to compute the vulnerability of any system that is coherent with the hypothesis introduced and

described later in this paper. Moreover, given the high adaptability of the model, it can be easily

modified to meet the features of facilities differing from the target considered here.

The study focuses only on the flooding hazards, while other sources of risk, such as earthquakes or

extreme winds, fall outside the model’s area of application. The target chosen is a generic nuclear

power station located in a coastal area where the risk of significant tsunamis is generally negligible

[33]. Nevertheless, the facility is assumed to be protected by sea defences (such as embankment

seawalls commonly provided in rural areas) that are subject to the risk of failure in the case of

extreme sea conditions [38].
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In this study, the contributions of wave overtopping of coastal defences, together with that of heavy

rainfall, are considered the main sources of flooding hazard within the station perimeter. The spent

fuel management strategy considered for the target facility consists of underwater storage of the

fuel rods in a dedicated pond. These are large robust monolithic structures where fuel assemblies

are stored in racks that provide spacing for coolant flow: the pools are filled with several additional

meters of water above the spent fuel to provide biological shielding [1]. The facility is assumed

to be provided with basic equipment such as a drainage system (with a discharge point of the

waste stream into the sea; see node Outfall in Fig.2), an on-site electric power substation (to ensure

the connection to the national grid), emergency diesels (EmergencyPowerSupplies), emergency

hydrants (to make up for the loss of water due to evaporation in the case of failure of the cooling

system), and a spent fuel pond cooling system, whose correct functioning is assumed to be bound

by the availability of alternating current (AC) power [1].

It is expected that the floods will affect the plant’s main and auxiliary supplies (crucial for the

correct functioning of the pond), as well as the emergency measures planned to face eventual

breakdowns [18]. These can fail due to the unavailability of resources or lack of effective actions

due to human error. In this case, the operators who would be supposed to take measures to limit

the damages caused by the failure (for instance, manually refilling the pond to ensure the coverage

of the fuel) do not act as planned, leading to the same consequences of technical failure (such as

the unavailability of reservoirs or emergency hydrants).

The BN proposed (shown in Fig.2) consists of 37 nodes. For the sake of clarity, the description

of the model proposed next is organized into three sections, according to the aim of as many

different subsets of the network. Since each node of the network is designed to represent a specific

event, if not specified otherwise, the terms defining each node and the related event are considered

interchangeable from then on.

3.1 Natural-technological interaction section

The upper part of the network (Fig.3) aims to model the direct effects of natural events on the

nuclear facility and its surroundings. This section discusses nodes either related to weather con-

SeaWavePeriod SeaWaveHeight

TimeScenario

ExtremePrecipitation

DrainageSystem

ExtremeSeaWaterLevel

WaveOvertoppingFloodingSurroundings Outfall

FloodingStationArea

Figure 3: Section of the network modelling the direct effects of natural events

ditions (ExtremePrecipitation, SeaWaterLevel, SeaWavePeriod, SeaWaveHeight) or representing
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failures directly triggered by the natural event (DrainageSystem, FloodingSurroundings, Outfall,

WaveOvertopping). Behind the causal links that connect these two series of variables lie three main

mechanisms of external flooding:

• River flooding. This contribution is assumed to have the potential to affect the surroundings

of the facility, and it is mainly represented by the interaction between ExtremePrecipitation

and FloodingSurroundings: an extreme amount of rainfall can lead local water courses to

burst their banks, spilling water into the floodplain. Existent models based on local data can

be easily adopted to define the causal relationships between the two variables.

• Surface water flooding. It presupposes the impossibility of discharging water from the fa-

cility area, causing rainwater to lie or flow over the ground instead of draining away. This

can occur as a result of failure of the DrainageSystem, due to exceptionally heavy rainfall

(ExtremePrecipitation), or from the unavailability of the Outfall due to extreme sea levels

(ExtremeSeaWaterLevel).

• Coastal flooding. It concerns both tidal flooding and sea-wave overtopping of coastal de-

fences. Tidal flooding occurs when low-lying ground is flooded by the sea as a result of the

extreme height of the tidal cycle (regardless wave conditions): since nuclear facilities are

located at elevations tailored for tide and surge levels [4] this type of contribution is assumed

to affect only the surrounding area (FloodingSurroundings). In light of this, the quantifica-

tion of the risk of coastal flooding for the facility mainly implies modelling the mechanism

of discharge of seawater within the station perimeter due to the action of sea waves. This has

been realized by integrating the contribution of sea-wave overtopping in the (FloodingSta-

tionArea) mechanism. The event (WaveOvertopping) results from extreme sea conditions,

which are ExtremeSeaWaterLevel generally, due to the combination of high tide and surges;

and SeaWaveHeight and SeaWavePeriod, which under adverse weather conditions can as-

sume severe proportions.

High water levels, represented in the model by the node ExtremeSeaWaterLevel, result from the

interaction of tides and storm surges. While the first are originated by astronomical movements,

the storm surge consists of a meteorologically driven component of water level generated by syn-

optic variations of atmospheric pressure and wind [72]. This, therefore, leads to a certain relation

between the surge component and the heights of sea waves generated by wind: larger storm surges

are expected to correspond to greater values of wind speed. Nevertheless, the correlation results

are relatively weak, considering that in a sea level record, the non-correlated tide dominates, with

the astronomic tide typically 97-98% of the total sea level, and rarely less than 80-85% of the total

sea level even during the most extreme events [27]. Hence, as it is only the surge contribution

that is likely to be physically associated with extreme wave height under the same meteorological

conditions, the assumption of independence between the nodes ExtremeSeaWaterLevel and Sea-

WaveHeight should not compromise the validity of the assessment. For similar reasons, a certain
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correlation is expected to exist between ExtremePrecipitation and ExtremeSeaWaterLevel as well.

Several studies found that the dependence between extreme rainfall and storm surge is statistically

significant and needed to be taken into account for flood risk estimation, although spatial variability

of the dependence strength was observed [66]. In this case, though, the consideration of general sea

level (in most cases dominated by astronomical tide) leads to weaker dependence values compared

to the adoption of storm surge estimates; furthermore, little is known about the factors behind such

dependence, nor of the degree of variability of dependence strength over a large geographic area

[73].

In the absence of a direct causal relation between the variables, it is not possible to represent the

correlation in the network; nevertheless, this limitation of the method is mitigated by the weak-

ness of the correlation values among the variables involved, which is expected to have a negligible

influence on the overall result of the analysis. The overall combination of the flooding dynamics

considered can lead to the accumulation of water within the perimeter of the facility, event rep-

resented by the node FloodingStationArea. No internal failures (such as the damage of pipes or

reservoirs) are taken into account as sources of flooding in the model. This part of the network

also embraces improperly causal relations: the node TimeScenario, as the name suggests, allows

analysis to run with regard to a particular time interval of choice. Introducing evidence in the node,

hence selecting the time scenario of interest, it is possible to take into account the influence of cli-

mate change on natural events. As Fig.2 shows, climate change forecasts are considered in terms of

sea level rise (represented by the edge pointing to the ExtremeWaterLevel node) and intensification

of precipitations. Also, extreme wave conditions depend on the time period considered: previous

studies [40] have shown that climate change may have a significant impact on sea-wave character-

istics, even if considerable variation in projections can arise from the different climate models and

scenarios used to force wave models, which reduces the confidence in the projections already low-

ered by the small number of studies, lack of consistency of the wind projections between models,

and limitations in their ability to simulate extreme winds [61].

3.2 Internal failure section

According to the BN model proposed, the event of exposure of the spent nuclear fuel is bound

by the availability of either cooling systems or emergency supplies. Only if both these subsys-

tems are out of order is the SpentFuelExposure event (Fig.4) assumed to occur. As mentioned

previously, the cooling system is expected to fail if no electric power, either generated on site

(OnSiteAC) or supplied to the station from the external grid (OffSiteAC), is available. Hence, sta-

tion blackouts are considered as the main safety issue for the correct functioning of the spent fuel

pool, since many safety systems required for heat removal depend on AC power [5]. The failure

of on-site generation can be attributed to power station outages, whether planned (e.g., refuelling

or decommissioning) or unplanned (e.g., emergency reactor shut-down); the failure of emergency

power supplies (EmergencyPowerSupplies) is also a precursor of station blackouts. Indeed, nuclear
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Figure 4: Section of the network modelling internal failures

power plants worldwide have a configuration of emergency power supply systems (typically emer-

gency diesel generators) that include at least two redundant trains of safety buses, each powered

by an emergency diesel generator that replaces the regular power supply or off-site power should it

become unavailable [32]. Coherently, the failure of EmergencyPowerSupplies is assumed to lead

to a station blackout in case of loss of OffSiteAC. If both the outage and the failure of emergency

diesels occur, no power generation is assumed to be available on site.

Normally, the interface between the plant’s main generator and the electrical grid is formed by the

OnSiteSubstation, which provides reliable off-site power for the nuclear station under all operating

and shut-down conditions. For example, if power generation is interrupted, the power supply au-

tomatically transfers to the off-site grid. If that is not supplying suitable power (e.g., unacceptable

voltage), the buses are reenergized by fast-starting emergency diesel generators [41]. In light of

this, the failure of the on-site electric substations and connections (OnSiteSubstation) can cause

loss of power from the external network. This can also be triggered by a generic loss of external

power grid, in which case the nuclear plants involved in the blackout are required to shut down

safely (UnplannedOutage), according to procedures [43]. Failure of the emergency power supplies

would seriously hinder the ability of the plant operators to carry out the required safety functions

[41]. This is taken into account in the model by the node EmergencySupplies, which refers to the

lack of effective actions on the pond in the case of unavailability of the cooling system. This kind

of intervention involves both technological and human aspects: spent fuel ponds are provided with

a source of high-purity water (generally the refuelling water storage tank for pressurized water re-

actors and the condensate storage tank for boiling water reactors) to make up for the loss of water

due to evaporation in the case of cooling system loss. Plants also have alternative methods to pro-

vide make-up if normal make-up is unavailable, and may include the service water system and the

fire water system, which can require the intervention of operators [1]. The possible loss of water

inventory is taken into account in the model through the node Reservoirs, while the possible failure

of the fire water system is represented by the node EmergencyHydrantSystem. The occurrence of

human error (HumanError) is considered to nullify or prevent the action leading to a lack of inter-

vention by the operator, with consequences similar to that of a EmergencyHydrantSystem failure.

The large volume of water in the pond ensures a significant thermal inertia, generally slowing any
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accident progression and giving respite for actions from the outside (e.g., use of fire tenders). Only

if this intervention fails as well (DelayInReaction) is the failure of EmergencySupplies assumed to

occur.

This section of the network is connected to the overall model through four nodes: FloodingSur-

roundings, FloodingStationArea, TimeScenario, and HumanError. The first two belong to the

upper part of the network previously discussed and affect the system in similar ways: flooding near

the station has the potential to affect the only road of access, and then to make the rescue from the

outside impossible; likewise, the accumulation of water inside the facility can affect a wide range

of other subsystems, such as emergency supplies or electric transformers. Also the node TimeSce-

nario belongs to the first section but, as mentioned before, it does not represent a proper event since

the links that it shares with other nodes have no causal meaning. The connection between this node

and PlannedOutage aims to take into account the possible decommissioning of the nuclear power

plant in future scenarios.

Finally, the HumanError event refers to the lack of action by the operators and is modelled accord-

ing to Groth and Mosleh [25] by a third part of the overall network, described next.

3.3 Human Error section

From the evaluation of past events and accident scenarios involving spent fuel pools, human error

has been reported as one of the most common root causes [1]. Even if none of the reported events

resulted in severe accidents (many of them had only negligible consequences on the spent fuel),

this highlights the importance of including operator performance in the analysis. Although several

methodologies for human reliability analysis have been proposed in the literature, none of them

has ever reached a general consensus.

Commonly, human error has been modelled on the basis of probabilistic concepts, assuming all

probabilities to be precise [59]. Nevertheless, the probabilistic approach has shown a limitation on

the quantification of qualitative aspects of human error and the complexity of attributes from the cir-

cumstances involved, leading to investigate methodologies based on a fuzzy logic approach, which

is expected to better represent the human interacting system’s reliability [35]. However, research

in this direction is still limited with regard to applications to the nuclear industry [15]. More tradi-

tional and common approaches are based on the use of precise numerical factors aiming to capture

the influence of given specific working conditions or task situations on human activities. For in-

stance, performance-influencing factors (PIFs) are largely used as causes or contributors to unsafe

human actions in event analysis to predict human behaviour and cognitive processes [36]. A BN

approach to human reliability represents a good compromise approach to integrating limited data

and expert judgement without losing the robustness of well-known and largely used approaches

[25]. In this study, the BN model proposed by Groth and Mosleh [25] to quantify the probability

of human error in case of significant incidents at a nuclear power plant has been integrated into

the overall framework. The approach suggested in the study and shown in Fig.5 integrates PIFs
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and their interdependencies in a BN framework. Nine of the nodes belonging to this section (Re-

sources, OrganizationalCulture, Knowledge, Team, Training, Complexity, Machine, Attitude, and

LoadsAndPerceptions) refer to as many groups of PIFs, while the four ErrorContext nodes aim

to capture the interrelation among different factors and correlations among nodes not linked by

direct causal relationships. Each of these four nodes acts as a precursor of the HumanError event,

to which all of them contribute with different weights. For further details regarding the approach

refer to Groth and Mosleh [25].

This part of the network is linked to the rest of the model through the causal dependency between

the nodes HumanError and EmergencySupplies, as argued in the previous section. An accurate

approach should take into account other aspects, such as the consequences of flooding on the avail-

ability of suitable tools (Resources) or the effect of downsizing (in the case of decommissioning)

on the work team (Team). However data limitations preclude this kind of development of the model

for now. Further study in this direction is strongly advisable but beyond the scope of this work.
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Complexity
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Figure 5: Section of the network modelling human failures

4 A case study: Sizewell B nuclear power station

The nuclear power plant of Sizewell B (Fig.6) in East Anglia, United Kingdom, operated by EDF

Energy, has been selected as a real-world case study for the application of the proposed BN model.

There are several reasons behind the choice of this station: first, the location is particularly in-

teresting since, according to the flood maps provided by the U.K. Environment Agency [2], the

surrounding area is subject to risk of flooding. Next, EDF’s strategic target is to extend the oper-

ational life of the installation, postponing the decommissioning date from 2035 to 2055 [30]; it is

then of particular interest to evaluate the impact of climate change on the risks to which the facility

is subject.
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Figure 6: Simplified layout of the Sizewell nuclear site with reactor building (1), fuel building (2),
and dry fuel cask (3); at the east of the site are located the so-called Bent Hills (4), and to the west
the Sizewell A power station (5)

Moreover, unlike British Magnox and advanced gas-cooled reactor (AGR) stations, in which the

spent fuel is located on site only for short periods and then transferred to the reprocessing facility

of Sellafield, the management strategy adopted for Sizewell B involves long-term on-site storage

under water [22]. Furthermore, the current rate of accumulation and current safety restrictions

suggest that full capacity of the on-site pond will be reached by 2015. Finally, the construction of a

new dry fuel storage system (started in January 2013 to guarantee further capacity) and the aim to

build a new power plant located on land next to the current Sizewell B station make this case study

more attractive in view of further developments and applications. This section aims to provide

an overall description of the facility under study, as well as of the related numerical implementa-

tion. Finally, the results obtained by the inference computation on the network are introduced and

analysed.
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4.1 Description of the facility

The Sizewell B power plant is built on a plateau 6.4 m above ordnance datum (AOD) on the coast

of East Anglia in the county of Suffolk. It shares a site of 97 ha with the Sizewell A station (which

is no longer operating) on the southern side. The area to the east of the station consists of a series

of sand dunes that gradually slope down to the seashore, covering a width of approximately 100 m.

These ridges, commonly known as the Bent Hills, have been remodelled to provide a 10-m-high

sea defence embankment along the east boundary of the site. The land surrounding the station to

the north and west is swampy and subject to the risk of flooding. Nevertheless, due to the major

elevation of the nuclear island with respect to its surroundings, floods in this area are not expected

to represent a direct hazard to the station. The site access road is located at an elevation of 3.5 m

AOD.

Built between 1988 and 1995, the power plant includes two main turbine generators and a single

reactor based on a Westinghouse standard, four-loop, pressurized water design. The initial design

was modified, mainly in terms of capacity and redundancy of safety system, in order to fulfil U.K.

requirements. The station supplies to the national grid 1,198MW, approximately equal to 3% of the

United Kingdom’s power needs. The on-site electric substation is connected to the external grid at

three separate 400 kV points (two at Bramford, one at Norwich, and one at Pelham) and provides

a connection with the external network for the import and export of power.

Adjacent to the reactor building, the fuel building accommodates the pond, where both new and

used fuel are stored underwater [6]. The pool consists of a stainless steel–lined reinforced cavity

where the fuel assemblies are located at a depth of water adequate to guarantee the coverage of

the fuel for 24 h in case of total loss of the cooling system. The latter consists of a primary

ultimate heat-sink (seawater) and a reserve ultimate heat-sink (air-cooling system), which ensure

the thermal exchange required for the pumped flow. The availability of AC power on site binds the

working order of the cooling system in the fuel facility. All the buildings on the nuclear island are

provided with fire doors that can act as flood barriers up to a water depth of 1 m [20]. According

to a report by Magnox [42], a reservoir with a maximum water level of 13.9 m AOD and an invert

level of 6.9 m AOD is located on site.

4.2 Numerical Implementation

The inference on the network for the Sizewell B application has been computed using the Bayes

net toolbox for MATLAB [48][45] and adopting the well-known junction tree inference algorithm.

As previously mentioned, the use of exact inference methods (such as the junction tree algorithm)

can lead to the impoverishment of the information available due to the need of discretization and, in

some cases, can affect the congruence of the result. As already highlighted for a previous version

of the model [67], the limitations discussed for this application have faced a particular significance

with regard to the modelling of the sea-wave overtopping mechanism. In light of this, the approach
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suggested by Straub and Kiureghian [65] was applied to a small subset of the section (namely, the

nodes SeaWavePeriod, SeaWaveHeight, ExtremeSeaWaterLevel, WaveOvertopping) in order to be

able to take continuous distributions into account without abandoning exact inference methods.

This is possible thanks to the use of structural reliability theory to enhance BN models. Indeed, the

approach allows the computing of relations among continuous variables, reducing the inference

problem to that of a traditional BN without losing information or accuracy.

The numerical implementation of the case study introduced in this part of the discussion is or-

ganized into three subsections: the first two refer to the natural-technological interaction section

(or top section), addressing the computation of the WaveOvertopping node briefly introduced here

and the data source of the climate change scenarios embraced. The last section is dedicated to the

description of the bottom part of the network, providing details about the inputs adopted for the

internal failure section. The human error section of the model is not discussed here since, in the

absence of additional data, the numerical values provided by Groth and Mosleh [25] have been

introduced without further updating. Please refer to the original study for more details about the

numerical values adopted in the implementation.

C
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Q

S
W
L

α

Figure 7: Scheme of the sea-wave overtopping mechanism; CL refers to the crest level of the
seawall; SWL the still-water level; and Q the overtopping rate

Top section: wave overtopping of sea defences As shown in Figs. 2 and 3, the WaveOvertop-

ping node has three parents: ExtremeSeaWaterLevel, SeaWavePeriod, and SeaWaveHeight. The

return values related to the first of the three events for the coast of Sizewell have been provided

by U.K. Environment Agency [3] and updated using the sea level rise projections specified in the

next subsection. On the contrary, no probability values or model for SeaWavePeriod and Sea-

WaveHeight are available in the existing scientific literature: inputs for these two nodes have been

computed starting from historical records provided by CEFAS [23]. The available data have been

recorded using a directional waverider buoy located off the coast of Sizewell and moored at a water
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Figure 8: Scatter diagram of significant wave height and peak wave period data

depth of 18 m. Records cover a time interval of more than six years (from February 2008 to August

2014) for a total of almost 90,000 valid measurements. The data refer to the significant wave height

(mean wave height of the highest third of the waves recorded) and wave peak period (wave period

corresponding to the peak of the incident wave spectrum) and are shown in the scatter diagram

shown in Fig.8. It has been fitted into generalized extreme value probability distributions (Fig.9

for the related wave significant height statistical model) using the maximum-likelihood estimation

method [see Appendix]. The optimized values obtained for the parameters of the significant wave

height and peak period probability distributions are presented in Table 1. The adoption of this

type of distribution is justified by the need of predicting return values for extreme wave conditions

and then to extrapolate well beyond the range of the available hindcasts [10]. As is possible to

see in Fig.9 with regard to the significant wave height data, a minimal loss of accuracy in the first

part of the domain is balanced by a good representation of the measurement trend in the region of

maximum interest for this study, which means the right side of the wave height domain to which

corresponds a higher risk of overtopping.
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Figure 9: Generalized extreme value model of the wave significant height probability distribution

As opposed to its parents, neither discrete probability values nor historical data are available for the

event WaveOvertopping; hence, the conditional probability values of the node must be computed

by means of mathematical models.

The WaveOvertopping event is assumed to occur when the amount of seawater overcoming the sea

defence exceeds the admissible wave overtopping rate (equal to 0.0466 m3/s per unit length of
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Table 1: Parameters of Generalized Extreme Value Distributions Computed with Maximum Like-
lihood Estimation

Parameter WaveHeight WavePeriod
Shape Parameter 0.26803 0.00513
Scale Parameter 0.28039 1.45702
Location Parameter 0.53984 4.62444

the seawall for this application), according to the mechanism shown in Fig.7. According to the

probabilistic model suggested by Hedges et al. [29], waves overcome the sea defences when the

following condition is verified:

0 ≤ (CL− SWL)

rCHs
< 1 (3)

where CL = crest level of the seawall; SWL = still-water level (average water surface elevation at

any instant including the effect of tides, storm surges, and long-period seiches); r = seawall slope

roughness;Hs = significant wave height; andC = ratio of the maximum run-up [maximum vertical

extent of wave uprush on a beach or structure above the still-water level [62]] to the significant

height of the incident waves and can be expressed as a function of the surf similarity parameter ξp,

given by the equation:

ξp =
tan(α)√
2πHs/gT 2

p

(4)

where Tp = peak wave period. Hence, for given seawall features, such as the slope roughness and

inclination (α), the probability of excedance of the admissible wave overtopping rate Q can be

computed as P (Z ≤ 0) where Z is expressed, according to Hedges and Reis, as

Z = Q−A
√
g(CHs)3

[
1− CL− SWL

r (CHs)

]eBB

(5)

where g refers to the gravitational acceleration, A and B to empirical coefficients of the model

dependent on the inclination of the seawall [58] and eB to a a parameter that represents the scatter

about the line of perfect agreement between the predicted and measured values of the mean dis-

charge.

It is clear that discretizing the WavePeriod and WaveOvertopping nodes would affect the credibility

of the analysis and the effectiveness of the model adopted to compute the conditional probabilities

of the event WaveOvertopping. Moreover, as it is possible to see from the scatter diagram in Fig.8

and the graphs in Fig.10, the two series of data related to the peak wave period and significant

wave height are correlated to each other. To ignore such a correlation would result in the loss of

physical significance of the model, including in the analysis pairs of values for Tp and Hs incom-

patible with the natural limits associated to wave conditions (e.g., very high significant heights and

very low peak period, or areas of the domain with no records available, as shown in Fig.10). The
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Figure 10: Analysis of the correlation between significant wave height(Hm0) and peak period(Tp)

adoption of a structural reliability approach to compute the input of the WaveOvertopping node

is the solution chosen in this study to overcome these issues: it allows exploitation of all the ac-

cessible information (then avoiding the discretization of the continuous distributions), as well as

using linear factors to represent the correlation among variables, which are hardly characterizable

otherwise. On the other hand, this procedure excludes the SeaWavePeriod and SeaWaveHeight

nodes from the original BN and then from the inference computation: the results of the analysis

are stored in the WaveOvertopping node, whose conditional probabilities are updated according to

the results. To calculate the conditional probability of exceedance of admissible wave overtopping

rate (WaveOvertopping), given the state of the seawater level, requires as many analyses as many

are the possible states of the node ExtremeSeaWaterLevel. Hence, the result of each analysis cor-

responds to the probability of wave overtopping in the case in which the seawater level falls in a

particular interval of values according to the outcome states of the node ExtremeSeaWaterLevel.

The probabilities estimated this way were then introduced in the new conditional probability table

of the node WaveOvertopping, which in the reduced BN obtained through this approach has Ex-

tremeSeaWaterLevel as the only parent node.

The reliability analysis based on the probabilistic model of Hedges et al. [29] described above

has been performed using Monte Carlo simulations in the general-purpose software OpenCossan

OpenCossan [53]. In the implementation of the model, all the waves have been considered nor-

mally incident to the seawall and no integration with offshore, near-shore wave transformation

models has been considered, resulting in a strongly conservative approach. Conversely from what

suggested for the general model, no link has been considered between TimeScenario and the wave

condition nodes. Indeed, previous studies on the impact of sea level rise and climate change on

wave climate along the coast of East Anglia [12] have shown that the climate change scenario se-

lected leads to a significant increase of extreme wave heights only in the northern part of the region

but has only very little impact on the southern domain of the study, which interests the Sizewell

area (e.g., projected change for the 50-year return significant wave height in the region are be-
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tween 0 and -0.1 m, referring to the period between 2069 and 2099). Moreover, the same study

found offshore extremes (considered in this study) were not modified by sea level rise, which was

insignificant compared to the offshore water depths. Simplified assumptions have been made on

the composite seawall of the station, which has been considered as an equivalent uniform, smooth,

and impermeable slope. Moreover, as suggested by Hedges et al. [29], the inclination of the sea-

wall has been considered as normally distributed with mean 0.05 (corresponding to an inclination

of 1:20) and standard deviation of 0.1. The generalized extreme value distributions described in

Table 1 have been adopted for the peak wave period and significant wave height. In order to avoid

unrealistically wave conditions, a Pearson correlation coefficient of 0.29 (represented by the con-

tinuous line in Fig.10) between the two variables has been computed from the respective series of

measurements available. This linear factor accounts for the fact that higher waves tend to have

longer periods, as shown by the data. The results of the reliability analysis are shown in Table 2.

As foreseeable, the conditional probability associated to the node WaveOvertopping grows along

with the seawater level.

Table 2: Conditional Probability of Exceedance of the Overtopping Admissible Rate Given Differ-
ent Values of Seawater Level

Sea Water Level WaveOvertopping
Over 5 m Above Ordnance Datum 3.262 · 10−04

Below 5 m Above Ordnance Datum 4.910 · 10−05

4.2.1 Top section: climate change scenarios

The TimeScenario node contemplates multiple outcome states, allowing three different time sce-

narios to be taken into consideration: the first related to the current conditions, the second to those

estimated for the year 2055, assuming that the station is still in operational order. Finally, the third

scenario involves the presence of spent fuel stored and the production of electric power on site is

limited to emergency diesels. The assumptions related to the three time scenarios are summarized

in Table 3. All the predictions related to climate change and adopted in the case study refer to

Table 3: Characterization of the Time Scenarios Adopted in This Study

Year of Reference Station State
Scenario 1 2015 Operational
Scenario 2 2055 Operational
Scenario 3 2099 Closed

a medium-emission scenario called SRES A1B, according to the Intergovernmental Panel on Cli-

mate Change classification. The greenhouse gas emission forecasts associated with this scenario

are based on the assumption of a future world with very rapid economic growth, a global pop-

ulation that peaks in midcentury and declines thereafter, and the rapid introduction of new and
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more efficient technologies inspired by the balanced use of fossil and non-fossil energy sources

[51]. Projections [46] associated with this background have been adopted to update the extreme

seawater level return period values provided by the Environment Agency. As shown in Fig.11, the

results show the effect of sea level rise on the return values of the seawater level, which is expected

to increase of 0.301 m in 2055 and 0.659 m in 2099, in light of the emission scenario embraced.

Regarding the quantification of risk for extreme precipitation events, return period values from
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Figure 11: Return period curves for extreme sea water level

previous studies have been adopted [24]. Also, in this case, it is possible to note the growth in

frequency and intensity of the extreme precipitation events, along with the three time scenarios of

reference. Moreover, as shown in Fig.12 as well as by the results in Table 4, the difference be-

tween the precipitation amount in the three scenarios tends to grow for higher return periods, going

from 31 mm/d of difference between Scenarios 1 and 3 for the 500-year return period to 44 mm/d

for the 1,500-year return period. The state of the ExtremePrecipitation node directly determines

100 150 200 250 300 350
0

5000

10000

Daily Precipitation Depth [mm]

R
et

ur
n 

Pe
ri

od
 [

y]

 

 

Today
2055
2099

Figure 12: Return period curves of daily extreme precipitation for the three scenarios considered

the outcome of DrainageSystem, which is assumed to fail when the design basis of 200 mm/d is

overcome. Similarly, the failure of the outfall, as well as the flooding of the area surrounding the
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Table 4: Extreme Precipitation Return Periods for the Three Time Scenarios Considered

Return Period Scenario1 Scenario2 Scenario3
500 y 154 mm/d 171 mm/d 185 mm/d
1000 y 198 mm/d 226 mm/d 237 mm/d
1500 y 224 mm/d 247 mm/d 268 mm/d

station, are supposed to occur when the still-water level is higher than 5 m AOD. In this case, the

seawater is expected to overcome the coastal embankment impeding the use of the access road

(located at 3.5 m AOD). Finally the FloodingInTheStationArea event is assumed to occur when the

depth of water accumulated in the nuclear island (neglecting the topological set-up of the area) is

equal to or higher than 1.15 m, design basis for the fire barriers, which are expected to act as flood

barriers up to that value.

4.2.2 Bottom section

Unlike the upper part of the network, the conditional probabilities of the internal failure section

are quite homogeneous in terms of sources of data. The majority of them, indeed, have been

collected from the scientific literature available. The probability of failure for the node Emergen-

cyPowerSupplies is assumed to equal 1 when the station is flooded and 3 · 10−09(combination of

the failure probabilities of the four emergency diesels) otherwise [19]. The four engines have been

considered independent because each of the four trains is capable of supplying its selected loads

independent of the other three systems [20]. Likewise, the probability of failure of the external

grid (ExternalPowerGrid) has been calculated as the product of the failure rates of the three off-

site substations to which the power plant is connected [50]. Also, in this case, independence has

been assumed and the hypothesis justified by the geographical distance of the three sites [20]. The

rate of planned and unplanned outages has been calculated on the basis of the refuelling schedule

and the frequency of past events, both derived from EDF documentation [21]. Also, the failure rate

of emergency hydrant systems has been collected from previous research [31]. Table 5 shows the

references related to the nodes of the bottom section for which the probability values have been

collected or derived from the available literature.

Table 5: References for the Input of Bottom Section Nodes Deduced from Previous Scientific
Research

Node Reference
ExternalPowerGrid [50]
EmergencyHydrantSystem [31]
OnSiteSubstation [50]
PlannedOutage [21]
UnplannedOutage [21]
EmergencyPowerSupplies [19]
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Figure 13: Most probable explanation for the SpentFuelExposure. The orange color refers to the
occurrence of the events highlighted

The state of the remaining events involved in the bottom part of the network is considered to be

directly inferable from the outcomes of their precursor nodes: SpentFuelExposure is assumed to

occur when both the CoolingSystem and the EmergencyPowerSupplies are out of order. Similarly,

the failure of the latter happens if the operator does not intervene appropriately (HumanError) or if

EmergencyHydrantSystem is not available. Finally, the CoolingSystem failure is caused by station

blackouts (i.e., the unavailability of both OffSiteAC and OnSiteAC). Due to lack of information, the

presence of reservoirs in the station has been neglected, as well as the topological configuration of

the site. This latter assumption is expected to result in a conservative approach.

4.3 Results

According to the results, the risk of exposure of the spent fuel grows in time along with the three

scenarios considered, as foreseeable on the basis of the natural event intensification. In spite of this,

as can be seen in Table 6, the increase is slight, and in none of the time periods does the probability

of severe accidents assume significant values. Similarly, the marginal probability of flooding in the

station area, as well as the probability of failure of the cooling system, show the same trend. The

probability of flooding in the surrounding area is more affected by climate change, as expected, but

it also always remains quite low in this case, within an order of magnitude of 10−5. In addition to

Table 6: Quantification of Risk for Several Events

Event Scenario1 Scenario2 Scenario3
(2015) (2055) (2099)

On-site Flooding 1.239 · 10−10 2.483 · 10−10 3.448 · 10−10

Cooling System 1.411 · 10−10 2.655 · 10−10 3.620 · 10−10

Spent Fuel Exposure 2.592 · 10−16 2.804 · 10−15 2.695 · 10−14

Flooding in Surroundings 3.147 · 10−07 1.699 · 10−06 1.176 · 10−05

quantifying the risks of failure of the different subsystems for different climate scenarios, the model

allows one to consider the most probable explanation for the occurrence of SpentFuelExposure,
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introducing the evidence associated with the event. Indeed, as previously highlighted, BNs permit

the updating the marginal probabilities of each node on the basis of the evidence available. On the

basis of these revised values, it is possible to reconstruct the most likely sequence of events behind

the occurrence of the outcome of interest. Fig.13 shows such a path: the events highlighted have

the highest occurrence probability conditional to the exposure of the fuel.

4.3.1 What-if analysis

Looking at the problem from the opposite perspective, it is possible to estimate the conditional

probability of an event of interest as well. Several What if scenarios have been evaluated in order

to better understand the distribution of the risk within the model. As is shown in Table 7, in the case

of failure of the cooling system or of flooding inside the perimeter of the nuclear island, the risk of

exposure grows exponentially in all the analysed cases: these two events are the most significant

precursors for the failure of the spent fuel pond system. Other events, such as the flooding in the

surrounding area or the malfunctioning of the drainage system, can raise the overall risk of several

orders of magnitude. Conversely, the occurrence of human error does not have much impact on the

risk of exposure: also, in combination with other events, such as the failure of the drainage system,

its contribution is quite low. Nevertheless, it has to be remembered that this part of the modelling

is strongly affected by lack of data: the use of expert judgements to better identify the weight of

each error contexts could significantly modify the impact of human error on the overall accident

scenario. Likewise, introducing evidence regarding the correct functioning of various subsystems,

Table 7: Risk of Spent Fuel Exposure Conditional to Evidence of Correct Functioning of Subsys-
tems

Event Scenario1 Scenario2 Scenario3
(2015) (2055) (2099)

Cooling System Failed 1.837 · 10−06 1.056 · 10−05 7.444 · 10−05

Station Flooded 2.090 · 10−06 1.129 · 10−05 7.813 · 10−05

Failure Drainage System 2.334 · 10−12 2.469 · 10−11 2.333 · 10−10

Surroundings Flooded 8.237 · 10−10 1.650 · 10−09 2.291 · 10−09

Human Error 2.645 · 10−16 2.832 · 10−15 2.714 · 10−14

Human Error &
Failure Drainage System 2.334 · 10−12 2.469 · 10−11 2.333 · 10−10

it is possible to notice the improved reliability of the overall system, as shown in Table 8. This

kind of analysis can become an extremely important support for decision making regarding the

eventual adoption of further actions to improve the robustness of the system. For example, in order

to evaluate the importance of events affecting the effectiveness of reaction in case of accidents,

the probability related to potential causes of this type of failure can be further analysed in order to

take the most effective action possible. The results in Table 9 show that, in case of flooding and

with regard to the current time scenario, the malfunctioning of the emergency hydrants is the most
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Table 8: Risk of Spent Fuel Exposure Conditional to Evidence on the Correct Functioning of
Subsystems

What if...? Scenario1 Scenario2 Scenario3
(2015) (2055) (2099)

Drainage System Operating 1.293 · 10−19 6.980 · 10−19 4.832 · 10−18

Surroundings Not Flooded 0 0 0
No Human Errors 2.592 · 10−16 2.804 · 10−15 2.695 · 10−14

probable explanation behind the lack of efficient reaction. In light of this, taking action to ensure

more auxiliary water supplies would further improve the reliability of the system, decreasing the

overall risk of exposure of the spent fuel dramatically.

Table 9: Probable Causes of Failure of Intervention (Emergency Supplies) in Case of Flooding

What if...? Scenario1
(2015)

Human Error 9.148 · 10−02

Failure Hydrant System 9.105 · 10−01

5 Discussion

The model proposed identifies three main types of interaction that can contribute to the overall

failure of the system: between natural hazards and the facility, between human operators and the

technological interface, and finally among the different components of the installation, which con-

stitute a complex internal network of dependencies. Each of these subsets of the overall problem

are modelled in view of their internal mechanisms of failure and then represented as the combina-

tion of elementary events connected to each other by causal links. This intuitive representation and

the flexibility of the approach adopted make the model particularly attractive for future upgrades

and improvements, and then potentially useful for more accurate real-world applications in the fu-

ture.

More generally, as shown by the case study discussed in this paper, BNs proved to be a valid instru-

ment for many aspects of Natech risk analysis: the integration of different models in the general

framework has been performed, data from very different sources have been adopted (from projec-

tions and experimental records to expert judgement), and the description of the complex system

has been carried out considering individual parts and their interactions, finally obtaining a coher-

ent framework that is easy to understand and accessible to non-experts. In addition, the ability to

perform inference (including very low probabilities) makes BNs suitable for the analysis of Natech

accidents and rare events. Finally, Bayesian updating and the prompt estimation of the risk associ-

ated with What if scenarios make this approach extremely attractive for real-time decision support.

On the other hand, two main drawbacks of this method have been identified with regard to this kind
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of application. First, the necessity to include natural events as variables of the inference problem

implies the need to adopt probabilistic models for their representation, in order to capture their

inner randomness and the aleatory uncertainty of data. On the contrary, the restriction to the use

of only discrete nodes, typical of traditional BN and exact inference, can strongly affect data and

undermine the credibility of the results. In addition, the assumption of independence between vari-

ables not connected by causal links can represent a strong limitation in the application of BNs to

natural hazard assessment: different meteorologically driven phenomena often show a more-or-

less significant degree of correlation that emerges from data but remains hardly explicable through

causal relationships, hence are impossible to represent with BNs. Second, a reliable tool for risk

assessment cannot avoid the epistemic uncertainty associated with the input. This is all the more

true when questionable data such as climate projections or expert judgements are involved. The

use of strongly uncertain data can lead to misleading results and, in the case of risk management, to

the adoption of ineffective, if not detrimental, actions. In other words, decision makers have to be

provided with information about the uncertainty affecting the results on which to base resolutions.

BNs lack this capability: also, in this case, it is necessary to overcome the restrictions related to

the use of discrete numerical values, adopting models that can capture the epistemic uncertainty of

the variables. The use of system reliability methods, as for the sea-wave overtopping model imple-

mented, appears to be a valid solution to include continuous variables and their correlation in the

BN framework. In light of this, future research will focus first on the implementation of automatic

algorithms to coherently integrate traditional system reliability methods with the BN methodology,

and then on extending this technique to more advanced methods that can capture the epistemic

uncertainty of data (e.g., adopting convex models and imprecise probabilities).

6 Conclusions

Features of BNs such as their inner flexibility and their capability to describe accurately dependen-

cies and causal events related to complex systems and to include data of different natures, make

them a promising tool in risk assessment applications. The current study aims to test the potential

of BNs in areas of particular significance for Natech events. It focused on the implementation of a

BN for the evaluation of the risk of exposure of spent nuclear fuel stored on site in a power plant

subject to flooding hazards. The model proposed addresses the increasing concerns, raised by the

public as well as the scientific community, regarding the safety of technological installations and

their vulnerability to extreme weather events, as well as the lack of suitable tools for the assess-

ment of the risks related to such hazards. The network includes the effect of climate change on

natural hazards to simulate their direct interaction with the facility and that of human error on the

resilience and response to internal failures. The application to a real-world case study (namely,

the nuclear power plant of Sizewell B) has been analysed, performing inference for three different

time scenarios (i.e., 2015, 2055, and 2099). The marginal probabilities of single events, as well as
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those associated with particular accident scenarios, have been computed, revealing a general trend

of the risk increasing with time. In spite of this, in none of the analysed accident scenarios did the

probability of exposure of the nuclear fuel or of other important precursor events reach significant

values. The results of the analysis indicate a good degree of robustness of the facility against cur-

rent and future external hazards.

Finally, the validity of BNs as a tool for risk assessment of complex systems is attested and their

limitations in this field identified. The combination of BNs with structural reliability methods is

found to be a suitable solution to overcome some of the BN limitations found in the study. Indeed,

it allows including continuous variables in the analysis, improving accuracy without sacrificing the

efficiency of exact-inference algorithms.
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Chapter 2

In the previous chapter the limitations of the traditional Bayesian Network approach for the risk

assessment of events involving the interaction of technological installations and natural hazards

were identified. In order to address these drawbacks, a novel computational tool was developed

and applied to an enhanced version of the BN model described in Chapter 1.

The proposed methodology, implemented in the general purpose software OpenCossan [12], is

based on the enhancement of an existent methodology known as Enhanced Bayesian Networks

(EBNs) [17]. The key idea behind this latter is to subject the initial networks, containing discrete

and probabilistic variables, to a reduction procedure that results in the identification of equivalent

traditional BNs. The reduction is realized through the use of system reliability methods, which

allow to compute the network parameters (i.e. crisp probability values) associated with discrete

nodes children of probabilistic variables and hence to remove progressively the continuous nodes

from the initial models. Once only discrete nodes and crisp probability values are included in the

network, this can be processed through traditional exact inference algorithms.

The approach described can be viewed as a particular case of the methodology implemented in

this study. The tool developed is not limited to the use of discrete and probabilistic variables, but

includes interval variables and imprecise random variables. In more detail, four types of nodes

are allowed in the definition of initial models: probabilistic, interval, hybrid and discrete nodes.

These latter can be defined by crisp probabilities as well as by probability bounds, according to

the accuracy of the information available. The reduction procedure relies on the adoption of a

range of structural reliability methods selected on the basis of the nature of the variables involved,

the degree of accuracy required in output and the desired computational time. Due to the pres-

ence of interval and hybrid nodes, as well as the use of probability bounds to characterize initial

network parameters, the reduced models result to be BNs including interval probabilities. As a

consequence, the computation of inference on such networks implies the propagation of bounds

within the framework and hence the uncertainty quantification of the input. Conversely, if no in-

terval probabilities are introduced in input and only probabilistic and discrete nodes are included

in the initial model, the methodology proposed leads back to the EBN approach.

Thanks to the capabilities of the new approach, the BN model implemented in the previous study

[18] was largely improved. The new network contains 63 nodes of which 8 probabilistic, 14
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bounded and 2 hybrid. The main differences between the two models concern the section of the

network modelling the natural events and their direct effects on the nuclear facility. Indeed, the

availability of a wide variety of mathematical frameworks allows to accurately tailor the represen-

tation of the variables under study on the degree of information available. This led to the adoption

of imprecise random variables for the description of extreme high tide and surge events, which

result from the combination of probabilistic baselines and climate change projections significantly

affected by epistemic uncertainty. Similarly, thanks to the large amount of records available and

the related literature, sea wave conditions were represented by probabilistic models while the like-

lihood of heavy rainfall was depicted through a combination of stochastic distributions associated

with exact return period values. Moreover, beyond adopting a more accurate representation of the

data available with regards to the previous version of the network, further features related to the

natural hazards were included in the model, such as the future trend of extreme storm surge events,

the seasonality of extreme precipitation and the combination of sea waves originated by wind and

swell. Probability bounds associated to the failure rates of several technological subsystems, such

as diesel emergency generators, hydrant systems etc., were included in the model.

Beyond the unquestionable advantages of the new approach, the study points out new problem-

atic aspects of the analysis performed: first, the probability bounds in output can reveal a large

degree of uncertainty, making the results useless from a risk-informed decision making point of

view. Second, the use of exact inference algorithms with probabilistically bounded parameters in

input requires high computational time and hence limits the applicability of the tool developed with

regards to real-time emergency decision.
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Abstract

Natural hazards have the potential to trigger complex chains of events in technological in-

stallations leading to disastrous effects for the surrounding population and environment. The

threat of climate change of worsening extreme weather events exacerbates the need for new

models and novel methodologies able to capture the complexity of the natural-technological

interaction in intuitive frameworks suitable for an interdisciplinary field such as that of risk

analysis. This study proposes a novel approach for the quantification of risk exposure of

nuclear facilities subject to extreme natural events. A Bayesian Network model, initially de-

veloped for the quantification of the risk of exposure from spent nuclear material stored in

facilities subject to flooding hazards, is adapted and enhanced to include in the analysis the

quantification of the uncertainty affecting the output due to the imprecision of data available

and the aleatory nature of the variables involved. The model is applied to the analysis of the

nuclear power station of Sizewell B in East Anglia (UK) through the use of a novel computa-

tional tool. The network proposed models the direct effect of extreme weather conditions on

the facility along several time scenarios considering climate change predictions as well as the

*s.tolo@liverpool.ac.uk
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indirect effects of external hazards on the internal subsystems and the occurrence of human er-

ror. The main novelty of the study consists of the fully computational integration of Bayesian

Networks with advanced Structural Reliability Methods, which allows to adequately represent

both aleatory and epistemic aspects of the uncertainty affecting the input through the use of

probabilistic models, intervals, imprecise random variables as well as probability bounds. The

uncertainty affecting the output is quantified in order to attest the significance of the results

and provide a complete and effective tool for risk-informed decision making.

1 Introduction

The potential of natural hazards to trigger simultaneous failures and, in worse cases, technologi-

cal disasters [commonly known as Natech accidents [36]] has progressively nourished the concern

of both the scientific community and the public opinion, contributing to increase the awareness

toward the intrinsic vulnerability of technological installations to the effect of extreme weather

conditions. The gravity of such issues is borne out by projections available on the future trends of

global climate, which are expected to lead to an intensification of extreme events. This growth of

the risk seems to interest particularly coastal areas as a result of the combination of global sea level

rise and the predicted increase of extreme wind and rain events: this arises the risks of flooding

along shorelines , threatening numerous technological installations which are been long located on

the coast [16][38]. Several studies already confirm the correctness of these forecasts: a significant

increase in heavy precipitation for the twentieth century has been observed on both global and

local scales [76][44]. According to the work of Seneviratne et al. [65], this trend is consistent

with the estimated consequences of anthropogenic forcing and is expected to endure in the near

future: most geographical areas are not only predicted to be subject to a significant increase of the

overall frequency of heavy precipitation, but are also expected to experience higher severity, with

a larger proportion of extreme events over the totality of the occurrences [76]. Focusing on a local

scale, the number of days with precipitations over 25 mm are expected to increase up to a factor

of 3.5 during the winter in the central and southern regions of UK by 2080 [48]. The changes in

atmospheric storminess are predicted to affect, together with the increase of mean sea level, the

occurrence of extremes in coastal high water levels [80]. Also in this case the predictions are cor-

roborated by current observations: data collected over ten years (from 1993 to 2003) have shown
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an average growth rate of 3.1 mm/y for mean sea level [5]. Finally few studies, even if dealing

with strong uncertainty, seem to suggest a local upward drift in extreme winds [62] and winter

wind storms [60]. In addition to this, the significant increase of utilisation experienced by coastal

areas over the twentieth century contributes to increase the risks associated with the occurrence

of flooding along shorelines. This trend is expected to endure through the current century with a

coastal population estimated to grow of a factor between 1.5 and 4.3 by 2080 [54]: the large and

growing presence of communities and industrial facilities in coastal areas contributes to widen the

hazardous areas and the related risks, including the increase of Natech accident occurrence. This

suggests the need for mitigation measures to enhance both the robustness of existing installations

and the design standards for new and more reliable systems. Due to the delicacy of safety issues

in the nuclear sector and in light of past events, the nuclear industry must play a key role in the

research of new solutions to efficiently tackle the current and future risks posed by natural hazards

[78].

The analysis of the vulnerability of nuclear facilities to external hazards, such as those represented

by weather extremes, are still few and mainly focused on the reactor safety [50]. Less concerns

are generally addressed to the spent fuel ponds (SFP, referred as pools in American English) which

still have the potential to trigger dramatic accident scenarios in the case of exposure of the spent

fuel stored. According to the Nuclear Regulatory Commission, this event, even if unlikely to oc-

cur, would have high-impact consequences, eventually causing one or more zirconium fires in the

facility [9]. It is hence essential to focus on the reliability of these systems for a more accurate

assessment of the vulnerability of nuclear installations and the identification of effective risk miti-

gation measures.

A crucial point of risk assessment in the nuclear industry, and more generally in the case of com-

plex technological systems, is represented by the computational and theoretical tools available.

The models and methodologies adopted for the analysis should not only be able to depict the over-

all mechanisms behind the possible accident scenarios, but also provide information useful for

long-term decision making as well as for supporting decision makers in the case of imminent dan-

ger [10]. Furthermore, the approach selected should guarantee an adequate representation of the

complexity of the system under study and of the interactions among its subsystems, allowing the

analysis of different scenarios and taking explicitly into account the uncertainty affecting the input,
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with particular regards to climate change projections [30], and its propagation within the model.

This study proposes a multi-disciplinary model for the robust quantification of the risk exposure

of spent nuclear facilities introducing the use of a novel computational tool and methodology able

to take into account the imprecision affecting the data (through the use of imprecise probabilities)

and thus to quantify the uncertainty affecting the output. The approach adopted is based on the

use of graphical models, namely Bayesian Networks (BNs). This choice has been dictated by the

capability of BNs to tackle many challenging aspects of the kind of analysis performed: first of

all, differently from deterministic methods which still are widely adopted in industry [72], a prob-

abilistic approach such as BNs offers unquestionable advantages, providing a more realistic and

systematic estimate of risk and safety and including the uncertainty affecting the initial knowledge

in the analysis. Second, as generally true for graphical models, BNs provide a common intuitive

language easily understandable and widely recognized regardless the personal background of the

user. This is an essential requirement in view of the strongly interdisciplinary nature of risk anal-

ysis of complex systems subject to natural hazards, which implies the collaboration of experts

from very different fields of science and industry (e.g. seismologists, hydrologists, meteorologists,

process engineers, psychologists, government officials, emergency managers etc.) [68]. The in-

tuitivity of the approach makes BNs an accessible supporting tool for decision makers, who are

expected to be the final users of the type of analysis performed in this study, and can potentially

facilitate the communication of risk to the public, filling the communication gap existing between

these realities [66]. Furthermore, in comparison with more common methodologies such as fault

tree analysis, BNs present several advantages, overcoming several restrictive assumptions implicit

in the fault tree methodology (e.g., the restriction to Boolean logic), providing the adequate rep-

resentation of complex dependencies among components, including uncertainty in the model and

allowing both forward and backward analysis [6]. In light of this, BNs are particularly suitable for

capturing the complexity of the systems and the mechanisms behind multiple failures. This allows

the analysts to effectively assess the likelihood of domino effects within the facility and to fully

understand the possible consequences of simultaneous failures, widely regarded as the most criti-

cal threat posed by natural hazards to technological installations. Third, thanks to the availability

of algorithms for the analytical computation of inference (i.e. exact inference), BNs are able to

handle very small values of probabilities. This capability plays a crucial role in the assessment of
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low probability-high impact events such as weather extremes and natural hazards. Finally, BNs of-

fer a consistent framework to coherently integrate sources of information of very different natures

(e.g. experimental measurements, projections, historical data, computational models etc) thus to

combine empirical information with mechanical models and engineering judgement. In particular,

thanks to Bayesian statistics which is the mathematical background of this approach, BNs allow the

inclusion of subjective information, such as experts opinions, which have an essential role in areas

of research strongly affected by uncertainty and lack of data. This is the case of natural hazards for

which useful historical data are often not available due to the high variability of both frequencies

and consequences.

Nevertheless, traditional BNs are mainly restricted to the use of discrete probability values which

cannot fully capture the intrinsically aleatory nature of natural events nor the epistemic uncertainty

affecting the data available. This limitation, as highlighted in previous studies [75], strongly strait-

ens the ability of the method to model, with equal effectiveness, the information related to both

natural hazards and technological installations.

A novel approach is proposed in this study in order to overcome these constraints and provide a

complete tool for decision making support. The method adopted allows to integrate within the

BN framework different kinds of mathematical models tailored on the features of the variables in-

volved but also their uncertainty, which has the potential to undermine the credibility of the results

obtained. Indeed, a meticulous and accurate analysis cannot disregard the degree of uncertainty af-

fecting the data on which the decision is based. This kind of information provides a sort of context

for the numerical results obtained, bounding their significance and hence measuring the effective-

ness and accuracy of the analysis itself. In other words, the lack of information and hence the

ignorance regarding a certain process are themselves an essential part of the information and must

be made available to adequately support risk-informed decisions. The efficiency of the computa-

tional implementation of such approach, referred to as Enhanced Bayesian Networks (EBNs), is

guaranteed by the adoption of robust and cutting-edge numerical methods borrowed from the field

of structural reliability. Thanks to this, the tool implemented results suitable for both long-term

and near-real time decision making support.

The method proposed is illustrated in this study through the implementation of a network for the

vulnerability assessment of nuclear facilities subject to external hazards, and its application to the
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Sizewell B nuclear power plant facility in East Anglia, UK. In more detail, the framework consists

of an Enhanced Bayesian Network which includes discrete variables as well as intervals, random

and imprecise random variables (e.g., random variables whose uncertain parameters are intervals)

and probabilistically bounded parameters. Furthermore it involves secondary models related to

different subjects, from climate change to human error and coastal reliability issues. Probability

bounds are calculated for several failure events (and different accident scenarios) associated with

the exposure of the spent nuclear fuel stored on site. The results obtained are discussed in order to

demonstrate the advantages and limitations of the proposed methodology.

2 Methodology

This section aims to give an overview of the theoretical background of the methodology adopted

and to briefly describe the computational tool implemented for its application.

2.1 Bayesian Networks

Bayesian Networks (BNs) are statistical models based on the use of directed acyclic graphs. As any

graphical model, BNs present a double nature: on the one hand, the structure of the problem under

study is reproduced by a graphical framework, where nodes stand for random variables and edges

represent the causal relationship existing between two nodes. On the other hand, the strength of the

dependencies between variables is expressed through the introduction of Conditional Probability

Distributions (CPDs). These are tensors collecting the numerical parameters of the network, i.e.

the conditional probabilities associated with the outcomes of any node of the network given an

instantiation of its parents. Conversely, when a node is not linked to any parent it is referred as

a root of the network and associated with marginal probability distributions. With regards to the

simple example in Fig.1, where all nodes have been assumed boolean only for simplicity purposes

(i.e. Xi = {x1
i , x

2
i }, i = 1, 2, 3), the node X1 can be identify as a root of the network as well as the

parent of X2 and X3. These are also referred to as children of the node X1. BNs satisfy the local

Markov condition according to which values of a variable remain conditionally independent of its

non-descendants given its parent variables. The main strength of BNs consists of their capability to

factorize the joint probability over any set of variables X = {X1, X2, ..., Xn} forming the network
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Figure 1: Graphical structure of a simple Bayesian Network

by simply exploiting the knowledge available regarding their conditional dependencies. Indeed,

according to Bayes’ theorem, such joint probability can be expressed as:

P (X) =
∏

i

p(Xi|pa(Xi)) (1)

where p(Xi|pa(Xi)) is the conditional density function of the node Xi while pa(Xi) denoted

possible instantiations of its parents. Generally, inference with BNs involves the calculation of the

posterior marginal probability for a query variable. The key feature of BNs consists of updating

this information when new information become available. This allows not only to update the belief

toward a certain event (and is indeed referred as belief updating) on the basis of the information

gathered but also to take into account possible what-if scenarios. This is obtained introducing

evidence in the network: for example, the evidence E = {X3 = x1
3} fixes the values of variables

X3, assigning to it the outcome x1
3. Hence, the distribution for the query variable X1 given the

evidence E over the variables XE = {X1, X3} can be expressed as:

P
(
X1|X3 = x1

3

)
=
P
(
X1, X3 = x1

3

)

P
(
X3 = x1

3

) =

∑
X\X1∪X3=x1

3
p(X)

∑
X\X3=x1

3
p(X)

(2)

Several algorithms, both exact and approximate, are available in the literature for the extrapolation

of probabilistic information regarding one or more query variables on the basis of the BN structure

(process generally known as inference). Exact inference algorithms (e.g., junction tree algorithm)

are robust and well-established in scientific literature but generally restricted to the use of crisp

values for the network parameters. This implies the discretization of continuous random variables,

impoverishing the quality of the information available. Approximate approach is generally based
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on simulation techniques (e.g., Markov chain Monte Carlo methods), allowing to perform inference

on continuous nodes. The main drawbacks of this option are the computational time required for

the simulations and the unknown rates of convergence. Moreover, approximate inference presents

significant limitations in computing low probabilities of rare events, in particular with regards to

near-real-time inference and decision analysis [69]. Please refer to the work of Pearl and Russell

for a complete overview of Bayesian Networks [59].

The first studies on BNs were proposed by Judea Pearl and date back to the early eighties [58], but

the lack of robust algorithms and computational resources has initially slowed down the develop-

ment of this technique. Conversely, with the rapid establishment of advanced computer technology,

it has attracted large interest in various sectors of science and engineering [77]. The attractiveness

of this approach in the field of risk assessment can be attributed to the capabilities of dealing with

very low-probability events [22], modelling elaborate networks of dependencies (as those charac-

terizing complex systems) [32] and, most of all, integrating information of different nature, from

experimental data to expert judgements [7][33]. All these aspects make BNs particularly attractive

in the study of natural hazards and their interaction with technological installations [68][4][73].

2.2 Bayesian Networks Enhanced with System Reliability Methods

The adoption of exact algorithms for the computation of inference on BNs is generally recognised

as a more robust and accurate approach in comparison to approximate analysis. On the other hand,

the restrictions of this kind of computation, generally limited to the use of crisp probability values,

significantly affect the capability of models to capture reality and hence the information available.

This is rarely provided in the form of crisp numbers and results always affected by a certain degree

of uncertainty which, if not adequately integrated in the analysis, can easily lead to misleading re-

sults. To adapt the data available to the use of exact inference algorithms, a discretization procedure

is required for continuous variables: this inevitably depletes the quality of the initial information

and subsequently the accuracy of the models. The methodology referred to as Enhanced Bayesian

Network (EBN) allows to bypass this practice overcoming the limitations of the traditional ap-

proach. It consists of combining BNs with System Reliability Methods, which are adopted in

order to reduce the initial models, containing both discrete and continuous variables, to traditional

BNs and thus allowing the computation of exact inference. In this study the existent methodology
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[see Appendix] has been extended to the use of imprecise probabilities, such as intervals and im-

precise random variables: if such variables are present in the initial network, the reduced model

will not be a traditional BN but a BN including probability bounds. Nevertheless, the propagation

of bounds in the network can still be performed adopting exact inference algorithms [71].

The assumption at the basis of the EBN approach is that any node child of one or more non-discrete

nodes has to be represented as a function of these variables, hence characterized as domains in the

outcome space of its parents. The computation of the conditional probability value of a child node

can hence be translated into a reliability problem and solved through the use of well-known sys-

tem reliability methods. Such a computation automatically releases the child node from the causal

links which connect it to its non-discrete parents, allowing the progressive removal of continuous

nodes from the network which finally would include only discrete variables. Taking into account

D1

D2

C1 D1

D2

Figure 2: Reduction of a simple EBN containing a continuous node to a BN including only discrete
variables, where C1 refers to a continuous node and D1 and D2 to discrete nodes

the example in Fig.2 and considering Eq.(1), the joint probability over the discrete variables D1

and D2 would result:

P (D1, D2) =

∫

C1

p(D1)p(D2|D1, C1)f(C1)dC1 (3)

where p(D1), p(D2|D1, C1) are the probability values included in the CPDs of D1 and D2 respec-

tively, while f(C1) is a continuous probability density function associated with the probabilistic

node C1. Since D1 is independent from C1 according to the local Markov condition, the integral

of interest can be rearranged as:

P (D2|D1) =

∫

C1

p(D2|D1, C1)f(C1)dC1 (4)
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In light of the initial assumption, D2 results to be a function of its non-discrete parent C1 for any

instantiation of the discrete parent D1. In other words, each entry of the CPD of D2 is defined by

a domain Ωd2
D2,d1 in the space of C1 given D1 = d1. Hence, Eq.(4) can be further modified [69]:

P (D2|D1) =

∫

Ωd2
D2,d1

f(C1)dC1 (5)

The formulation of the problem obtained in Eq.(5) is equivalent to that of traditional reliability

problems solved adopting reliability methods.

Indeed, various strategies for the solution of this integral are available in the literature, such as nu-

merical integration techniques, Monte Carlo simulations [21] and asymptotic Laplace expansions

[61]. Common approximate solutions largely adopted in practice are First-Order and Second-Order

Reliability Methods [23], which ensure low computational costs but generally perform poorly in

high dimensional spaces or in the case of strongly non-linear domains. A range of advanced sam-

pling techniques, such as Importance Sampling [46], Line Sampling [64], Stratified Sampling [81]

etc., have been developed quite recently in order to overcome the limitations of approximate relia-

bility methods on the one hand, reducing the cost associated with the traditional MC approach on

the other.

2.3 Proposed Computational Approach

Differently from previous applications of EBN available in the literature, the methodology has

been extended to include intervals and imprecise random variables within the framework of the

initial network. The aim of the proposed computational approach is to efficiently accomplish such

integration, which implies the resolution of equations similar to that in Eq.(5) also when non-

probabilistic variables (i.e. intervals and imprecise random variables) are involved. The field of

structural reliability offers a wide range of numerical strategies suitable for the fulfilment of this

task: in the computational tool implemented, several of these methods have been selected and fully

integrated with the BN approach. It is worth highlighting that the use of structural reliability meth-

ods is justified merely by the common numerical configuration of the computation under study [i.e.

identification of conditional probability of nodes children of non-discrete variables as for Eq.(5)]

and the traditional structural reliability problem, and does not necessarily imply a conceptual cor-
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respondence between structural reliability and risk exposure quantification. This introduces two

main advantages: on the one hand, the data available can be captured accurately avoiding the intro-

duction of unmotivated assumptions. This would significantly enhance the robustness of the model

in comparison with traditional approaches which force the analyst to choose, more or less arbitrar-

ily, a precise distribution not fully justified by the data available. On the other hand, the explicitly

depiction of the imprecision affecting the input allows tracking the propagation of this latter within

the model, quantifying the degree of uncertainty of the output and providing a crucial information

for risk-informed decision making. In light of this, if the initial network contains non-probabilistic

but continuous nodes, the reduced network is not a traditional BN containing only crisp parameters

but instead includes nodes whose outcomes are associated with probability bounds.

The methodology proposed has been implemented in the general purpose software OpenCossan

[57][56][55] in an object oriented fashion. This ensures programming flexibility, computational

efficiency and allows to avoid code duplication. OpenCossan is a collections of methods and

tools under continuous development, coded exploiting the object-oriented Matlab programming

environment. It allows to define specialized solution sequences including any reliability method.

Furthermore, thanks to the strong flexibility, new reliability methods or optimization algorithms

can be easily added. The computational framework is organized in classes, i.e. data structures

consisting of data fields and methods together with their interactions and interfaces [57]. Objects

(i.e., instances of classes) can be then easily aggregated, forming more complex objects and being

processed according to the related methods in order to obtain the output of interest. The numerical

implementation associated with this study consists mainly of two classes: the first of these, Node,

provides the basic input of the graphical model.

According to the nature of the variable represented, four different categories for the Node type can

be identified:

• discrete, including nodes whose CPDs can contain either exact probability values or proba-

bility bounds.

• probabilistic, including continuous nodes whose CPDs contain stochastic variables or vec-

tors of stochastic variables;

• bounded, embracing nodes enclosing interval variables;

57



Input

Graphical

Model

Inference

Output

Reduction

Node

+Sname

+Stype

+CPD

+Cparents

EnhancedBayesianNetwork

+Cnodes

+Mdag

+Mcorrelation

+computeContinuousNodes()

+discretizeNode()

+reduce2BN()

Marginal Probability Values
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Bayesian Network
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+introduceEvidence()

Reliability Toolbox

+Monte Carlo Methods

(Probabilistic)

+First Order Reliability Method

(Probabilistic)

+Advanced Line Sampling

(Hybrid)

+FORM with convex set mixed model

(Hybrid)

Figure 3: Simplified representation of the computational toolbox

• imprecise probabilistic, referring to nodes representing imprecise random variables.

The combination of more Node objects allows the construction of the EnhancedBayesianNetwork

object, defined by its namesake class. These two classes together provide the graphical and numeri-

cal implementation of the Enhanced Bayesian Network model. Their interaction with the reliability

methods available in the OpenCossan framework provides the reduction of the initial network to

traditional BNs or BNs including probability bounds, according to the procedure described previ-

ously.

Several methods, borrowed from the field of structural reliability, are available in the toolbox for

the efficient solution of Eq.(5). Generally, the nature of the variables involved, together with the de-

sired degree of accuracy, leads the selection of the method to adopt. In more detail, four cases can
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be easily identified: only probabilistic and discrete variables involved, only bounded and discrete

variables involved, both probabilistic and bounded variables involved and, finally, any kind of vari-

able including imprecise random variables. In the first case Eq.(5) would involve only traditional

probabilistic variables and can hence be efficiently solved through the use of both traditional or ad-

vanced (e.g., Line Sampling or Important Sampling) MC methods [35] as well as semi-probabilistic

methods such the First Order Reliability method (FORM) [12]. In the second case, where the in-

put consists of discrete and interval variables, the method proposed by Jiang et al. [28] and based

on the use of convex sets can be adopted. It is opportune to specify that in this case the result

of the computation cannot be considered a probability value, conversely provides only a coarse

information regarding the possibility of failure. This would lead to overestimate the probability of

the event under study, which would be assumed as 1 even if the event is only possible and no more

information about its actual likelihood is available. It is hence highly recommendable to avoid this

kind of set-up. The third case refers to the presence of probabilistic and interval variables in input

and can be computed through the use of two methods available in the toolbox: the first refers to

the work of Luo et al. [41] and is based on the mixture of sets of continuous probability distribu-

tions and convex sets of intervals on which a nested minimization problem is computed. The other

method available consists of coupling advanced Monte Carlo methods (i.e., Adaptive Line Sam-

pling) with optimization methods in order to estimate the lower and upper bounds of the failure

probability [11]. Dissimilarly from the previous, this approach allows for both imprecise probabil-

ity distribution functions (i.e., credal sets) and sets of bounded variables. The main advantage of

this approach is the possibility to provide the probability bounds for the event of interest without

approximating the limit state function. Moreover it is largely applicable with significant benefits

in terms of computational cost: the efficiency of the strategy is independent of the magnitude of

the failure probability, which is a large advantage in comparison to traditional approaches such as

direct MC, and ensures the feasibility of the computation also in high dimensional spaces with a

limited number of samples. Furthermore, this latter method is the only one suitable for problems

involving imprecise random variables (e.g., probabilistic variables with uncertain but bounded pa-

rameters).

The computation of inference on the reduced network can be carried out through the use of built-in

inference algorithms as well as through the interaction of the tool with the Bayes’ Toolbox for
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MATLAB [49]. Fig.3 depicts the main structure of the computational tool implemented.

To sum up, the approach described suggests to process the implemented models following a two-

step procedure: first, the network containing probabilistic, non-probabilistic, hybrid and discrete

variables is reduced to a BN containing crisp and interval probabilities through the use of numer-

ical methods imported from the field of structural reliability; in a second phase, the inference of

the events of interests represented by the model is performed through the use of traditional exact

inference algorithms. These two stages of the analysis are associated with different requirements

and hence can be characterized by different computational times. The reduction of the network can

be considered as part of the model design itself and hence can also not be associated with partic-

ular time requirements. On the contrary, since the tool is designed to provide both long-term and

near real-time decision making support, the results of inference computation on the network (e.g.

the estimation of the probability associated with a certain accident scenario) should be provided

within the shortest time possible, offering a valid support also in case of emergency. The proposed

approach, thanks to the reduction of the network to only discrete and interval probabilities, reduces

the computational costs of inference without affecting the accuracy of the analysis and allows the

satisfaction of this requirement.

3 Vulnerability analysis of Nuclear Facilities

The purpose of the model implemented in this work is to quantify the probability associated to

several accident scenarios and failure events involving a fuel pond subject to the threat of flooding

events, overcoming the limitations highlighted in a previous study and associated with the adoption

of traditional BNs [75]. The drawbacks of such an approach were mainly linked to the use of

crisp probabilities, which cannot fully represent the aleatory and epistemic uncertainty affecting

the variables (a crucial aspect for climate variables and projections); a further restriction is the

impossibility to take into account correlation among nodes when causal models are not available for

the graphical representation of the dependencies but this information is available only numerically

(e.g., through the estimation of correlation factors from experimental data). Both these issues are

overcome in the current model: the framework implemented includes probabilistic, interval and

hybrid variables as well as probability intervals, fully capturing the information available and its
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imprecision. Moreover, the method adopted allows to relax the usual BN constraints regarding the

variables correlation, including it within the structural reliability analysis when required.

The model proposed takes into account the flood hazard as main source of risk, estimating its

evolution over time in light of the effect of climate change. Moreover the consequences of eventual

human errors and their interaction with natural hazards are included in the analysis.

Extreme weather events have the capability to affect the facility on different levels. On the one

hand, they threaten the safety of the installation directly, for instance leading to accumulation of

water in the station, causing the failure of drainage systems or even preventing the access to the

facility from the outside. On the other, the primary impact of natural hazards can result in much

wider accident scenarios, triggering chains of failures within the station (e.g., the accumulation of

water can lead to flood barriers failure thus to the unavailability of emergency generators increasing

the possibility of a station black-out).

The model aims to capture an overall picture of the possible accident scenarios. Three sections

can be identified in the network according to their task: the first one aims to capture the primary

impact of the natural hazards on the facility and thus models the direct interaction between the

natural events and the technological installation. It embraces variables related to natural events

(e.g., extreme rainfall, extreme high tide etc.) which are directly linked to external subsystems of

the facility (e.g., drainage system, outfall etc.). In light of the aleatory nature of weather events

and the strong influence of epistemic uncertainty on climate variables predictions, this subset of

the network contains most of the non-discrete variables of the overall model.

A second section of the network aims to depict the possible chains of failures internal to the system.

Due to the nature of the technological failures here represented, all the variables of this subset

are of a discrete nature and, more specifically, boolean. Nevertheless, differently from previous

studies, the numerical frame associated with this section captures the uncertainty affecting the data

available through the adoption of probability bounds instead of crisp probabilities. This way, the

information available in the literature (e.g., regarding the failure rate of industrial machines) is fully

represented.

Finally, a third part of the network, gathered from a previous study [20] and integrated in the

overall model, takes into account the probability of human error which can contribute to the overall

growth of risk. This section, shown in Fig.13, integrates in the framework Performance Influencing
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Factors (PIFs) enabling analysts to adapt the network to the system under study in light of event

data collection and analysis. However data limitations have precluded the further development of

this part of the model, which remains consistent with the previous model.

The framework proposed is shown in Fig.4 and consists of 63 nodes. The marginal probability

associated to any event represented by one or more of the nodes can be computed, offering an

important insight of the failure mechanisms provoked by the interaction between extreme weather

events and the facility and providing the decision maker with useful information for long-term as

well as emergency risk management.

In the following, the description of the network and its application to the real-world case-study of

Sizewell B nuclear power station in East Anglia is presented. First, a brief description of the facility

is proposed, followed by a detailed description of the natural-technological interaction and internal

failure sections. For further details on the human error section please consult the previous study

[75]. Since each node of the network is designed to represent a specific event, if not differently

specified, the terms defining each node and the related event are considered interchangeable from

now on. Earthquakes or extreme winds and other sources of risks different from flooding fall

outside the area of interest of the current model. In spite of this restriction and the application

to a specific case-study, the network proposed in this paper can be easily modified to capture the

features of different facilities or even adapted to enlarge the range of external hazards included in

the analysis.

3.1 Case-study

The case-study selected for the application of the proposed model is the nuclear power station of

Sizewell B, operated by EDF and located on the coast of East Anglia in the county of Suffolk, UK.

One of the main reasons behind this choice is the particularly interesting location of the facility

whose surroundings, according to the flood maps provided by the Environment Agency [2], are

subject to the risk of flooding. In addition to this, the closure of the facility, initially planned for

2035, has been postponed to 2055 to meet EDF’s strategic target [27]: this makes even more crucial

to evaluate the impact of climate change on the risks to which the facility is and will be subject

during its operational life.

Differently from other sites in the UK, such as Magnox and AGR, the strategy for the Sizewell
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station consists of long-term storage of the spent fuel under water and on-site [17]. This clearly

sets high capacity requirements, which have led to the construction of a new dry fuel storage to

guarantee the necessary storage volume. Finally, the plan for the construction of a new power plant

on the area adjacent to the facility under study makes this analysis potentially useful for further

developments and applications.

Sizewell B is currently the youngest of the UK nuclear power plants and provides approximately

3% of the overall UK’s power demand. The communication with the national grid is realized at

three different 400kV nodes, at Bramford, Norwich and Pelham, to which the on-site electrical

substation is connected. On the south of Sizewell B is located the station of Sizewell A, no longer

operational, while on the eastern side lie the so called Bent Hills. These are steady sand ridges

which reach a maximum height of 10 m in correspondence of the east boundary of the station,

sloping down to the shoreline: they act as the sea wall of the station which hence results 100 m

distant from the shore. The area surrounding the station on the other directions is mainly marshland

subject to the risk of flooding. The entry of the nuclear site is located in correspondence of the

access road built at 3.5 m AOD. The spent nuclear fuel is stored together with the new assemblies

under water in a stainless steel pool. The depth of water at which the fuel is kept ensures the

coverage of the elements for 24 h even in the case of complete loss of power and then cooling.

This is provided by a cooling system, separate from that of the reactor, which provides the thermal

exchange between the pumped flow and the seawater (default heat-sink). A second heat-sink based

on an air-cooling mechanism is also available in case of emergency or failure of the primary cooling

circuit. The availability of electrical power on-site binds the working order of the cooling system

in the fuel facilities. These are located next to the reactor building and, as all the other sensible

buildings, are equipped with fire doors which are expected to act as flood barriers with a design

basis of 1 m of water [14]. A reservoir with a maximum water level of 13.9 m AOD and an invert

level of 6.9 m AOD is also located on site [42].

3.2 Natural-technological interaction section

The aim of this subset of the network (shown in Fig.5) is to model the direct interaction between

external events (i.e., natural hazards) and the nuclear facility, including its surroundings. In light

of this, the nodes involved in this section can be categorized according to their task and con-
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sequently the nature of the the related variables. Node as WindWavePeriod, WindWaveHeight,

Figure 5: Section of the network modelling the direct effects of natural events on the facility

SwellPeriod, SwellHeight, IncidentWaveHeight, IncidentWavePeriod, ExtremePrecipitation repre-

sent climate variables and are represented by probabilistic nodes (ellipsoidal nodes in Fig.5). In-

deed, the aleatory essence of weather phenomenons such as precipitations or sea conditions, are

well depicted by probabilistic variables: large sets of data are available for the implementation

of these models and a remarkable part of the scientific literature has been dedicated in the last

decades to identify the most suitable distribution types for the representation of natural events

such as wave conditions. Conversely, failure events such those involving subsystems of the facil-

ity and directly triggered by the natural events, such as OutfallFailure, DischargeFailure, have a

boolean nature which can be adequately represented through discrete variables (rectangular nodes

in Fig.5). Similarly, FloodingSurroundings refers to the failure of local flooding defences to keep

the water level under a value which can affect the station (i.e., the elevation of the access roads):

also this event has an intrinsic boolean nature and hence can be represented by a discrete node.

In order to map future risk of flooding, climate change projections regarding future sea and surge

level values (respectively SeaLevelRise and SurgeTrend) are included in this section. The inner

variability of climate at both global and local scale, regardless human influences, together with

the incomplete knowledge of the climate system and the inability to model it perfectly, make any

estimate of future climate conditions strongly affected by uncertainty. This plays hence a cru-
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cial role in the analysis of future risks when considering the prediction of future behaviours of

such aleatory phenomenons: coherently, the predicted values are generally inferred from sophis-

ticated mathematical models which give spatial and temporal details and provide estimations of

the uncertainty associated with each variable. To fully capture this information in the model, the

related nodes SeaLevelRise and SurgeTrend are characterized by interval variables. The result of

the combination of these latter with the probabilistic distributions of extreme high tide and extreme

surge baselines are imprecise random distributions (trapezoidal nodes in Fig.5) which depict the

trend of ExtremeHighTide and ExtremeSurge over the time domain analysed. Apart from climate

change projections, interval variables are also adopted to characterize several structural parameters

considered affected by imprecision (i.e., SeaWallInclination, LocalDefenceHeight, DrainageSys-

temCapacity, OutfallCapacity, GrossStationArea, FloorAreaRatio, FloodBarriersCapacity, High-

TideDuration and SeawallLength).

Conversely from the other nodes mentioned, the function of the discrete nodes TimeScenario and

EmissionScenario is quite unique within the model proposed. They can be considered as selectors

for scenarios based on a particular time of reference and conjectures about the possible future.

This hypothesis, on which the projection inference itself is based, is enclosed in the so called

emission scenarios, according to the Special Report on Emissions Scenarios (SRES) nomenclature

[52]. Each of these scenarios characterize a different possible future on the basis of greenhouse

emissions trends and expected evolution of human activities. All together these scenarios repre-

sent a set of comprehensive global narratives, or story-lines, that define local, regional and global

socio-economic driving forces of change such as economy, population, technology, energy and

agriculture, key determinants of the future emissions pathway.

In the current application the node TimeScenario embraces seven outcome states referring to as

many time slices, according to the projections available: 2010− 2039, 2020− 2049, 2030− 2059,

2040 − 2069, 2050 − 2079, 2060 − 2089, 2070 − 2099. The node EmissionScenario has been

restricted to the medium emission scenario (A1B according to the UKCP09 nomenclature). The

assumptions behind the latter refers to an increasingly flourish economy, and a significant pop-

ulation growth peaking in 2050 at 8.7 billion and then declining to 7.1 billion in 2100. From a

technological point of view, new technologies are expected to successfully penetrate the market

going along with a more balanced use of fossil and non-fossil energy sources.
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As previously mentioned, the effect of climate change on the sea conditions is modelled through the

connection between the scenario nodes on the one hand, and the nodes SurgeTrend and SeaLevel-

Rise on the other. Hence, to each combination of TimeScenario and EmissionScenario corresponds

a specific sea level rise interval stored in the node SeaLevelRise. The SeaLevelRise intervals are

defined by bounds equal to the 5%ile and 95%ile of the projected values. Similarly, the node Sur-

geTrend takes into account the predicted trend of surge for the time period of reference. Also in this

case the intervals adopted refer to the 5%ile and 95%ile projections bounds. Both the sea level rise

and surge trend projections have been provided by the UK Climate Projections (UKCP09) [47] up

to 2100. The trends given above are combined linearly with the mean of near-present day extreme

Figure 6: Gumbel probability distribution used as baseline for ExtremeSurge

surge and extreme tide baselines (Fig.6 and 7) to obtain imprecise random variables for projections

of future extreme sea level trends. The current return values related to the extreme high tide for the

coast of Sizewell have been provided by the Environment Agency whilst the distribution related

to the ExtremeSurge has been gathered from BODC data referring to the East Anglia coast [53].

Variations related to seasons have not been considered.

Previous studies [40] have shown that it is reasonable to add mean sea level changes linearly to the

storminess-driven change component around the UK coast. In light of this, where required (i.e., to

compute the probability associated with the nodes OutfallFailure, FloodingSurroundings, Flood-

ingStationArea), the future extreme sea level values have been computed as a linear combination

of ExtremeHighTide and ExtremeSurge under the assumption of independence.

Also the event ExtremePrecipitation is directly affected by the time and emission scenario consid-

ered. The probabilistic models representing this event have been implemented on the basis of the
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Figure 7: Return period curve used as baseline for ExtremeHighTide

results of previous studies [19], which provide return periods and the related uncertainty according

to the Season, TimeScenario and EmissionScenario of reference. Fig.8 shows the empirical dis-

tribution adopted for the 100-year return period ExtremePrecipitation expected for the time slice

2030 − 2059. Also extreme wave conditions are expected to be affected by climate change hence

Figure 8: Cumulative probability distribution for the 100-year return period of ExtremePrecipita-
tion for the time slice 2030-2059

be dependent on the time period considered: unfortunately, the studies addressing this topic and the

related projections are strongly affected by uncertainty and often incongruous due to contradictory

data and limitations of the models adopted [65][37]. For this reason, the nodes related to wave con-

ditions and the node TimeScenario have been considered independent. Similarly, also the emission

scenario selected is assumed not to affect the wave characteristics: studies conducted on a local
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scale on the coast of East Anglia have highlighted how, in the southern part of the region, where

the station is located, the adoption of different emission scenarios had only negligible impact on

the estimate of the projections for wave conditions [8]. The same study found offshore extremes

not to be significantly affected by sea level rise, which results negligible in comparison to offshore

water depths. As a consequence of this, the scenario nodes and sea state nodes (WindWavePe-

riod, WindWaveHeight, SwellPeriod, SwellHeight, IncidentWaveHeight, IncidentWavePeriod) are

not connected in the network and thus assumed independent.

All the nodes of these section are linked to each other on the basis of their causal relationships in

order to draw a path of the possible mechanisms of flooding which can affect the facility. In the

current model, these can be classified in three categories:

1. Surface Water Flooding

2. River and Tidal Flooding

3. Sea Wave Overtopping

The first of this mechanism of flooding refers to the occurrence of the event DischargeFailure,

hence to the impossibility of discharging water from the station leading to its accumulation within

the facility area. The failure of the overall discharge system is assumed to occur in the case of

failure of both the station drainage system and outfall. The event DrainageSystemFailure is ver-

ified when the amount of ExtremePrecipitation overcomes the capacity of the drainage system

(DrainageSystemCapacity). Similarly, the station outfall is assumed to fail when the still water

level, i.e. combination of ExtremeHighTide and ExtremeSurge, results higher than the OutfallCa-

pacity.

As a consequence of this simultaneous failure, the rainfall water is considered to accumulate

within the station perimeter regardless the topological profile of the site. Both OutfallCapacity

and DrainageSystemCapacity are parameters assumed to be known with a certain degree of im-

precision and are hence represented by intervals centred in the systems design basis values. These

have been assumed equal to 300 mm/d for the DrainageSystemCapacity and 5 m for the Outfall-

Capacity on the basis of the literature available [14]. The bounds adopted for the interval variables

are shown in Table 1.
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Table 1: Discharge system capacity input

Node Unit Interval
DrainageSystemCapacity mm/d [281.0 309.0]
OutfallCapacity m [4.850 5.150]

Since the storm surge consists of a meteorologically-driven component of water level generated by

synoptic variations of atmospheric pressure and wind [79], a certain relation between ExtremePre-

cipitation and ExtremeSurge would be expected. In spite of this, studies focusing on the Eastern

British coast stated that it is mainly precipitation in the northern part of the coast that shows de-

pendence with daily maximum sea surge, while for the Anglian coast only low or non-significant

dependencies have been found (probably due to the different tide-surge interaction). In light of this,

in the current study the relation between ExtremePrecipitation and ExtremeSurge is considered low

enough to be approximated with independence [70].

In addition to the surface water flooding, heavy rainfall and extreme sea level can also lead to

other flooding mechanisms able to affect the area surrounding the station, such as river and tidal

flooding. The event FloodingSurroundings, which embraces these two contributions, is assumed

to occur when the water depth reaches the access road level.

The river flooding is mainly due to the interaction between ExtremePrecipitation and water bodies

present in the area. With regards to the case-study analysed, no external models have been adopted:

this contribution alone is presumed not able to lead to the FloodingSurroundings according to pre-

vious studies [14]. Nevertheless, existent models and historical data can be easily integrated in the

network to represent this mechanism and verify the hypothesis introduced.

Here, the node ExtremePrecipitation is assumed to have the potential to affect the access road,

triggering the event FloodingSurroundings, only in association with tidal flooding. This latter

is considered to happen when the combination of ExtremeTide and ExtremeSurge overcomes the

height of the SeaDefencesHeight. This parameter is represented by a bounded node covering an

interval between 3.88 m and 4.12 m. On the contrary, thanks to the elevation of the site, tidal flood-

ing does not have the potential to affect the station. Furthermore, the risk of significant tsunamis

on European coasts is generally negligible [31].

Dissimilarly, the sea wave overtopping (Fig.9) of the station’s sea wall could cause the penetration

of sea water in the perimeter of the facility [34] and is hence considered the only coastal flood-
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ing mechanism able to contribute to the FloodingStationArea event. The quantification of the risk

of flooding from the sea implies modelling the mechanism of discharge of sea water within the

station perimeter due to the action of sea waves. This has been realized integrating in the current

framework an EBN model previously developed [74] for the quantification of sea wave overtop-

ping hazard. The related sub-part of the network is based on the approach suggested by Hedges et

al. [26] and involves 16 nodes of the natural hazard section (i.e., SwellHeight, SwellPeriod, Wind-

WavePeriod, WindWaveHeight, IncidentWavePeriod, IncidentWaveHeight, SeaWallInclination, Pa-

rameterA, ParameterB, ParameterC, CrestLevel, SlopeRoughness, SeaWallLength, ScatterParam-

eter, ExtremeHighTide and ExtremeSurge). Waves are assumed to overcome the defences only if

Figure 9: Representation of the overtopping process for sea waves: CL is the Crest Level of the
structure, α its inclination, SWL the average water surface elevation at any instant, Q the rate of
water overcoming the seawall.

the condition 0 ≤ (CL− SWL)

rCHs
< 1 is verified, where CL measures the highest elevation of the

seawall, SWL the average sea water surface elevation (taking into account both ExtremeHighTide

and ExtremeSurge), r the seawall SlopeRoughness, Hs the IncidentWaveHeight (i.e., combination

of the significant wave height of wind waves and swell). Similarly, C represents the ratio of the

maximum vertical extent of wave up-rush on the structure [67] to the waves significant height and

is a function of the so called surf similarity parameter ξp. This latter is computed as:

ξp =
tan(α)√

2πHs/gT 2
p

(6)
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where Tp represents the IncidentWavePeriod (i.e., combination of the peak periods of wind waves

and swell). Hence, given seawall features such as SlopeRoughness and SeaWallInclination (α in

Eq.(6)), the overtopping rate can be expressed as:

Q = A
√
g(CHs)3

[
1− CL− SWL

r (CHs)

]eBB

(7)

where g refers to the gravitational acceleration,A andB to empirical coefficients (ParameterA, Pa-

rameterB) of the model dependent on the SeaWallInclination [63] and eB to a parameter which rep-

resents the scatter about the line of perfect agreement between the predicted and measured values of

the mean discharge (ScatterParameter). On the contrary, if the condition 0 ≤ (CL− SWL)

rCHs
< 1

is not verified the overtopping rate results equal to zero.

This model allows for bi-modal sea representation which means that the seawall of the facility

is assumed exposed to waves generated locally by winds as well as long-period waves associated

with distant storms (i.e., swell). Indeed, although swell waves tend to have lower wave heights than

wind-sea waves around England and Wales, their much higher periods can lead to higher run-up

and overtopping of sea defence [24]. Data regarding swell and bi-modal wave climate around the

Figure 10: Probability of occurrence of swell for different combinations of swell height and swell
period

coast of England are provided by Hawkes et al. [24]: those adopted for this study refer to the
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Suffolk area and are represented in Fig.10. On the basis of the information available, a Weibull

distribution was adopted for the significant swell height (SwellHeight) with a mean of 0.121 m

and standard deviation 0.307 m. For the swell peak periods, an empirical distribution was derived

with mean 12.04 s and standard deviation 2.46 s. Generally, for swell conditions, higher waves

tend to have shorter periods: a linear correlation coefficient of -0.032 has been computed from

the data available. Probabilistic distributions for the wind waves conditions (WindWavePeriod,

WindWaveHeight) have been implemented fitting historical data [18] to generalized extreme value

distributions (see Table 2) adopting the maximum likelihood approach. A linear correlation coef-

ficient of 0.29 between the two variables, represented by the continuous line in Fig.11, has been

computed. Since swell waves are not well correlated with local meteorological conditions they

results only weakly correlated with either extreme wind-seas or surge water levels [24].
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Figure 11: Correlation between significant wave height (Hm0) and peak period (Tp) measurements

Table 2: Generalized extreme value distributions parameters

Parameter WindWaveHeight WindWavePeriod
Shape Parameter 0.268026 0.00512954
Scale Parameter 0.280391 1.45702
Location Parameter 0.539845 4.62444

In light of this, the correlation between ExtremeSurge and swell conditions has been neglected

whilst a linear correlation factor of -0.06 has been assumed between WindWaveHeight and Swell-

WaveHeight [45]. Also, a correlation coefficient of 0.659 has been assumed between WindWave-

Height and ExtremeSurge, on the basis of the information provided by Hawkes et al. [25]. Since

from the data available it is not possible to identify a clear trend for the seasonal variability of
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waves and swell conditions this has been neglected. A further assumption concerns the direction

of the waves, which have been considered to be normally incident to the structure. Finally, no wave

transformation models has been adopted. This simplificative hypothesis is expected to result in a

strongly conservative approach. The nodes IncidentSignificantHeight and IncidentPeakPeriod are

computed according to Eq.(8) and Eq.(9).

Hs =
(
H2

s(w) +H2
s(s)

) 1
2 (8)

Tp =

(
m0(s)T

4
p(w) +m0(w)T

4
p(s)

m0(w) +m0(s)

) 1
4

(9)

where Hs(w), Tp(w) represent the WindWaveHeight and WindWavePeriod, Hs(s) and Tp(s) the

SwellHeight and SwellPeriod, and m0(w) m0(s) the zero-th moment of the wind-sea and swell

spectrum of surface elevation. ParameterA, ParameterB and ParameterC depend on the inclina-

tion of the seawall and the waves characteristics. Please refer to Reis et al. [63] for further details

on their computation. All the parameters involved in the calculation are assumed to be affected by

imprecision and then represented as bounded nodes. Table 3 shows the interval values adopted as

input.

Table 3: Interval input of sea wave overtopping model

Node Unit Interval
SeaWallLength m [348.0 352.0]
SeaWallInclination rad [0.0500 0.0526]
SlopeRoughness [0.80 1.00]
HighTideDuration s [9000 12600]
StationArea m2 [132492 134492]
FloorAreaRatio [0.7138 0.7397]

The simultaneous occurrence of the flooding dynamics mentioned can cause the event FloodingSta-

tionArea: the facility is assumed flooded when the accumulation of water within its area reaches

depths higher than those considered as design basis for the on-site FloodBarrierCapacity. If such

a case is verified, the water is assumed to penetrate the buildings of the nuclear island and to affect

the subsystems there located. As a consequence of this, chains of internal failures can be triggered

according to the mechanisms modelled by the dedicated section of the network.
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3.3 Internal Failure Section

As anticipated in the previous paragraphs, the section modelling the internal chains of events which

can lead to simultaneous failures and eventually to the exposure of fuel (Fig.12) embraces only dis-

crete nodes, coherently with the nature of the events involved. On the other hand, it is worth to

clarify that this does not exclude the use of probability intervals in the definition of an event of

interest: each state of a discrete node can be associated with probability bounds instead of singular

values in case of uncertain or contradictory data. The input associated with this section of the

network have been deduced either from previous studies or, more generally, from data available in

literature. Where probability bounds were available they have been included in the analysis.

Only if both the cooling system and the emergency supplies are out of order the exposure of the fuel

assemblies (SpentFuelExposure) becomes possible. The cooling system of the spent fuel pond is

Figure 12: Section of the network modelling internal failures

assumed not to function in the case of lack of both OnSiteAC (i.e., electric power produced on-site)

and OffSiteAC (i.e., provided by the national grid) [3]. The first can be unavailable due to either

planned, such as refuelling operations, or unplanned power station outages, such as emergency

reactor shut-downs. These would cause the failure of the EmergencyPowerSupplies which, for the
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power plant under study, consist of four emergency diesel generators. These provide power to the

safety buses to guarantee the correct functioning of crucial systems in the case of unavailability

of other power sources [29]. Coherently, in the current model the failure of the EmergencyPow-

erSupplies is a precursor of station blackout in association with the loss of OffSiteAC. In the case

of closure of the station, as for the last three time scenarios, the failure of the EmergencyPower-

Supplies is a sufficient condition for the lack of OnSiteAC. The probability values associated with

the nodes PlannedOutage and UnplannedOutage have been deduced from the occurrence of past

events, on the basis of the information provided by EDF [15]. The probability bounds for the events

of failure of EmergencyPowerSupplies have been deduced combining the rate of failure to start and

to run within an hour from the start of the four independent generators available on-site [13]. On

the other hand, the unavailability of OffSiteAC can be due to the failure of either the OnSiteSubsta-

tion or the ExternalPowerGrid [39]. This latter event implies the simultaneous failure of the three

connection points to which the Sizewell B on-site substation is linked in the 400 kV system (sub-

stations at Bramford, Norwich and Pelham). In light of the large distance among the substations,

these are considered not to be affected by the eventual extreme weather conditions at Sizewell and

are considered independent from each other. The failure rate of the electric substations, regardless

external event, has been gathered from the existent literature [51]. In the case of a general loss of

external power grid the nuclear plant is assumed to shut down safely (UnplannedOutage), accord-

ing to procedures [43].

A further eventuality modelled by this section of the network is the lack of actions to prevent the

exposure of the fuel in the case of malfunctioning of the cooling system. This scenario is summa-

rized by the node EmergencySupplies, which takes into consideration both technological failures

and human errors. Both these cases refer to the intervention of operators to refill the pond with

high purity water possibly from an external storage tank through the use of third systems (e.g., fire

system) [1]. Due to the lack of related information, possible losses associated with the storage and

the water inventory are not modelled, whilst the only technological failure considered refer to the

EmergencyHydrantSystem, which are supposed to be used to pump the water flow into the pond.

The malfunctioning of these systems would impede to make-up for the water evaporated from the

pond due to overheating. Also the event HumanError is assumed to lead to similar consequences

and refers to the lack of action by operators.
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Even in the case of occurrence of either HumanError or the malfunction of EmergencyHydrantSys-

tem, the exposure of the spent fuel can still be avoided. Indeed, the depth of water in the pond is

designed to ensure thermal inertia, providing adequate coverage for the assemblies up to 24 h in

order to give time to act from the outside, for example through the use of fire tenders. Only if also

this action is ineffective (DelayInReaction), due for instance to the inaccessibility of the station

(i.e., access road flooded), the EmergencySupplies are supposed to fail.

The connection of this part of the model to the former one is guaranteed by the nodes FloodingSur-

roundings, FloodingStationArea and TimeScenario, which have the capability to directly affect the

state of the subsystems of the facility. The flooding in the surrounding area can impede the access

to the station by fire tenders, due to its capability to affect the access road. Similarly, the event

FloodingStationArea has the potential to cause the malfunction of diesel generators and hydrant

systems as previously described. The node TimeScenario allows to select the state of the station,

operational or closed, in order to consider the availability of power generation on-site.

Finally, as mentioned, the event HumanError represents the lack of actions by the operators and is

modelled according to the study of Groth and Mosleh [20] through a further section of the model

shown in Fig13. Table 4 shows the probability bounds adopted for the subsystems failure state,

Table 4: Failure probability bounds adopted for technological subsystems

Node State Probability Bounds
OnSiteSubstation Failure (no flood) [5.67 · 10−03 5.72 · 10−03]
ExternalPowerGrid Failure (no flood) [1.82 · 10−07 1.87 · 10−07]
EmergencyHydrantSystem Failure (no flood) [4.80 · 10−03 3.00 · 10−01]
EmergencyPowerSupplies Failure (no flood, 4 generators) [8.17 · 10−09 8.11 · 10−08]

given the absence of flooding in the station.

3.4 Results

The results obtained from the inference computation on the reduced model (Fig.14) appear to be

affected by uncertainty which generally grows along with time, coherently with the uncertainty

affecting the climate projections in input. On the contrary, the probability bounds computed for

the single events do not show a general monotonic growth. This is due again to the trend of the

projections adopted: while the sea level is expected to increase regularly in time, the projections
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Figure 13: Section of the network modelling human failures according to Groth and Mosleh

Figure 14: BN resulting from the reduction procedure

related to the extreme precipitation and surge trend do not show a similar behaviour. In light of this,

and considering the major contribution of the tide over the surge on the still water level, the regu-

lar growth of the probability bounds of the event FloodingSurroundings shown in Fig.16, should

be attributed to the trend of sea level projections. As shown in the graph, the probability of this

events grows from an interval of [6.25 · 10−03, 2.05 · 10−02] in the first time scenario to one of

[8.77·10−03, 1.10·10−01], suggesting the importance of both current and future risks. On the other
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hand, events linked to the extreme precipitation occurrence (such as FloodingStationArea shown in

Fig.18), are characterized by a far less regular trend of probability in time. As shown in Fig.15, the

probability of SpentFuelExposure shows this kind of trend, which reveals the strong connection be-

tween the possibility of exposure of the spent fuel and the occurrence of FloodingStationArea. The

probability associated to the overall exposure event is expected to fall in an interval [3.28 · 10−09,

1.16 ·10−08] for the time slice 2010-2039 and [9.08 ·10−09, 2.97 ·10−07] for the period 2070-2099:

the upper bound of the probability increases of one order of magnitude along with the time domain

considered.

Figure 15: Probability of the event SpentFuelExposure

As for the previous case, also the probability bounds computed for the events of failure of the

CoolingSystem (Fig.17) and FloodingStationArea (Fig.18) fall entirely in a quite negligible region,

with a minimum lower bound within an order of magnitude of 10−09 and a maximum upper bound

within an order of magnitude of 10−06 (time scenario 2070 − 2099). The closeness between the

probabilities of the two events and their trend suggest the flooding of the station to be the main

possible cause of failure of the cooling system.

Looking at the problem from the opposite perspective, it is possible to estimate also the conditional

probability of an event of interest. Several What if scenarios have been evaluated, with the aim of

better understanding the distribution of the risk within the model.

In the case of CoolingSystem failure, the probability of exposure of the spent fuel (Fig.19) grows

79



Figure 16: Probability of the event FloodingSurroundings

Figure 17: Probability of the event of failure of the CoolingSystem

significantly, up to non-negligible values: the smaller values of probability are registered for the

time slice 2010−2039 and are equal to [6.20 ·10−03, 2.10 ·10−02] and increase up to [8.73 ·10−03,

1.12 · 10−01] for the period 2070 − 2099. Similar results are computed in the case of occurrence

of the event FloodingStationArea as shown in Fig.20. Moreover, the trend shown by the proba-

bility along with time highlights the importance of the event FloodingSurroundings: in the case

of flooding of the station or failure of the cooling system, actions to prevent the SpentFuelExpo-
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Figure 18: Probability of the event FloodingStationArea

sure are required from outside and can be impeded in the case of flooding of the surrounding area

and inaccessibility of the station. On the other hand, due to the low values of the probability of

Figure 19: Probability of the SpentFuelExposure in the case of CoolingSystem failure

FloodingStationArea, the effect of the simultaneous occurrence of HumanError and FloodingSur-

roundings on the probability of SpentFuelExposure results slighter (Fig.21): the maximum values

for the probability bounds are registered for the time slice 2070 − 2099 and define the interval

[1.03 · 10−06, 2.72 · 10−06].
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Figure 20: Probability of the SpentFuelExposure in the case of FloodingStationArea

Figure 21: Probability of the SpentFuelExposure in the case of HumanError and FloodingSur-
roundings occurrence

4 Interpretation of the results and limitations

Almost all the probability intervals computed fall in a region of negligibility of the risk (order of

magnitude lower than 10−06) supporting the robustness of the system. Further investments in the

accuracy of the information available would lead to a decrease of the uncertainty of the outputs,

hence to more precise results. Moreover, a large contribution to the inaccuracy of the results could

82



come from the introduction of simplificative hypothesis in the model. For instance, the introduc-

tion of off-shore in-shore transformation models could sensibly decrease the upper bound of the

FloodingStationArea probability. A crucial aspect for the feasibility of this kind of analysis is the

availability of suitable data for the definition of input parameters. While information regarding the

performance of technological components (hence related to the bottom section of the model) are

generally provided in the scientific literature, studies regarding natural hazards, and in particular

modelling their future trend in view of the climate change, are still few and often in disagreement.

However, it must be noticed that this complication is not uniquely associated with the method pro-

posed in this study, but generally common to any kind of approach aiming to model the interaction

between natural events and technological installations. On the contrary, in comparison with more

traditional approaches, the method proposed allows the inclusion of the uncertainty of the data

available and even of eventual contrasting information, characterizing the output in light of the

degree of accuracy determined by the input.

The main drawback of the approach and model developed is the high computational effort which

can prevent real-time analysis of the initial network (although it does not affect the computation of

inference on the reduced network). Nevertheless, it is worth to highlight that the computation of

the inference, thanks to the simplification of the initial model, can be carried out in near-real time

and hence can provide support also in the case of emergency as long as the reduction of the initial

network has been previously accomplished. Algorithms able to identify the most crucial events in

terms of uncertainty propagation are essential in order to tackle effectively the problem.

In light of this, the main target for further research appears to be the implementation of theoretical

and computational tools able to map the contributions of the different variables to the overall uncer-

tainty in output, in order to obtain more accurate results at the lowest cost. Also, future efforts will

focus on the optimization of the reduction procedure and the identification of the optimal topology

for the reduced network, in order to further decrease the computational cost of the analysis.

5 Conclusions

A model for the quantification of the risk of exposure of spent fuel stored in facilities subject

to the risk of flooding has been proposed and applied to the real-world case study of Sizewell
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B nuclear power plant in East Anglia, UK. The approach adopted for the study is based on a

novel methodology which allows to overcome the limitations of traditional Bayesian Networks,

not renouncing to their potential. The framework implemented captures the unavoidable epistemic

uncertainty and aleatory nature of the input through the adoption of discrete variables, probabilistic

models, intervals and imprecise random variables. Moreover, it allows to perform the uncertainty

propagation within the network, quantifying the uncertainty affecting the output, expressed by

probability bounds. These capabilities make the methodology proposed and its computational

implementation a complete and effective tool for risk-informed decision making support.

The analysis of the case-study selected has been extended to several time scenarios, mapping the

future risks to which the facility is subject in light of the worsening of natural hazards due to climate

change. The results highlight a general but not regular growth of the risk along with time. The

probability of accidents remains quite low over the time domain considered, whilst the uncertainty

in output appears to grow coherently with that affecting the projections adopted as input. What-if

scenarios have been considered in order to identify the crucial links of the chain of events leading

to the overall failure.
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Chapter 3

One of the most attractive features of the methodology proposed in Chapter 2 is the capability of

performing uncertainty propagation and hence to quantify the imprecision affecting the results of

the computation on the basis of the degree of ignorance in input. The definition of confidence

bounds on the results is essential for risk-informed decision making, since provides information

about the accuracy and trustfulness of the data on which the decision is made. This implies that

a high level of uncertainty in output can invalidate the purpose of the analysis, which would not

contribute to increase the knowledge available and hence would not offer any significant support

to eventual decision makers.

The work introduced in this chapter aims to provide solutions to deal with this issue. In order to ob-

tain a significant response from the analysis, efforts may be required to decrease the uncertainty in

output. This implies to address the accuracy of the information in input, investing in the collection

of higher quality data to mitigate the imprecision affecting the information initially available. Such

a task can result quite expensive in real-world applications. The objective of the study presented

in this chapter consists of implementing a method to identify the initial variables which most con-

tribute to the final imprecision, in order to target efficiently the uncertainty in input improving the

accuracy of the results at the lowest cost.

The proposed method focuses on Bayesian Networks including interval probabilities (i.e. the type

of frameworks resulting from the procedure described in Chapter 2) and consists of scanning each

interval parameter in input identifying the possible changes that verify the confidence levels im-

posed by the user on the query variable of interest. As a result, the maximum level of imprecision

in input ensuring the respect of the user’s constraints in output is provided for each interval param-

eter.

The suggested procedure relies on the initial identification of the combinations of probability

bounds in input that, propagating along the model, determine the lower and upper query probability

bounds in output. This preliminary phase can be carried out through the use of any traditional exact

inference algorithms present in literature and is based on the adoption of a combinatorial approach.

Once the significant parameters bounds in input are selected, it is possible to investigate the possi-

ble modifications which satisfies the constraints imposed on the query variable imprecision. Such

analysis is carried out estimating the impact of the parameter selected on the query through the
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computation of the derivative of the query value with respect to the probability bound under study.

Once this value is known, it is possible to compute the parameter modification that leads to the

desired change in the query’s confidence level.

The initial step of the procedure, dedicated to the identification of the significant bounds in input,

is the most expensive in terms of computational time since requires the computation of exact in-

ference over all the possible combinations of probability bounds in input. In order to make the

proposed methodology largely attractive also to real-world applications, methods able to decrease

the cost associated with the combinatorial inference approach are strongly needed.
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Abstract

Many studies have highlighted the limitations of the traditional Bayesian Network (BN)

approach mainly restricted to the use of crisp probabilities, which can not fully capture the

nature of the information available and its unavoidable uncertainty. The integration of BNs

with probability bounds can largely improve the robustness of BN models, allowing to take

into account the imprecision affecting the data available and quantifying the uncertainty of

the projections inferred. On the other hand, this strategy can feature high level of imprecision

in output making the information obtained ineffective in terms of decision making. In these

cases, it is necessary to refine the quality of the input in order to obtain more accurate outputs.

The aim of this study is to develop theoretical and computational tools able to identify possible

strategies to effectively tackle the uncertainty affecting the model results, obtaining the most

accurate information at the lowest cost.

1 Introduction

During the last decades, thanks to the development of efficient inference algorithms and the signifi-

cant increase of computational power commonly available, Bayesian Networks have attracted ever

*s.tolo@liverpool.ac.uk
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increasing attention in both academic and industrial fields. Today, they represent an important area

of research in uncertain reasoning and are widely adopted in different areas of application, from

medical diagnosis to risk assessment, robotics and dependability [13]. In spite of their success,

BNs are often criticized with regard to their limitation to crisp probability values [11]. Indeed, the

necessity to supply exact probabilities connecting all relevant dependencies to model an application

domain can collide with the information available, often strongly uncertain or only qualitative. For

instance, in case of subjective information, where probabilities are acquired from an expert agent,

intervals are quite common and largely preferable to the adoption of exact values. Moreover, ob-

jective probabilities require statistical sampling where the wanted probability can be derived only

with some uncertainty: in general, tighter intervals incur higher sampling costs.

Judea Pearl, generally considered the father of BNs, argues that it would be helpful to have intervals

that portray the degree of ignorance we have about probabilities. This would provide the degree

to which the information we lack prevents us from constructing a complete probabilistic model

of the domain, adding that such intervals "would indeed have a definite advantage over Bayesian

methods, which always provide point probabilities" [8]. It is then undeniable that the integration of

probability intervals with BNs can hence largely improve the robustness of models implemented

as well as guarantee a rigorous quantification of the uncertainty affecting the variables under study.

In spite of this, only very limited research has focused on the topic [12].

The introduction of probability bounds within the traditional BN framework presents two main

challenges: the first related to the inference computation; the second to the ability to control how

the uncertainty is accumulated and propagates within the models, in order to obtain the most accu-

rate solution at the lowest cost. A naive approach for the derivation of precise bounds on a query

variable of interest consists of applying the standard Bayesian exact inference methods for each

combination of probability bounds, and finally to minimize and maximize the results. However

this approach can result highly expensive and suffers from combinatorial explosion. Similarly,

to understand the propagation of uncertainty within the network using traditional approaches to

sensitivity analysis (usually based on the systematic variation of the probability bounds in input)

implies the computational cost to grow exponentially with the increase of the number of variables

in the network.

This study proposes a solution to partly overcome the second of the bottlenecks mentioned: a novel

method for tuning probability intervals in input is proposed. This allows to compute the possible

strategies to be adopted in order to reduce the uncertainty affecting the probabilistic query to the

required degree of uncertainty. A simple numerical application is finally presented in order to

demonstrate the validity of the algorithms implemented.
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Figure 1: Example of an elementary Bayesian Network

2 Theoretical Background

This section offers an overview of the theoretical background of the present study. First, Bayesian

Networks and their main characteristics are described. The theory of interval probabilities is then

briefly introduced.

2.1 Bayesian Networks

BNs, also known as belief networks, are statistical models based on the use of directed acyclic

graphs for the representation of probability distributions. They provide the factorization of the

joint probability distribution associated with an event of interest exploiting information about the

conditional dependencies existing among the variables. This approach relies on a double nature

graphically represented by the structure of the network itself, to which quantitative values are as-

sociated throughout the introduction of conditional probability distributions. The structure of a BN

consists of a variable number of nodes, each of which represents a random variable of the prob-

lem modelled. The variables should be interpreted in Bayesian terms or rather can have different

origins: for instance, they may be observable quantities, unknown parameters or even mere hy-

potheses.

The nodes of a BN are connected to each other by edges (commonly represented as arrows) ex-

pressing informal or causal dependencies existing among the variables. Only nodes among which

exists a direct causal link are connected by edges. These are characterized by directions coher-

ent with the causal relationship of the variables connected. With regards to the BN introduced in

Fig.1, the node X1 is called the parent of X2 and X3, which are also referred to as its children.

Nodes that have no parents are defined as the roots of the network. Generally, on the basis of the

Bayes’ theorem, the joint probability modelled by any BN with nodes X = {X1, X2, ..., Xn} can

be expressed as:

P (X) =
∏

i

p(Xi|pa(Xi)) (1)

where paXi refers to the instantiation assumed by the parents of the node Xi. For sake of clarity,

in this paper the capital letter P is adopted to refer to global beliefs, such as values of probabilis-
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tic queries like P (X1...Xn), whilst p refers to local beliefs, such as network parameters (e.g.,

p (Xi|pa(Xi)) in Eq.(1)). In light of Eq.(1), the joint probability associated with the BN of Fig.1,

where all nodes have been assumed boolean only for simplicity purposes (i.e. Xi = {x1i , x2i }, i =

1, 2, 3), is:

P (X1, X2, X3) = p (X1) p (X2|X1) p (X3|X1) (2)

In a BN each node is conditionally independent of its non-descendants given its parent variables,

satisfying the local Markov property [10]. The strength of the dependencies associated with each

cluster of parent-child nodes is represented by the conditional probabilities mentioned which rep-

resent the local beliefs or input parameters of the model. These can be of different nature according

to the structure of the variables concerned: in the case of discrete variables probabilities values are

arranged in the so called Conditional Probability Tables (CPT).

BNs also allow the updating of the marginal probabilities of the variables involved on the basis

of new information that might become available. This way, introducing evidence in the model,

it is possible to analyse "what if" scenarios, as well as the propagation of the information in the

direction of interest. Different software packages which allow the adoptions of algorithms for the

computation of exact and approximate inference in BNs are available [7].

The choice of one or the other approach entails advantages and drawbacks: exact inference al-

gorithms (e.g., junction tree algorithm) are robust and well-established in scientific literature but

restrict the use of probability distributions to the discrete field with the only exception of Gaussian

distributions. In most cases, this implies the necessity to discretize continuous random variables,

impoverishing the quality of the information. On the other hand, approximate approach allows

to perform the inference on continuous nodes using simulation techniques (e.g., Markov Chain

Monte Carlo methods) but can result either computationally inefficient or have unknown rates of

convergence.

A complete overview of Bayesian networks is provided by Pearl and Russell [9].

2.2 Interval Probabilities

In engineering practice and more generally in real-world applications, it is often impossible to as-

sociate a precise probability with every possible event. This can be due to different reasons such as

the availability of only scarce data or little information, the disagreement of experts involved in the

analysis etc. In such cases, it may be advisable to characterize the probabilities of the events under

study as intervals rather than crisp values [14]. Interval probabilities specify bounds on probability

for an uncertain quantity with underlying randomness that is not known in detail and, thus, they

represent a special kind of imprecise probabilities [1]. This would imply a more accurate depiction

of the information and data available, avoiding the introduction of biases and assumptions which

can lower significantly the accuracy of the analysis.

The notion of interval bounds on probability dates back to the second half of the nineteenth century
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and was first developed by George Boole [2]. Few decades later, Fréchet derived the best possible

ranges of logical functions of event probabilities irrespective of the stochastic dependence between

the event probabilities [5], allowing to make bounding calculations with probabilities that make

no dependence assumptions. The theory of bounding probability with intervals has continued to

attract interest to the present day, when probabilistic analyses using bounding arguments of one

kind or another are common throughout engineering. A complete overview of the historical devel-

opments of interval probabilities is provided by Kyburg [6].

According to interval probabilities, an event A can hence be characterized by some range of proba-

bility
[
p(A), p(A)

]
⊆ [0, 1], where p(A) and p(A) refer to the lower and upper bounds respectively

of the probability interval p(A).

Hence, an interval probability model may be defined mathematically as a mapping from the space

of events to the space of intervals on [0, 1] [1], which is defined as:

I = {
[
p(A), p(A)

]
, p(A), p(A) ∈ R|0 ≤ p(A) ≤ p(A) ≤ 1}. (3)

Given two events, A and B, and the associated probability intervals p(A) =
[
p(A), p(A)

]
and

p(B) =
[
p(B), p(B)

]
, the probability of the conjunction event A ∩B will be in the interval:

p(A ∩B) =
[
p(A)× p(B), p(A)× p(B)

]
(4)

in case of independence of the events A and B. More generally, if no assumption of independence

is made, the interval for the conjunction event can be obtained according to Fréchet inequalities:

p(A ∩B) =
[
max

(
0, p(A) + p(B)− 1

)
,min (p(A), p(B))

]
(5)

Similarly, the bounds for the probability of the disjunction event for the events A and B, p(A ∪B)

can be calculated as:

p(A ∪B) =
[
1−

(
1− p(A)

) (
1− p(B)

)
, 1− (1− p(A)) (1− p(B))

]
(6)

which in case of independence is reduced to:

p(A ∪B) =
[
max(p(A), p(B)),min(p(A), p(B))

]
(7)

Other logical operations can be computed with similar formulations, as the complementation rule

in Eq.(8). According to this, if A, with probability bounds [p(A), p(A)], is the negation (or com-
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plementation) of the event B, the probability of the event A will fall within the interval:

p(B) = [1− p(A), 1− p(A)] (8)

3 Sensitivity analysis in BN including probability intervals

A traditional BN can be described as the integration of a graphical framework and a set of CPTs

containing crisp probabilities associated with each node of the net. According to this definition,

we can easily visualize a BN containing interval probabilities as equivalent to an infinite series of

traditional BNs sharing the same graph but characterized by different crisp values of conditional

probabilities. In a BN the probability of any instantiation e, P (e), is a linear function of any CPTs

parameter p(x|u) [3][4]. This allows to identify a finite number of significant crisp networks (as

they will be referred to from now on) each of which is associated to a different combination of

the initial interval probability bounds. In other words, a BN containing n boolean nodes (i.e., with

only two complementary outcomes) described through probability intervals can be decomposed in

2n traditional BNs (or crisp networks): each of these networks shares the same graphical structure

of the initial model and is associated with a set of CPTs whose parameters are selected among the

bounds of the initial conditional probability intervals according to the 2n possible combinations

available.

A naive approach for the derivation of exact probability bounds on a query variable of interest for a

BN framework including probability intervals, consists of applying standard exact inference meth-

ods to each of these crisp networks and finally to minimize and maximize the results obtained. In

light of this, only a restricted number of crisp networks (equal to the number of probability bounds

in output at most) actively contributes to the calculation of the query bounds. On the contrary,

most of the combinations result in probability values lying within the query interval and are hence

ineffective with regards to the aim of the calculation. This approach can become easily prohibitive

in terms of computational cost for large networks: referring to the previous case mentioned, the

calculation of the output probability interval would require the inference computation of 2n differ-

ent networks.

The aim of the method developed is to identify efficiently the uncertainties in input that need to be

reduced so that the resulting Bayesian Network satisfies the constraint posed by the user regard-

ing the uncertainty of the output. In other words, given a BN including interval probabilities, the

purpose of the computation is to quantify the maximum imprecision level of the input that satisfies

the constraint on the uncertainty of the probabilistic query. In this phase of the study, the method

is limited to single parameter changes, where only one network parameter is modified in order to

satisfy the uncertainty constraint. Hence, each change involves a single probability bound of one

node’s CPT entry and the co-varying bound that must be changed coherently in order to satisfy the

sum-to-one constraint. Moreover, the algorithms implemented are currently restricted to networks
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involving only boolean variables.

The constraint considered is expressed as following:

P (x11)− P (x11) ≤ k (9)

where k represents the maximum tolerable imprecision of the probabilistic query of interest while

P (x11) and P (x11) are respectively the upper and lower bounds of the outcome event x11 of a vari-

able X1. According to the initial hypothesis, this latter is a binary variable with possible outcomes

x11 and x21: with any instantiation pal(X1) of the parents of X1 are associated four parameters in-

troduced in the node’s CPT, e.g., p(x11|pal(X1)), p(x21|pal(X1)), p(x11|pal(X1)), p(x21|pal(X1)).

Since the conditions p(x11|pal(X1))+p(x21|pal(X1)) = 1 and p(x11|pal(X1))+p(x21|pal(X1)) = 1

must be verified, the change of one parameter results in the modification of the co-varying proba-

bility bound.

In a traditional Bayesian Network, the marginal probability P (E1) of a generic node state E1 is

a linear function of any parameter p(xji |pal(Xi)) in the network [3]. This makes possible to in-

vestigate the global impact of parameter changes, by first bounding the derivative of a query with

respect to the parameter under study, then bounding the change in a query due to an arbitrary pa-

rameter change [4].

The same approach can be easily extended to the case of BN with interval probabilities: each

probability bound of a query’s state E1 of the initial network (containing probability intervals) is

computed as the result of a probabilistic query from one of the possible crisp networks of the initial

model (e.g., traditional BNs). Hence, assuming that the upper bound of the query’s state E1 results

from the computation of the m-th crisp networks, the probability P (E1) is linear in any parameter

pm(xji |pal(Xi)) (and the associated complimentary 1 − pm(xk 6=j
i |pal(Xi))) of the crisp network

m associated with the bound.

Hence, considering only boolean nodes (i.e. Xi = {x1i , x2i }) , the derivative πP (E1)

Xi|pal(Xi)
of the prob-

abilistic query P (E1) with respect to the parameter pm(xji |pal(Xi)) of the m-th crisp networks, is

given by :

π
P (E1)

Xi|pal(Xi)
≡ ∂P (E1)

∂pm(Xi|pal(Xi))
=
pm(E1, x

j
i , pa

l(Xi))

pm(xji , pa
l(Xi))

− pm(E1, x
k 6=j
i , pal(Xi))

1− pm(xji , pa
l(Xi))

(10)

if pm(xji , pa
l(Xi)) 6= 0. It is opportune to highlight that pm(xji , pa

l(Xi)) and pm(xk 6=j
i , pal(Xi)),

coherently with the sum-to-one constraint, must correspond to the bounds of the associated prob-

ability interval for the variable X1. Moreover, since all the variables are assumed binary, in case

of no evidence introduced the bounds combination (i.e., the crisp network) which maximizes the

probability stateE1 resulting in P (E1) is necessarily the same minimizing the complementary state

P (E2). In light of this, applying a change ∆pm(xji , pa
l(Xi)) to pm(E1, x

j
i , pa

l(Xi)) (hence apply-

103



ing a specular change −∆pm(xji , pa
l(Xi)) to the complimentary parameter pm(xk 6=j

i , pal(Xi))),

the probability bounds P (E1) and P (E2) will be subject to changes ∆P (E1) and ∆P (E2) ex-

pressed as:

∆P (E1) = π
P (E1)

Xi|pal(Xi)
∆pm(xji |pal(Xi)) (11)

∆P (E2) = π
P (E2)

Xi|pal(Xi)
∆pm(xji |pal(Xi)) (12)

where πP (E2)

X1|pal(Xi
can be computed as:

π
P (E2)

Xi|pal(Xi)
≡ ∂P (E2)

∂pm(Xi|pal(Xi))
=
pm(E2, x

j
i , pa

l(Xi))

pm(xji , pa
l(Xi))

− pm(E2, x
k 6=j
i , pal(Xi))

1− pm(xji , pa
l(Xi))

(13)

On the contrary, the lower bound P (E1) would not be affected by the change ∆pm(xji , pa
l(Xi))

since it is necessarily associated to a different subnet. Hence, the query constraint, taking into

account the probability value normalization, can be written as:

P (E1)−∆P (E1)

P (E1)−∆P (E1) + P (E2) + ∆P (E2)
− P (E1) ≤ k (14)

hence, considering Eq.(11) and Eq.(12):

P (E1)− πP (E1)

Xi|pal(Xi)
∆pm(xji |pal(Xi))

P (E1)− πP (E1)

Xi|pal(Xi)
∆pm(xji |pal(Xi)) + P (E2) + π

P (E2)

Xi|pal(Xi)
∆pm(xji |pal(Xi))

− P (E1) ≤ k

(15)

From Eq.(15) and considering the conditionP (E1)+P (E2) = 1, the parameter change ∆pm(xji |pal(Xi))

necessary to satisfy the initial constraint results:

∆pm(xji |pal(Xi)) ≥
P (E1)− P (E1)− k

(P (E1) + k)(π
P (E2)

Xi|pal(Xi)
− πP (E1)

Xi|pal(Xi))

(16)

If evidence is introduced in the network, the condition for which the crisp network maximizing

the probability state E1 is necessarily the same minimizing the probability of the complementary

state E2 is not guaranteed. Hence, in this case the changes of the complimentary parameters could

lead to the modification of bounds not necessarily complimentary to each other. In light of this,
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Figure 2: Overview of the BN model analysed

generalizing the previous case, Eq.(14) becomes:

P (E1)−∆P (E1)

P (E1)−∆P (E1) + P (E2) + ∆P (E2)
−

P (E1) + ∆P (E1)

P (E1) + ∆P (E1) + P (E2)−∆P (E2)
≤ k

(17)

which leads back to the previous case if ∆P (E1) = 0 and ∆P (E2) = 0. On the contrary, if at

least one of the bounds appearing in each ratio on the left hand side of the equation is subject to

changes (e.g., ∆P (E1) 6= 0 or ∆P (E2) 6= 0 and ∆P (E1) 6= 0 or ∆P (E2) 6= 0), the estimation

of the parameter change ∆pm(xji |pal(Xi)) requires the solution of a second degree inequality.

4 Application

In this section the methods described in the former paragraphs have been applied to a simple BN

model, in order to test their effectiveness. The model under study, shown in Fig.2, consists of six

nodes and refers to an experts system to estimate the possible scenario of whether there is a fire in a

building. The values adopted for the network parameters have been deduced from a previous study

[4] and modified introducing diverse degrees of imprecision in order to test the proposed approach.

All the nodes of the network are boolean (e.g. F = {F1, F2},A = {A1, A2} etc.); moreover, all

nodes are characterized by probability intervals, shown in Table 1, save the node Tampering, which

is defined by crisp probability values. The marginal probability bounds for the initial network are

shown in Table 2. The possible parameter changes necessary to reduce the uncertainty to 90% of

the initial value have been identified.

The initial length of the interval associated with the marginal probability of the node Smoke is
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Table 1: The CPTs of the Bayesian network in Fig.3

Tampering=false Tampering=true
0.98 0.02

Fire=false Fire=true
[0.80, 0.98] [0.02, 0.20]

Fire Smoke=false Smoke=true
false [0.90, 0.99] [0.01, 0.10]
true [0.09, 0.13] [0.87, 0.91]

Tamp. Fire Alarm=false Alarm=true
false false [0.9900, 0.9999] [0.0001, 0.0100]
false true [0.0100, 0.0200] [0.9800, 0.9900]
true false [0.1000, 0.2000] [0.8000, 0.9000]
true true [0.2000, 0.8000] [0.2000, 0.8000]

Alarm Leaving=false Leaving=true
false [0.950, 0.999] [0.001, 0.050]
true [0.100, 0.300] [0.700, 0.900]

Leaving Report=false Report=true
false [0.800, 0.990] [0.01, 0.23]
true [0.010, 0.200] [0.77, 0.990]

Table 2: Bounds of Marginal Probability computed for Interval probability nodes

Node False True
Fire [0.020, 0.200] [0.800, 0.980]
Smoke [0.106, 0.302] [0.698, 0.894]
Alarm [0.181, 0.773] [0.227, 0.819]
Leaving [0.253, 0.840] [0.160, 0.747]
Report [0.210, 0.864] [0.136, 0.790]

0.1958. The possible parameter changes available in order to reduce this value of uncertainty of

10% (e.g., imposing an acceptable imprecision of 0.1762) are shown in Table 3. As discussed in

Table 3: Parameter changes for reducing Smoke probability uncertainty to 90%

Parameter Absolute Change Relative Change
p(F1) −0.022767 −12.65%
p(F2) −0.024173 −13.43%
p(S1|F2) −0.024475 −61.19%
p(S2|F2) −0.019980 −49.95%

the former sections, each parameter change shown in Table 3 must be associated with a specular
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modification of the complementary bound: for instance, if p(F1) is reduced of an amount equal

to −0.022767, coherently the parameter p(F2) has to be increased of 0.022767. In other words,

to reduce the uncertainty of the marginal value of the node Smoke to 90% of the initial value, it

is necessary to reduce the initial probability interval of the parameters p(F ) and p(F ) of a value

equal to 0.022767. From the results in Table 3 is possible to notice that all the absolute values

associated with the possible parameter changes are quite close to each other. In spite of this, the

cost of improving the quality of the info in input can be proportional to the relative weight of the

parameter change with regards to the initial uncertainty: a reduction of 0.022767 represents less

than 13% of the p(F1) initial uncertainty (i.e., p(F1)−p(F1)), whilst a change of -0.024475 means

cutting more than a half of the uncertainty affecting p(S1|F2).

The initial uncertainty associated with the node Leaving amounts to 0.5869. The possible param-

eter changes available in order to cut this value of 10% (obtaining an imprecision in output of

0.5282) are shown in Table 4. In this case the minimum relative change ensuring the satisfaction

Table 4: Parameter changes for reducing Leaving marginal probability uncertainty to 90%

Parameter (τ ) Absolute Change Relative Change
p(F2) −0.14772 −15.07%
p(A1|T2, F2) −0.087426 −10.93%
p(A2|T2, F2) −0.088071 −11.01%
p(L2|A2) −0.071619 −7.96%

of the query constraint results related to p(L2|A2) and amounts to 7.96% of the initial uncertainty

affecting the parameter. With regards to the node Report, the uncertainty interval considered ac-

ceptable has been assumed equal to 0.5926 (i.e., as before 90% of the length of the marginal prob-

ability interval in output, initially equal to 0.6584). As shown in Table 5, all the possible changes

Table 5: Parameter changes for reducing Report marginal probability uncertainty to 90%

Parameter (τ ) Absolute Change Relative Change
p(A1|T2, F2) −0.12906 −16.13%
p(A2|T2, F2) −0.12507 −15.63%
p(L2|A2) −0.10171 −11.30%
p(R1|L1) −0.07835 −7.91%
p(R2|L2) −0.08820 −8.91%

in this case result to be lower than 20%, with a minimum uncertainty cut of 7.91% associated to

the parameter p(R1|L1) and a maximum of 16.13% for p(A1|T2, F2).

The application of the methods developed to the network in Fig.2 has allowed to identify the input

changes that can lead to a reduction of 10% on the overall uncertainty of the marginal probability

for the nodes Smoke, Leaving and Report. Each change has been compared with the initial un-

certainty of the related parameter to evaluate the significance of the modification introduced. This
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relative value can be an useful indicator of the cost necessary to improve the information available

but it is not an absolute measure of it: the cost of the uncertainty reduction per percentage point

can largely vary according to the nature of the variable under study.

For instance, with regards to the example discussed, it would be necessary to estimate whether

would be easier to collect more data regarding the behaviour of people in buildings in the case of

fire alarm sounding, and hence improve the info associated with the parameter p(A|L), or to gather

general information about the likelihood of fires in buildings (p(F )).

The same analysis can be carried out considering the introduction of evidence, hence the avail-

ability of additional information regarding the state of some nodes of the network. For instance,

if the presence of smoke is observed (i.e., the node Smoke assumes the outcome S2) but no report

is provided (i.e., node Report in state R1), the probability of fire to have occurred is included in

the interval [0.975, 0.999], hence is affected by a value of imprecision of 0.0247. To reduce this to

90% of the initial value (i.e., 0.0222) the parameter changes in Table 6 can be applied.

Table 6: Parameter changes for reducing Fire marginal probability uncertainty to 90% in case of
occurrence of Smoke and absence of Report

Parameter (τ ) Absolute Change Relative Change
p(F1) −0.01665 −8.32%
p(A2|T2, F2) −0.11709 −14.64%

Facing the problem from the opposite point of view, if the occurrence of Fire is verified, the proba-

bility of the occurrence of the event Report falls in an interval of length 0.6540. As shown in Table

7 several strategies, mainly involving the nodes Alarm, Leaving and Report, are available in order

to reduce this initial value to 0.5886. Also in this case, as shown before in the case of absence of

Table 7: Parameter changes for reducing Report marginal probability uncertainty to 90% in case
of occurrence of Fire

Parameter (τ ) Absolute Change Relative Change
p(A1|T2, F2) −0.12561 −15.70%
p(A2|T2, F2) −0.09937 −12.42%
p(L2|A2) −0.10298 −11.44%
p(R1|L1) −0.07709 −7.79%
p(R2|L2) −0.08919 −9.01%

evidence available, the most convenient strategy, in terms of relative change of the parameter value,

to reduce the imprecision of the Report probabilistic query, is to refine the information regarding

the likelihood of the report not to be filed if the evacuation of the building is not verified. In this

case a reduction of 7.79% of the initial parameter p(R1|L1) guarantees a reduction of 10% on the

initial imprecision in output for the query variable Report.
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5 Conclusions

A method for sensitivity analysis in BNs including probability intervals has been presented. It

allows the identification of probability bounds changes which can ensure the satisfaction of user’s

constraint on the uncertainty of the marginal query probability. Given an upper limit to the un-

certainty affecting the output, the method allows to scan each conditional probability interval in

input in order to find the possible network modifications which would ensure the respect of the

query constraint. The results obtained adopting such approach provide an intuitive understanding

of when parameter changes do or do not matter in terms of query robustness.

The main computational cost associated with the method proposed is related to the computation

of inference for the query variable of interest and the subsequent identification of the crisp net-

works of relevance for the probability bounds of the query variable. Nevertheless, differently from

more traditional approaches to sensitivity analysis usually based on the systematic variation of the

probability bounds in input, the algorithm implemented allows to identify the suitable parameters

changes avoiding the repeated computation of the inference, which would lead to an exponential

increase of the computational power necessary for the estimation.

A brief numerical example has been presented and discussed in order to show the potentiality of

the methods proposed. In this phase of the study the methods implemented are restricted to the use

of only boolean variables and focus on the changes of single network parameters. Future research

will focus on overcoming these current limitations.
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Chapter 4

The current chapter focuses on the development of a strategy to overcome the limitations associ-

ated with the combinatorial approach to exact inference highlighted in Chapter 2 and 3 for Bayesian

Networks including interval probabilities. The main aim of the work is to test the potential of ex-

istent exact inference algorithms for this kind of networks, adapting the traditional approach to the

use with probability bounds.

A common and naive approach to apply exact inference algorithms to BNs including interval prob-

abilities consists of repeating the inference analysis for each combination of parameters bounds in

input, finally maximizing and minimizing the query probability values obtained by the recurrent

computations in order to define the largest probability interval associated with the event of inter-

est. Although its simplicity would make the approach attractive (e.g. it can be adopted with any

common software available for BN inference computation), it can easily become prohibitive since

subject to combinatorial explosion. The strategy proposed in the following article targets this is-

sue, on the one hand avoiding the recurring computation of inference on the network, on the other

keeping an intuitive approach and the attractiveness of an easily applicable method.

The algorithm described in the article is based on the initial computation of the joint probability

over all the initial nodes of the network characterized by probability bounds. The computation

of this matrix of probability values is low-cost thanks to the use of pseudo Bayesian Networks

including all the upper and all the lower bounds of the parameters in input. The method allows

to extrapolate information from such joint probability matrix in order to identify the combinations

of interval extremes in input which lead to the bounds of the query probability in output. When

no evidence is introduced in the network, the proposed approach provides the computation of the

exact probability bounds for the query variable. Conversely, when evidence is available, intervals

within which the true bounds lie can be computed.

The strategy, which is currently restricted to the use of boolean nodes, ensures a considerable

reduction of the computational efforts associated with the use of exact inference algorithms. In-

deed, it allows to bypass the risk of combinatorial explosion to which this kind of analysis may be

subject.
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Abstract

Bayesian Networks (BNs) are an extremely attractive tool in many �elds of engi-

neering and science. Nevertheless, many studies have highlighted the limitations of the

traditional BNs approach mainly restricted to the use of crisp probabilities, which can

not fully capture the nature of the information available and its unavoidable uncer-

tainty. The use of probability bounds can largely improve the robustness of BN models,

allowing to take into account the imprecision a�ecting the data available and to quan-

tify on this basis the uncertainty of the projections inferred. Conversely, to neglect

the imprecision in input implies the unquanti�ed propagation of "hidden uncertainty"

to a�ect the credibility of the results, potentially providing misleading information in

output. In spite of the unquestionable advantages of expanding Bayesian Networks to

deal with probability intervals only a few initial developments have been reported so

far.

The aim of this study is to develop a theoretical and computational method for the

robust computation of inference on Bayesian Networks including probability intervals.

This paper proposes a novel approach which allows to e�ciently quantify the bounds
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for any probabilistic query cutting the high computational costs associated with this

kind of analysis. A simple numerical example is implemented and analysed with the

proposed methodology in order to prove its e�ciency.

1 Introduction

During the last decades, thanks to the development of e�cient inference algorithms and the

signi�cant increase of computational power commonly available, Bayesian Networks have

attracted ever increasing attention in both academic and industrial �elds. Today, they

represent an important area of research in uncertain reasoning and are widely adopted

in di�erent areas of application, from medical diagnosis to risk assessment, robotics and

dependability [25]. In spite of their success, BNs are often criticized with regard to their

limitation to crisp probability values [22]. Indeed, the necessity to supply exact probabilities

connecting all relevant dependencies to model an application domain can collide with the

information available, often strongly uncertain or only qualitative. For instance, in case of

subjective information, where probabilities are acquired from an expert agent, intervals are

quite common and largely preferable to the adoption of exact values. Moreover, objective

probabilities require statistical sampling where the wanted probability can be derived only

with some uncertainty: in general, tighter intervals incur higher sampling costs.

Judea Pearl, generally considered the father of BNs, argues that it would be helpful to

have intervals that portray the degree of ignorance we have about probabilities. This

would provide the degree to which the information we lack prevents us from constructing a

complete probabilistic model of the domain, adding that such intervals "would indeed have

a de�nite advantage over Bayesian methods, which always provide point probabilities" [21].

These limitations of the traditional approach have led to the study of several solutions

to integrate the BN approach with sets of probability measures which can ensure a more

accurate representation of beliefs and provide a reliable tool for decision making under

incompleteness and imprecision [26] [1]. These e�orts are generally known in the literature

as Credal Networks (CNs) [2] [8]. Credal Networks can be considered as BNs with relaxed

numerical parameters: while the construction of a Bayesian network demands a number

of precise probability assessments, in a CN each node in the graph represents a random

variable which can be associated with a set of probability distributions (namely credal

set). The case of BNs including probability bounds, on which this study focuses, can be

regarded as a particular case of CNs; in spite of this, to avoid confusion regarding the

applicability of the methods developed, the type of framework under study in this paper

will be referred to as BNs instead of CNs, which would include a much wider spectrum of

variables types [12]. Although it is undeniable that the integration of probability intervals

with BNs can largely improve the robustness of models implemented as well as guarantee a
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rigorous quanti�cation of the uncertainty a�ecting the variables under study, only limited

research has focused on the topic [24]. This is probably due to the challenges that the

introduction of probability bounds within the traditional BN framework implies in terms

of computational costs and robustness of the inference computation. As for traditional

BNs, both exact and approximate algorithms are available in the literature. Generally,

exact algorithms operate by converting inference into an optimization problem but remain

restricted to medium-sized networks, often limited to bi-dimensional variables only and

usually require large computational power [8]. Due to the clear limitations of this type

of analysis, it seems that approximate inference is unavoidable in applications, regardless

eventual future improvements in exact inference. Most of the available algorithms for

approximate inference are based on the extension of approximation techniques for Bayesian

networks [15].

Di�erently from previous studies, this work aims to utilize exact BN algorithms for the

computation of approximate bounds propagation in belief networks. The method proposed

allows to identify combinations of the initial parameters which provide the estimation of

inner and outer approximation values for the bounds of a query variable. In the following,

the theoretical background of BNs and interval probability is brie�y described, as well as the

state of the art associated with the propagation of bounds in belief networks. The proposed

inference algorithm is described (Section 3) and applied to an illustrative numerical example

(Section 4) in order to test the e�ciency of the method.

2 Theoretical Background

The following sections aim to depict the theoretical background on which the present study

relies. The theory of Bayesian Networks is brie�y introduced in Section 2.1. The math-

ematical framework of probability intervals and its integration with the BN approach are

described in Section 2.2 and 2.3 respectively.

2.1 Bayesian Networks

Bayesian Networks are probabilistic models supported by the use of directed acyclic graphs.

As any graphical model this kind of approach is based on a double nature: the structure of

the problem under study is reproduced by the graphical framework, where nodes stand for

random variables and edges represent the causal relationship existing between two nodes.

The strength of this dependency between variables is expressed through the introduction

of Conditional Probability Distributions (CPDs), which are the numerical parameters of

the network: with every node is associated a conditional probability tensor that includes

the conditional probabilities associated with the outcomes of the node under consideration
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given the outcomes of its parents. When the parameters of the network are crisp probability

values (as for traditional BNs adopting exact inference algorithms), the CPDs are also

referred to as Conditional Probability Tables (CPTs). Nodes without parents are referred

to as the roots of the network: in this case they are associated with marginal probability

values instead of conditional ones. BNs allow to compute the joint probability over the

set of variables involved propagating the conditional and marginal probabilities associated

with each node within the network structure. Let X = {X1, X2, ..., Xn} be a set of n nodes

connected to form a BN. Each node Xi of X represents a variable of the problem under

study and it is associated with a conditional density p(Xi|pa(Xi)) where pa(Xi) denotes

the parents of Xi. According to the local Markov condition, values of variables remain

conditionally independent of its non-descendants given its parent variables. Conditional

independence is also veri�ed in BNs for d-separated variables; two nodes X1 and X2 are

d-separated by a third variable X3 if this belongs to every path linking X1 and X2, and

it is either known and in a serial or diverging connection (see Fig.1 a and b), or it is in a

converging connection and neither X3 nor any of its descendants are known (see Fig.1 c).

Since every variable is assumed independent of its non-descendants and non-parents given

X1 X2

X3

(a)

X1

X2

X3

(b)

X1 X2

X3

X4

(c)

Figure 1: Examples of d-separation for the nodes X1 and X2. The nodes highlighted
indicate the introduction of evidence

its parents (i.e., local Markov condition), the joint probability over the set of variables in

X can be expressed as:

P (X) =
∏

i

p(Xi|pa(Xi)) (1)

The adoption of the BN approach allows to factorize the joint probability over the set of

variables X exploiting the knowledge available regarding their conditional dependencies.

Hence, introducing as input the probabilities of the events associated with each node con-

ditional to its parents' outcome, it is possible to combine these values according to Bayes'

theorem in order to estimate the probability of any single or complex event represented in

the network. Indeed, inference with BNs generally involves the calculation of the posterior

marginal probability for a query variable. The key feature of BNs is the capability of up-

dating this information in light of new information that may become available. This allows
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not only to update the belief toward a certain event (referred to as belief updating) on the

basis of the information gathered but also to take into account possible what-if scenarios.

Information available regarding the state of a certain node can be taken into account in-

troducing evidence in the network. For example, the evidence E = {X1 = x1,1, X3 = x3,1}
�xes the values of the variables X1 and X3, assigning the outcomes x1,1 to the node X1

and x3,1 to X3. Hence, the distribution for any query variable XQ given the evidence E

over the variables XE = {X1, X3} can be expressed as:

P (XQ|E) =
P (XQ,E)

P (E)
=

∑
X\XQ∪XE

p(X)
∑

X\XE
p(X)

(2)

Several algorithms are provided in the literature to carry out inference computation. Exact

inference algorithms provide analytical computation of the probability distribution over the

variables of interest. Generally, these methods focus on ordering operations e�ciently for

the computation of sub-expression of Eq.(2) [10], sometimes adopting auxiliary junction

trees [7]. Moreover, some exact algorithms adopt conditioning operations to reduce the

inference problem to the manipulation of polytrees (i.e., a directed acyclic graph whose un-

derlying undirected graph is a tree) through the removal of sets of selected edges, generally

known as loop cutsets. There are also inference algorithms that combine the two approaches

(i.e., the use of auxiliary and conditioning operations) [9]. In spite of the variety of exact

algorithms available, large multi-connected networks pose serious di�culties for exact in-

ference. This has led to the implementation of approximate algorithms, generally based on

Monte Carlo approaches [14] [4], structural or variational changes in networks [16], or in

specialized techniques [20].

2.2 Interval Probabilities

The notion of minor and major limits on probability was �rst introduced by George Boole

in the second half of the nineteenth century. Almost a century later, the studies of Fréchet

provided a systematic framework for bounding calculations with probabilities that make

no dependence assumptions [13] [17]. Today, the adoption of probability intervals and

probabilistic analyses using bounding arguments are widely common in many sectors of

science and engineering.

The success of this approach and the interest that has attracted can be easily explained

by the inner capability of providing an accurate depiction of the information and data

available. Indeed, it is commonly required in engineering practice and more generally in

real-world applications, to associate precise probabilities with every possible event. The

adoption of probability bounds allows avoiding the introduction of biases and assumptions

which are generally adopted due to the lack of data available and can lower signi�cantly
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the accuracy and trustfulness of the analysis.

According to interval probability theory, an event A can be characterized by a range of

probability
[
p(A), p(A)

]
⊆ [0, 1], where p(A) and p(A) refer to the lower and upper bounds

respectively of the probability interval p(A). Hence, an interval probability model may be

de�ned mathematically as a mapping from the space of events to the space of intervals on

[0, 1], which is de�ned as I = {
[
p(A), p(A)

]
, p(A), p(A) ∈ R|0 ≤ p(A) ≤ p(A) ≤ 1} [3].

Given two events A and B and the associated probability intervals p(A) =
[
p(A), p(A)

]

and p(B) =
[
p(B), p(B)

]
, the probability of the conjunction event A ∩ B will be in the

interval:

p(A ∩B) =
[
p(A)× p(B), p(A)× p(B)

]
(3)

in case of independence of the events A and B. More generally, if no assumption of indepen-

dence is made, the interval for the conjunction event can be obtained according to Fréchet

inequalities:

p(A ∩B) =
[
max

(
0, p(A) + p(B)− 1

)
,min (p(A), p(B))

]
(4)

Similarly, the bounds for the probability of the disjunction event for the outcomes A and

B, p(A ∪B) can be calculated as:

p(A ∪B) =
[
1−

(
1− p(A)

) (
1− p(B)

)
, 1− (1− p(A)) (1− p(B))

]
(5)

which in case of independence is reduced to:

p(A ∪B) =
[
max(p(A), p(B)),min(p(A), p(B))

]
(6)

If the outcome A with probability bounds [p(A), p(A)] is the negation (or complementation)

of the event B, the probability of the event A will fall within the interval:

p(B) = [1− p(A), 1− p(A)] (7)

Other logical operations can be computed with similar formulations, as the complementa-

tion rule in Eq.(7).

2.3 Bayesian Networks including Interval Probabilities

Precise probability assessments are required for the implementation of BNs. In practical

applications, where the information available is often limited to scarce data or contradictory

or even based on expert judgement, this can be a signi�cant restriction to the construc-
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tion of accurate models. The most common approach aiming to relax this requirement

consists of integrating the BNs framework with closed convex sets of probability measures,

generally known as credal sets. The aim of this kind of representation is to capture and

describe not only the information available but also the ignorance associated with it, due to

incompleteness and imprecision. Several mathematical frameworks, aiming to characterize

credal sets, are embraced by this de�nition, originating a variety of approaches generally

enclosed in the de�nition of Credal Networks. It is hence opportune to �rst clarify the

exact �eld of application of the current work and to provide basic de�nitions. This study

focuses on the inference computation of Bayesian Networks including probability intervals,

hence on the propagation of probability bounds within the network structure. The main

idea is to associate the variables of the network with probability intervals instead of crisp

values, in order to depict the uncertainty a�ecting the belief numerically represented. This

means that any j-th outcome xji of a certain node Xi in the network is associated with

an upper (p(xji |pa(Xi))) and lower (p(xji |pa(Xi))) probability bound. Any value enclosed

in the resulting interval is then a credible estimate of the outcome likelihood. The Carte-

sian product of the set of probability intervals associated with all the possible outcomes

j = 1, ..., n of the node Xi can be geometrically represented as a hyper-rectangle in the

n-dimensional space Rn, where the j-th dimension represents the value of p(xji |pa(Xi)).

According to probability theory, only points within this polytope where coordinates add

up to 1 are probability distributions. The probability intervals associated with the node

Xi result hence to be a convex set in the Rn space restricted by the constraint [23]:

p(xji |pa(Xi)) ≤ p(xji |pa(Xi)) ≤ p(xji |pa(Xi)),∀j = 1, ..., n (8)

n∑

j=1

p(xji |pa(Xi)) = 1 (9)

This representation implies that the interval constraints impose bounds to each other.

Hence, a consistency constraint for singletons in the convex set (which are the input pa-

rameters of the network) can be introduced as:

p(xji |pa(Xi)) +

n∑

k=1,k 6=j

p(xki |pa(Xi)) = 1, ∀j = 1, ..., n (10)

p(xji |pa(Xi)) +
n∑

k=1,k 6=j

p(xki |pa(Xi)) = 1, ∀j = 1, ..., n (11)

Eq.(10) and (11) imply that any value between the bounds must be a possible probability

estimate, coherently with the convex representation of the CPD. It is assumed in this

paper that all the input probabilities verify Eq.(10) and (11) and are hence consistent. The
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constraints imposed on the singletons in input ensure the characterization of the convex

sets through the speci�cation of the vertexes of the convex hull [23]. The choice of adopting

such representation comes from the signi�cant restrictions imposed by the use of singleton

interval probabilities within the network. Hence, the application of Bayes' rule to an

interval-valued measure does not necessarily provide an interval-valued posterior: this would

hence results in not-convex sets, which would make the computation much harder if not

impossible. In other words, imposing the condition in Eq.(10) and (11) (which can be seen

as a sort of normalization procedure for the probability intervals in input) the vertex of the

convex hull of the initial set are de�ned to be propagated in the network.

In the current study, all joint measures computed satisfy Eq.(1) adopting the probability

density values stored in the CPDs of the model: this representation is generally known as

the strong extension of the network. According to Cozman et al. the strong extension is

the largest joint credal set where all extreme points satisfy Eq.(1). Due to their intuitive

similarity to standard Bayesian networks and their computation complexity which results

relatively simple in comparison to other extensions [8], strong extensions are the most

common type of credal network studied in the literature. Few studies have addressed

the topic of bounds propagation in belief networks adopting similar constraints as those

described in this section [23] [24]. Di�erently from previous studies, the aim of this work

is to test the possibility of adopting BN traditional exact inference algorithms for the

computation of inner and outer approximation of query probability bounds. The main

advantage of such an approach is its simplicity: it can be easily applied through the use

of BN packages, a large range of which is available [19]. It can be regarded hence as an

additional tool to test the robustness of BN models at a low computational cost.

3 Inference Algorithm

A traditional BN can be described as the integration of a graphical framework and a set

of CPTs containing the crisp probabilities associated with each node of the net. According

to this de�nition, we can easily visualize a BN including interval probabilities as equiva-

lent to an in�nite series of traditional BNs sharing the same graph but characterized by

di�erent crisp values of the conditional probabilities in input. In a BN the probability of

any instantiation e, P (e), is a linear function of any CPTs parameter p(x|u) [5] [6]. This

allows to identify a �nite number of signi�cant crisp networks (as they will be referred

from now on) each of which is associated to a di�erent combination of the initial interval

probability bounds. In other words, a BN containing n boolean nodes (i.e., with only two

complementary outcomes) described through probability intervals can be decomposed in

2n traditional BNs (or crisp networks): each of these networks shares the same graphical

structure of the initial model and is associated with a set of CPTs whose parameters are
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selected among the bounds of the initial conditional probability intervals according to the

2n possible combinations available.

A naive approach for the derivation of exact probability bounds on a query variable of inter-

est for a BN framework including probability intervals, consists of applying standard exact

inference methods to each of these crisp networks and �nally to minimize and maximize the

results obtained. This approach can become easily prohibitive in terms of computational

cost for large networks: referring to the previous case mentioned, the calculation of the out-

put probability interval would require the inference computation of 2n di�erent networks.

Only a restricted number of crisp networks actively contribute to the calculation of the

query bounds, while most of the crisp networks result in probability values of the query

lying within the interval and hence ine�ective with regards to the aim of the calculation.

Here, a novel methodology for the computation of probability bounds for BNs including

crisp and interval probabilities is proposed. The approach is formulated for boolean vari-

ables and allows to identify the network set-ups (hence the combinations of probability

bounds) which maximize the upper bound and minimize the lower bound of the marginal

probability in output, without running the computation on every possible crisp network.

The procedure followed for the inference computation consists of three main steps:

1. First, the computation of the bounds for the joint probability of the interval probabil-

ity variables, as described in Section 3.1, is performed. This step implies the inference

computation of two arti�cial crisp networks, one for the upper and one for the lower

bound, that can be carried out using any traditional exact inference algorithm.

2. The second phase consists in the identi�cation of the input bounds combinations

which can potentially maximize and minimize the bounds of the query variable in

output, as described in Section 3.2 and 3.3.

3. Finally, inference is computed on the crisp networks previously identi�ed (Section

3.4). Also in this case the computation can be made through the use of well-known

exact inference algorithms.

In the following sections the steps mentioned are carefully described and their application

illustrated with regards to a simple case study, shown in Fig.2. The model adopted consists

of six nodes and refers to an experts system to estimate the possible scenario of whether

there is a �re in a building [6]. In order to provide a clear and understandable description

of the method only the nodes Fire, Alarm and Smoke are assumed to be characterized by

probability bounds. Each node is referred according to the initial of the node's name: the

bold font refers to the space of outcome events associated with the variable, while each

state is identi�ed by a numerical subscript (e.g., event A = {A1, A2}, where A1 and A2

represent the complementary outcome states for the node Alarm).
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Before proceding with the description of the proposed algorithm, it is opportune to spec-

ify the nomenclature adopted in the following sections. Indeed, due to the nature of the

methodology described, this latter appears slightly di�erent from the one generally used so

far and common to the �eld of interval probability theory. Di�erently from before, the se-

lection of a speci�c probability bound is de�ned by a line over or under a certain event iden-

ti�er. For example, p(A) =
{
p(A1), p(A2)

}
and p(A) =

{
p(A1), p(A2)

}
refer respectively

to the upper and lower probability bounds of the outcome states A1 and A2 of the event A.

This choice has been selected in order to ensure clarity when referring to the probabilities

associated with a speci�c crisp network. For instance, let pm(F1), pm(F2) be the entries of

the CPT associated to the node Fire for the m-th crisp network of the current case-study.

Similarly, pm(S1|F1), pm(S1|F2), pm(S2|F1), pm(S2|F2) will be the network parameters asso-

ciated with the node Smoke and pm(A1|F1), pm(A1|F2), pm(A2|F1), pm(A2|F2) those asso-

ciated with the node Alarm. According to the de�nition of crisp networks, such parameters

can be expressed as the bounds of the probability intervals associated with the initial credal

network, such as pm(F1) = p(F1), pm(F2) = p(F2), pm(S1|F1) = p(S1|F1), pm(S1|F2) =

p(S1|F2), pm(S2|F1) = p(S2|F1), pm(S2|F2) = p(S2|F2) and so on, where the crisp network

m is assumed to include the upper probability bounds and lower probability bounds re-

spectively associated with the state 1 and 2 of nodes F, S, A. According to the proposed

nomenclature, the parameters of the m-th crisp network are expressed as: pm(F1) = p(F1),

pm(F2) = p(F2), pm(S1|F1) = p(S1|F1), pm(S1|F2) = p(S1|F2), pm(S2|F1) = p(S2|F1),

pm(S2|F2) = p(S2|F2) etc. This applies also to the probability values computed on the basis

of the input parameters of the network: for instance, the joint probability pm(F1, S1, A1) =

pm(A1|F1)pm(S1|F1)pm(F1) will be expressed as p(F1, S1, A1) = p(A1|F1)p(S1|F1)p(F1).

In light of this, p(F1, S1, A1) is then an actual probability value associated with the m-th

crisp network of the initial credal model, so that the condition Σi,j,k=1,2pm(Fi, Sj , Ak) = 1

is veri�ed (i.e. p(F1, S1, A1) + p(F2, S1, A1) + p(F1, S2, A1) + p(F1, S1, A2) + p(F2, S2, A1) +

p(F2, S1, A2) + p(F2, S2, A2) + p(F1, S2, A2) = 1). Finally, the capital letter P refers to

global beliefs, hence to the targets of the inference computation, while p refers to the

CPTs parameters of the model or to intermediate probabilities involved in the inference

computation.

3.1 Computation of joint probability bounds

This step of the method deals with the computation of the upper bound for the joint

probability of the interval probability nodes. To do so, exact inference algorithms are ap-

plied on a crisp network containing all the upper bounds of the initial interval parameters.

As previously mentioned each crisp network is associated with a particular combination

of bounds of the initial probability intervals. Hence, given the complementarity of the

events for each node of the network (according to the initial assumptions) no combina-
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tion will include all the probability upper bounds (or lower bounds): for instance, all the

combinations including the parameter p(F1) will necessarily contain p(F2), respecting the

sum-to-one rule p(F1) + p(F2) = 1. Hence, these crisp networks should be considered as

arti�cial ones, meaning that they do not refer to a possible combination of the bounds (no

possible combination includes all the upper or all the lower bounds).

When considering as query the joint probability over all the interval probability nodes in

input, the analysis of such arti�cial networks is su�cient to identify the exact values as-

sociated to each possible outcome of joint events. This computation can be carried out

adopting any exact inference algorithm (e.g., junction tree, variable elimination etc.): due

to its simplicity and intuitive nature, the variable elimination algorithm has been selected

in this section.

Variable elimination is a simple and well-known exact inference algorithm for BNs and

probabilistic graphical models. Given a query variable, the basic idea of the algorithm is

to assign an order over the variables of the network (with the query node coming last),

maintaining a list of factors that depend on the given variables. The elimination of the

nodes is carried out summing on the variables according to the order previously determined

and memorizing the result of the intermediate computation. In other words, the inference

Fire

Smoke

Tampering

Alarm

Leaving

Report

Figure 2: Overview of the BN expert system model

computation allows to compose the CPTs parameters of each node in order to obtain the

probabilistic query of interest. In the case of the example in Fig.2, the query of interest

would be the joint probability of the nodes F,S,A (namely p(F,S,A)), which are the only

ones in the network associated with interval probabilities. Hence, the application of the

variable elimination algorithm to the upper bounds set proceeds as follow:

� De�ne the order of elimination as follow: Report, Leaving, Tampering, Fire, Smoke,

Alarm;
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� Initialize the factor list: p (T), p
(
F
)
, p
(
S|F

)
, p
(
A|T,F

)
, p
(
L|A

)
, p
(
R|L

)
, where

the upper bar indicates the selection of the upper bound of the probability interval

in input;

� Eliminate Report : take p
(
R|L

)
o� the factor list and compute factor

fR(L) =
∑

R

p
(
R|L

)
(12)

� Eliminate Leaving : take p (L|A) and fR(L) o� the factor list and compute factor:

fL(A) =
∑

L

p
(
L|A

)
fR(L) (13)

� Eliminate Tampering : take p (T) and p
(
A|T,F

)
o� the factor list and compute

factor:

fT(A,F) =
∑

T

p (T) p
(
A|T,F

)
(14)

� From the updated list the joint probability for the upper bounds of the interval

probability nodes (Fire, Smoke, Alarm) is obtained as:

P (F,S,A) = fT (A,F)p
(
S|F

)
p
(
F
)

(15)

Equation 15 provides the �nal values of the probabilistic query for each possible state

of the joint event F ∩ S ∩A. Since all the nodes considered are boolean the number

of outcomes for the joint event is 23 and the calculated values of P (F,S,A) can be

visualized in a matrix of size 2× 2× 2 :

P (F,S,A) =






p(F1, S1, A1) p(F1, S2, A1)

p(F2, S1, A1) p(F2, S2, A1)






p(F1, S1, A2) p(F1, S2, A2)

p(F2, S1, A2) p(F2, S2, A2)







Each of the elements of the matrix P (F,S,A) is associated with a di�erent crisp network :

each term of the matrix is included in only one possible combination of initial probability

bounds. To obtain the same upper bounds of the joint probability of the nodes Fire, Smoke

and Alarm without using the upper bounds arti�cial network would require to maximize

the results of the inference of 23 di�erent subnets, one for each combination of probability
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bounds. If no evidence is introduced in the nodes involved, the probability bounds for the

joint probability P (F,S,A) computed using the arti�cial crisp network are exact, hence

match perfectly with those deduced from the 23 true crisp networks. The same procedure

shown in this section can be applied to the crisp network including all the lower bounds in

input and obtaining the lower bound of the joint probability as:

P (F,S,A) = fT (A,F)p (S|F) p (F) (16)

3.2 Computation of outer bounds

To marginalize the joint probability obtained in Eq.(15) and (16) in order to compute any

more speci�c query (e.g., a marginal or joint probability who does not enclose all the proba-

bility bounded nodes) would result in an overestimation of the upper (and underestimation

of the lower) bound of the probability in output. This is due to the fact that the set-up

of the arti�cial net related to the adoption of only upper bounds (or only lower bounds)

does not represent a possible combination of the initial parameters but it is an arti�cial

network built for the only purpose of reducing the cost of the inference computation. For

instance, the upper bound of the marginal probability for the state 1 of the node Fire,

p(F1), computed from the joint probability P (F,S,A) is equal (neglecting normalization)

to
∑

i,j=1,2 p(F1, Si, Aj), hence

p(F1) = p(F1, S1, A1) + p(F1, S2, A1) + p(F1, S1, A2) + p(F1, S2, A2) (17)

This value is necessary higher than any probability obtained by inference computation on

the possible crisp networks since, according to the complementation rule of Eq.(7), no

combination of bounds can include the upper bounds for both mutually exclusive states

of a node (e.g., it would be impossible to have p(F1, S1, A1) and p(F1, S2, A2) within the

same crisp network of the network). In light of this, coarse outer bounds for the exact

probability interval of the query variable can be calculated with a simple marginalization

procedure over the joint probability bounds of Eq.(15) and (16). If the �nal probabilistic

query requested by the user is not associated with a probability bounded node, it must

be included in the initial joint probability calculation. For the example, if the �nal query

is the marginal probability of a crisp node such as Leaving, the joint probability to be

calculated is P (F,S,A,L). Hence, in similar cases, the intermediate joint query for this

phase of the study must embrace also the traditional node included in the �nal query. This

does not introduce any di�erence in the procedure to follow which remains limited to the

computation of a joint probability query for the upper bound arti�cial network and its

marginalization.
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3.3 Identi�cation of relevant net set-up for inner bounds

Once the bounds for the joint probability of the interval probability variables have been

computed, the crisp networks which maximize and minimize the bounds of the query of

interest can be identi�ed. With regards to the example of Fig.2, let select as �nal query

of the computation the marginal probability for the node Fire. The upper bound for

the outcome state F1 is the maximum value among the marginal probabilities computed

according to the di�erent possible combinations including the upper bound of the event

itself. Since the total possible combinations of bounds are 23 the number of those including

the upper bound of F1 is equal to 4. Fixing one of the bounds (i.e., F1), the possible crisp

networks will be restricted to the combinations of the bounds of the remaining interval nodes

S and A, namely 22. This translates into the condition P (F1) = max(P (F1)combi), i =

1, 2, 3, 4. Considering the marginalization of P (F1) from the joint probability p(F1,S,A)

for all the possible crisp the following equations are obtained:

1. P (F1)comb1 = p(F1, S1, A1) + p(F1, S2, A1) + p(F1, S1, A2) + p(F1, S2, A2)

2. P (F1)comb2 = p(F1, S1, A1) + p(F1, S2, A1) + p(F1, S1, A2) + p(F1, S2, A2)

3. P (F1)comb3 = p(F1, S1, A1) + p(F1, S2, A1) + p(F1, S1, A2) + p(F1, S2, A2)

4. P (F1)comb4 = p(F1, S1, A1) + p(F1, S2, A1) + p(F1, S1, A2) + p(F1, S2, A2)

Hence, comparing the marginal probabilities related to combination 1 and 2:

P (F1)comb1 − P (F1)comb2 = p(F1, S1, A1)− p(F1, S1, A1)

+p(F1, S2, A1)− p(F1, S2, A1)

+p(F1, S1, A2)− p(F1, S1, A2)

+p(F1, S2, A2)− p(F1, S2, A2)

(18)

Since no inference has been computed for the true crisp networks, the only known values

of the joint probability p(F1,S,A) are those including all the upper bounds of the events

referred, which have been calculated in the previous step (see Eq.(15)) through the use of

the arti�cial upper bounds network. According to Bayes' theorem:

p(F1, S1, A1) = p(F1, A1|S1)p(S1) (19)

Since considering the bounds of the probability does not a�ect the nature of the event but

only the numerical value of its likelihood, it is straightforward to apply the theorem to the
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probability bounds. This allows to identify the relations between the probability bounds

of the joint event and those of marginal outcomes, as for instance:

p(F1, S1, A1) = p(F1, A1|S1)p(S1)comb2 (20)

and similarly:

p(F1, S1, A1) = p(F1, A1|S1)p(S1)comb1 (21)

The value of p(S1) in the �rst of the two equations refers to the marginalization of the

joint probability associated with combination 1 (which indeed includes the bounds F1 and

S1 shown in the equation), while the lower bound p(S1) refers to the value of the marginal

probability related to combination 2.

Indeed, the computation of probability on a set of variables di�erent from those associated

with probability bounds in input implies a marginalization procedure. This results in

di�erent values for each combination of bounds considered in input. In light of this, the

elements p(F1, S1, A1) and p(F1, S2, A1) can be written as:

p(F1, S1, A1) =
p(F1, S1, A1)p(S1)comb2

p(S1)comb1

(22)

p(F1, S2, A1) =
p(F1, S2, A1)p(S2)comb1

p(S2)comb1

(23)

Substituting these expressions in Eq.(18), the di�erence between the marginal probabilities

resulting from combination 1 and 2 can be rewritten as:

P (F1)comb1 − P (F1)comb2 = p(F1, S1, A1)− p(F1, S1, A1)
p(S1)comb2

p(S1)comb1

+p(F1, S2, A1)
p(S2)comb1

p(S2)comb2

−
(24)

and rearranged as shown in Eq.(25).

P (F1)comb1 − P (F1)comb2 = p(F1, S1, A1)

[
p(S1)comb1 − p(S1)comb2

p(S1)comb1

]

−p(F1, S2, A1)

[
p(S2)comb2 − p(S2)comb1

p(S2)comb2

]

+p(F1, S1, A2)− p(F1, S1, A2)− p(F1, S2, A2) + p(F1, S2, A2)

(25)
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Since p(S2)comb2 = 1−p(S1)comb2 and p(S2)comb1 = 1−p(S1)comb1, the condition p(S2)comb2−
p(S2)comb1 = p(S1)comb1 − p(S1)comb2 is veri�ed, which leads to:

P (F1)comb1 − P (F1)comb2 =
[
p(F1, A1|S1)− p(F1, A1|S2)

] [
p(S1)comb1 − p(S1)comb2

]

+p(F1, S1, A2)− p(F1, S1, A2)− p(F1, S2, A2) + p(F1, S2, A2)

(26)

Again, in light of the Bayes' theorem Eq.(26) can be rewritten as:

P (F1)comb1 − P (F1)comb2 =
[
p(F1, A1|S1)− p(F1, A1|S2)

] [
p(S1)comb1 − p(S1)comb2

]

+p(F1, A2|S1)p(S1)comb1 − p(F1, A2|S1)p(S1)comb2

−p(F1, A2|S1)p(S2)comb2 + +p(F1, A2|S1)p(S2)comb1

(27)

and hence

P (F1)comb1 − P (F1)comb2 =

[
p(F1, A1|S1)− p(F1, A1|S2) + p(F1, A2|S1)− p(F1, A2|S2)

]

[
p(S1)comb1 − p(S1)comb2

]
(28)

It is straightforward to rearrange Eq.(28) into Eq.(29)

P (F1)comb1 − P (F1)comb2 =
[
p(F1|S1)− p(F1|S2)

]

[
p(S1)comb1 − p(S1)comb2

] (29)

Since p(S1)comb1 > p(S1)comb2, the di�erence p(S1)comb1 − p(S1)comb2 is always positive.

Subsequently, the requisite p(F1|S1) > p(F1|S2) results to be a necessary and su�cient con-

dition which veri�es p(F1)comb1 > p(F1)comb2. Clearly the values of p(F1|S1) and p(F1|S2)
are unknown so that, in order to verify the condition, an estimate of these probabilities is

required.

Extending the same procedure to all the possible combinations, similar conditions are ob-
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tained:

P (F1)comb1 > P (F1)comb2 ⇐⇒ p(F1|S1) > p(F1|S2) (30a)

P (F1)comb2 > P (F1)comb3 ⇐⇒ p(F1|A1) > p(F1|A2) (30b)

P (F1)comb3 > P (F1)comb4 ⇐⇒ p(F1|S1) > p(F1|S2) (30c)

P (F1)comb4 > P (F1)comb1 ⇐⇒ p(F1|A2) > p(F1|A1) (30d)

P (F1)comb1 > P (F1)comb3 ⇐⇒ p(F1|A1) > p(F1|A2) (30e)

P (F1)comb2 > P (F1)comb4 ⇐⇒ p(F1|A2) > p(F1|A1) (30f)

It can be deduced that combination 1 would give as a result the maximum value of P (F1) if

and only if both the conditions p(F1|S1) > p(F1|S2) and p(F1|A1) > p(F1|A2) are veri�ed.

Hence the combination of bounds in input which results in the computation of P (F1) =

max(P (F1)combi), i = 1, 2, 3, 4 is the one which encloses, for each node, the upper bound of

the outcome that has the major impact on the conditional probability of the query variable.

In other words, comparing the conditional probabilities of the query variable given the

outcomes of the network nodes, the combination of input bounds which maximizes the

marginal probability of the query variable can be identi�ed. In order to do so, the joint

probability bounds obtained in Eq.(15) and (16) can be adopted for the calculation:

max
[
p(F1|A)

]
= max

( ∑
S p(F1,S,A)∑
S,F p(F,S,A)

)
= max

(
p(F1,A)crispUP

p(A)crispUP

)
(31)

max
[
p(F1|S)

]
= max

( ∑
A p(F1,S,A)∑
A,F p(F,S,A)

)
= max

(
p(F1,S)crispUP

p(S)crispUP

)
(32)

If Eq.(31) gives max
[
p(F1|A)

]
= p(F1|A1) and Eq.(32) max

[
p(F1|S)

]
= p(F1|S1), the

combination 1 (which includes the bounds A1 and S1) results in p(F1)comb1 = P (F1) =

max(P (F1)combi), i = 1, 2, 3, 4. From the analysis of the joint probability upper bounds

(Eq.15) it is possible to identify the combination of bounds in input which maximize and

minimize the query probability of interest. As mentioned in the former section, if no

evidence is introduced the values of the joint probability in Eq.(16) and Eq.(15) match the

exact values of the bounds: the net set-up identi�ed is the one which also results in the

exact bounds for the query variable. Conversely, if evidence is introduced in one of the

nodes associated in input with interval probabilities (e.g., nodes F,S and A in the example

under study), the analysis proposed leads to approximate results. Indeed, the introduction

of evidence in one of the interval nodes implies the joint probability computed according to
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Section 3.1 to only approximate the exact values due to the impossibility of estimating the

normalization factor for each probability value (which would require to compute inference

over each combinations possible). Hence, in this case, the computation of inference on the

net set-up identi�ed by the analysis would result in an inner approximation of the true

bounds of the query probability.

3.4 Computation of Probability Bounds

The procedure described in the previous sections, regarding both the outer and inner ap-

proximation (or computation of exact bounds if no evidence is linked to the interval param-

eters in input), can be applied to the query variable. This allows to identify the combination

of bounds of the initial network which maximize and minimize the probability of each state.

The outer bounds are calculated by marginalizing the initial joint probability distributions,

obtained for the upper and lower crisp network. The inner bounds can be calculated once

the crisp network associated to the bounds of each states are identi�ed according to Sec-

tion 3.3; hence, inference can be made on this traditional BN adopting any exact inference

algorithms (e.g., junction tree, variable elimination etc.). If no evidence is associated with

interval probability parameters in input, the bounds computed through this latter proce-

dure are exact.

The overall computational cost of the method is limited to the computation of the initial

joint probability for the arti�cial crisp networks (i.e., the networks containing only upper

and lower bounds) and of two crisp networks, one for each outcome states of the query.

Indeed, since the nodes are assumed to be boolean, the set-up maximizing one state will

automatically minimize the complementary outcome of the query. The computation of

the inference for the initial network containing probability intervals is then reduced to the

analysis of 4 traditional BNs (the arti�cial upper and lower bound network and the crisp

networks identi�ed for each state of the marginal query), regardless the number of interval

probability nodes in the initial model. When no inference is available regarding interval

parameters in input, the analysis can be reduced to the only procedure described in Section

3.3 which ensures the calculation of exact bounds through the analysis of 3 crisp networks

(i.e. the computation of only one arti�cial crisp network is required).

4 Numerical Application

The method described in the former sections have been applied to a simple BN model, in

order to test its e�ectiveness. The network under study (Fig.2) consists of six nodes and

refers to an experts system to estimate the possible scenario of whether there is a �re in

a building. As for the former sections, all the nodes of the network involved are boolean.
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Here, all the nodes are characterized by probability intervals, shown in Table I, except the

node Tampering, which is de�ned by crisp probability values. The values of the intervals

have been assumed by the authors on the basis of the probability measures available in the

literature with regards to the same case-study [6]. Inference has been computed for all the

Table 1: The CPTs of the Bayesian Network in Fig.2

Tampering=false Tampering=true

0.98 0.02

Fire=false Fire=true

[0.98, 0.99] [0.01, 0.02]

Tampering Fire Alarm=false Alarm=true

false false [0.9998, 0.9999] [0.0001, 0.0002]
false true [0.0100, 0.0150] [0.9850, 0.9900]
true false [0.1000, 0.1500] [0.8500, 0.9000]
true true [0.4000, 0.6000] [0.4000, 0.6000]

Fire Smoke=false Smoke=true

false [0.90, 0.99] [0.01, 0.10]
true [0.09, 0.13] [0.87, 0.91]

Alarm Leaving=false Leaving=true

false [0.580, 0.999] [0.10, 0.12]
true [0.001, 0.420] [0.88, 0.90]

Leaving Report=false Report=true

false [0.80, 0.99] [0.24, 0.75]
true [0.01, 0.20] [0.25, 0.76]

bounded nodes of the network adopting the method described in Section 3 and compared

with the results of the combinatorial approach. In all cases not involving evidence, the

results associated with the inner probability bounds have perfectly matched those obtained

with a combinatorial approach.

Table 2: Marginal Probability Bounds computed for node Smoke

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.7033 0.8838 0.8838 0.9814 0.9814 0.9919
True 0.0081 0.0186 0.0186 0.1162 0.1162 0.2967

Tables 2, 3 and 4 show the results of the inference computation for the nodes Smoke,

Report and Alarm, when no evidence is introduced in the network. The results shown were

obtained through the inference computation of only three networks per query, while the
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Table 3: Marginal Probability Bounds computed for node Report

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.4167 0.5547 0.5547 0.9719 0.9719 0.9816
True 0.0184 0.0281 0.0281 0.4453 0.4453 0.5833

Table 4: Marginal Probability Bounds computed for node Alarm

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.9073 0.9625 0.9625 0.9733 0.9733 0.9865
True 0.0135 0.0267 0.0267 0.0375 0.0375 0.0927

combinatorial approach would require the analysis of 25 networks. The inner approximation

for the lower and upper bounds of the marginal probability actually results equal to the

exact values of the interval. Conversely, the outer approximation diverges from the exact

bound from a minimum of 0.0097 (for the node Report) to a maximum of 0.1805, registered

for the node Smoke. The di�erence between the two results is due to the di�erent approach

adopted for the computation of the inner and outer bounds: as explained in the former

sections, the outer approximation output were computed marginalizing the joint probability

obtained through the analysis of arti�cial crisp networks which do not match any possible

combination of probability bounds. In light of this, the coarseness of the approximation

was largely predictable but still compensated by a lower computational e�ort, which could

be better appreaciated in larger networks.

The analysis has been carried out also taking into account the introduction of evidence.

Table 5: Marginal Probability Bounds computed for node Leaving in the case of �re

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.0426 0.1085 0.1085 0.1435 0.1435 0.3053
True 0.6947 0.8565 0.8565 0.8915 0.8915 0.9574

Table 6: Marginal Probability Bounds computed for node Report in the case of �re

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.1595 0.3008 0.3008 0.3562 0.3562 0.5526
True 0.4474 0.6438 0.6438 0.6992 0.6992 0.8405
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Tables 5 and 7 show the bounds computed for the marginal probability of the nodes Leaving

and Report considering the occurrence of �re in the building. Also in this case the inner

approximation corresponds to the true interval. Introducing evidence regarding the alarm

Table 7: Marginal Probability Bounds computed for node Report in the case of �re alarm

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.2016 0.2960 0.2960 0.3388 0.3388 0.4587
True 0.5413 0.6612 0.6612 0.7040 0.7040 0.7984

in the network, hence assuming the alarm tripping, the inner bounds approximate the

exact value closely, with an absolute error in the order of magnitude of 10−15. Conversely,

introducing evidence in the node Report the accuracy of the analysis appears to be lower.

As Table 8 shows, the lower inner bound referring to the occurrence of a �re in the case

of evacuation (and hence the upper bound for the complimentary outcome) results 0.0124

higher then the true value. The worst performance for the method are registered in the

Table 8: Marginal Probability Bounds computed for node Fire in the case of an evacuation
of the building

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.4294 0.4783 0.4907 0.9795 0.9795 0.9829
True 0.0171 0.0205 0.0205 0.5093 0.5217 0.5706

case of evidence introduced in the node Report and in particular for the computation of

the marginal probability of the node Alarm. As shown in Table 9, the upper inner bound

for the occurrence of the event Fire in this case approximates only coarsely the true value.

Table 9: Marginal Probability Bounds computed for node Fire in the case of occurrence of
the event Report

Lower Bound Upper Bound

State Outer Exact Inner Inner Exact Outer

False 0.5174 0.6246 0.9599 0.9682 0.9842 0.9892
True 0.0108 0.0158 0.0318 0.0401 0.3754 0.4826
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5 Discussion

Overall, also in the case in which evidence is introduced in the network, the outer approxi-

mation provides only a coarse estimation of the true bounds. Moreover, for all the queries

examined, it is possible to notice a wider inaccuracy of the outer bounds associated with

the smaller probability values for the upper bound of the queries (and then relative to the

higher values for the lower bounds). Indeed, either with or without introducing evidence,

the absolute error associated with the outer upper bounds results generally one order of

magnitude higher for the lower probability value than that associated with the more prob-

able outcome state of the same event. For instance, the outer approximation for the upper

bound of the marginal probability associated with the presence of smoke (and hence, spec-

ularly, with the lower bound of the probability of absence of smoke), shown in Table 2,

results equal to 0.1805. For the same node, the exact upper bound for the probability of

not having smoke is approximated by the outer bound with an absolute error of 0.105. This

trend of the outer approaximation, that can be observed in all the query analysed, can be

explained as a consequence of the normalization process: when the lower probability bound

of a given outcome is larger than the upper bound of the complementary event, the sum

of the relative outer bounds tends to be lower than 1, since the outer lower bound (that is

always smaller than the exact value) is associated with a higher weight; hence, in this case

the normalization tends to increase the initial value of the outer approximation, widening

the absolute error associated with the upper bound. Simmetrically, when the value of the

upper bound of a given event results higher than that of the lower bound associated with

its complementary event, the sum of the initial outer estimate is higher than 1: in this case

the normalized outer bounds approximating the upper bounds will be closer to the exact

value with respect to the unnormalized estimate, while the contrary will be true for the

outer approximation of the lower bound. However, the accuracy of the outer approxima-

tion seems not to be a�ected by the introduction of the evidence, which instead appears to

impact negatively on the inner approximation of the marginal probability of the occurrence

of �re in the case of the evacuation of the building (Table 8) as well as of occurrence of

the event Report (Table 9). In spite of this, the information provided, in particular with

regards to the inner approximation, is still valid and can be of great value for real-time

decision making support. Indeed, the low computational time of the approach allows to

obtain information also in the case of emergency while more accurate methods, requiring

higher computational power, can be adopted for those applications where accuracy results

more important than real-time results. On the other hand, it is opportune to highlight that

the application of the proposed algorithm in the current research has been restricted in this

study to polytree-shaped networks with binary variables, for which the inference compu-

tation can be solved in polynomial time under strong independence [11]. On the contrary,

the analogous task of computing upper and lower bounds on the posterior probability of
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a given variable is an NP − hard task for generic polytree-shaped credal networks and

becomes NP pp − hard when considering not-polytree-shaped structures [18]. In light of

this, further research is required to investigate the performance of the proposed algorithm

with regards to its application to more complex networks.

6 Conclusions

In this paper, a method for the propagation of probability intervals within Bayesian Net-

works has been proposed. The adoption of traditional exact inference algorithms for the

computation of exact and approximate bounds on the query probability has been tested.

The aim of the procedure is to reduce signi�cantly the cost generally associated with this

kind of inference computation identifying the input combination which minimize and max-

imize the value of the query variables. When no inference is associated with probability

interval in input, the proposed approach allows to compute the exact bounds of the prob-

ability. Conversely, if evidence is available regarding interval parameters, the computation

results in an inner approximation of these bounds. Nevertheless, this information is still

valuable in particular if associated with the results from an outer approximation, which

hence allows to de�nitely bound the location of the true values of the probability.

The main advantage of the method lies in its simplicity: it can be easily implemented and

adopted with traditional inference methods and software already available for BNs.
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Chapter 5

The methods described in Chapter 2 3 and 4 target the limitations of the traditional Bayesian Net-

works approach in the field of risk analysis of complex systems subject to natural hazards, which

were highlighted in Chapter 1. The related algorithms, proposed in the previous sections of this

dissertation, have been implemented computationally in a coherent framework within the general

purpose software OpenCossan. The overall result of the research consists of a complete computa-

tional toolbox which provides the implementation, reduction, inference and sensitivity analysis of

models for risk-informed decision making.

Together with the novel methodologies developed over the course of the present research, the

software integrates cutting-edge approaches and robust methods well-established in the scientific

literature, ensuring the extreme flexibility of the analysis. The tool provides solutions for the re-

duction, sensitivity analysis and inference of the user defined models, offering a range of options

for the computation to be selected on the basis of the accuracy required and suitable computational

time. The object-oriented structure of the software makes the interaction of the tool with external

toolbox simple and intuitive.

The current configuration is based on two object classes: the first of these, defining the basic ob-

ject of the model, is the class Node. It includes the definition of 4 types of nodes, i.e. discrete,

probabilistic, bounded or hybrid, according to the nature of the variable represented and the nature

of the conditional probability to which it is associated. Furthermore, any discrete variable can be

associated with either crisp or interval probability values. The class CredalNetwork provides the

initial implementation of the network and includes the essential methods for its modification and

computation. Specifically, the class ensures the modelling of the network through the identification

and removal of barren nodes, the inclusion of new ones and the discretization of continuous nodes

when required. It also allows to perform the reduction procedure on the initial model (as described

in Chapter 2) relying on a wide range of available system reliability methods (e.g. First Order Re-

liability Methods, traditional Monte Carlo methods, Adaptive Line Sampling etc.), characterized

by different degrees of accuracy and computational costs. The applications of the related methods

transforms the initial credal model into an equivalent BN including interval probabilities, simpli-

fying the computation of the inference on the network. This latter can be either performed through

built-in methods, adapting the accuracy of the analysis to the eventual constraints on computational
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time imposed by the user (see Chapter 4), or through the interaction of the software with the Bayes’

toolbox for Matlab, which provides a wide range of traditional exact inference algorithms. Finally,

the class includes methods for the sensitivity analysis of the models under study, according to the

strategy defined in Chapter 3, allowing to identify the single parameter changes in input which

verifies the user’s constraints imposed on the accuracy of the query probability.

Thanks to the high flexibility of the tool and its structure, further enhancement of the software can

be easily introduced, making room for constant improvements of the implementation.
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Abstract

Bayesian Networks are a �exible and intuitive tool associated with a robust math-

ematical background. They have attracted increasing interest in a large variety of

applications in di�erent �elds. Furthermore, the fast growing availability of computa-

tional power on the one side and the implementation of e�cient inference algorithms

on the other, have additionally promoted the success of this method. In spite of this,

inference in traditional Bayesian Networks is generally limited to only discrete variables

or to probabilistic distributions (adopting approximate inference algorithms) that can-

not fully capture the epistemic imprecision of the data available. In order to overcome

these limitations, Credal Networks have been proposed to integrate Bayesian Networks

with imprecise probabilities which, adopting non-probabilistic or hybrid models, allow

to fully represent the information available and its uncertainty.

In this study a novel computational tool, implemented in the general purpose open soft-

ware OpenCossan, is proposed. The tool provides the reduction of Credal Networks

through the use of structural reliability methods, in order to limit the cost associated

*s.tolo@liverpool.ac.uk
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with the inference computation without impoverishing the quality of the information

initially introduced. Novel algorithms for the inference computation of networks in-

volving probability bounds are provided. In addition, a novel sensitivity approach is

proposed and implemented into the Toolbox in order to identify the maximum tolerable

uncertainty associated with the inputs.

1 Introduction

The fast technological growth that has characterized the last century has progressively

provided more e�cient and advanced instruments for everyday life as well as for indus-

trial and scienti�c applications. This progress goes along with an ever increasing degree

of complexity which concerns the engineering �eld on any level, leading to face new and

more challenging tasks from both mathematical and computational points of view. As a

consequence of this, novel and e�cient tools are strongly needed to adequately predict the

behaviour of complex systems, optimize their performance, estimate their reliability and

evaluate the risks they are subject to, especially with regards to safety-critical installations

(e.g., reservoirs, dams, nuclear and chemical installations etc.).

The accuracy in estimating the actual risks to which a system is subject is clearly bound by

our ability of capturing and representing reality. This means that any engineering analysis

has to face the challenging task of formulating suitable numerical models in a quantitative

manner without ignoring signi�cant information on the one hand, and without introducing

unwarranted assumptions on the other [3]. If this balance is violated, computational re-

sults may deviate signi�cantly from reality and the associated decisions may lead to serious

consequences due to risk underestimation or, conversely, to unnecessary costs in the case

of over-conservative approach.

This challenging task implies two main bottlenecks: the �rst one is associated with the

technological complexity of the systems under study. This includes the representation of

elaborate networks of dependencies among subsystems and components interacting directly

or indirectly with each other and determining the correct functioning of the overall system.

To provide an oversimpli�ed representation of these mechanisms, hence to introduce large

model errors, can easily result in misleading estimates of the system state or its reliabil-
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ity. The criticality of this task is also worsened by the di�culty of adequately quantifying

the signi�cance of the model error introduced and hence the weight of the simpli�cations

adopted in the analysis. For this reason, it is of extreme importance to be able to ade-

quately reproduce these interconnections in order to take into account the possible failure

of each individual component and its consequences on a more or less wide range of others,

potentially triggering a chain of events and leading to more serious accidents scenarios or

failure modes.

Several methods (e.g., Fault Tree, Event Trees, Reliability Block Diagrams etc.) are avail-

able in the scienti�c literature and widely used in several �elds of engineering for the

representation and analysis of complex systems. Among these, Bayesian Networks (BNs)

have attracted an increasing interest in the last decades spreading to several industrial and

scienti�c application �elds. The large success of BNs is linked to their capability of pro-

viding e�cient factorization of joint probability distributions exploiting information about

the conditional dependencies existing among the variables involved on the basis of a robust

mathematical background such as Bayesian Statistics. In addition, their intuitive graphi-

cal framework has consolidated their attractiveness in quite di�erent �elds of science and

engineering, from arti�cial intelligence to medical and economic areas [39]. They can be

considered as the general case of more common methodologies, such as Fault Tree analy-

sis [16], with respect to which they o�er several advantages. Indeed, Bayesian Networks can

model complex dependencies among components, uncertainty can be included in modelling

and both forward and backward analysis is allowed, making them particularly attractive

for both diagnosis and inference purposes [5].

The second of the bottlenecks previously mentioned refers to the necessity to deal with our

ignorance, in terms of uncertainty, scarcity of data or even a more general lack of knowl-

edge regarding the actual mechanisms of interaction involved in the analysis. This must be

explicitly included in the analysis in order to be able to quantify its impact on the accuracy

and robustness of the results obtained. Nevertheless, information available in real-world

application involves sparse data, poor measurements and subjective information, hence re-

sults di�cult to quantify and model. The adoption of traditional mathematical models

built on poor or scarce data, can lead the information modelled to be far from that actually
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available, introducing biases that lower the credibility and can even invalidate the results

of the analysis [3]. For instance, this can occur when the samples related to certain event

are not enough, or not robust enough, to be clearly attributed to a particular distribution

family or to be associated con�dently with precise parameter values for the distribution

selected. A wide range of solutions are available to adequately represent di�erent degrees

of information without introducing biases or strong assumptions but re�ecting in the pre-

dictions the uncertainty in input. The de�nition of imprecise probabilities embraces a wide

set of approaches (e.g., interval probability, fuzzy probabilities, p-boxes) which provide a

mathematical basis to deal with the representation of information when it is not su�cient

for probabilistic modelling or rather suggests a set-theoretical approach.

The aim of this work is to provide a novel computational tool for the e�cient computation

of Credal Networks (CNs). The approach proposed is based on the use of system reliability

methods to integrate traditional Bayesian Networks with probabilistic, non-probabilistic

and hybrid frameworks without renouncing to the robustness of traditional inference algo-

rithms. The proposed algorithms have been implemented in the general purpose software

OpenCossan [27] [15]. They allow to reduce the initial user de�ned models into a simpler

but equivalent network. This, conversely from the initial model which can include a wide

variety of variables type, embraces only crisp and interval probabilities and hence results

into a BN containing probability bounds. The integration of these two approaches (namely

BNs and probability intervals), strongly enhances the robustness of the analysis, but also

introduces signi�cant challenges. First, the inference computation on these models can

easily become highly demanding. Second, the capability to track the propagation of uncer-

tainty within the model is essential in order to ensure the signi�cance of the output and to

obtained the desired level of accuracy of the analysis at the lowest cost. This study aims

to analyse and propose novel solutions to deal with these issues. Few available software

packages for manipulation of graphical models with imprecise probabilities are available,

so that this �eld is highly open to new contributions [9] and this study is characterized by

strong novelty.

In the following, the theoretical background of the proposed method is analysed. The

methodologies implemented in the toolbox and related to the reduction procedure, the in-
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ference computation and the sensitivity analysis of the reduced models are then shortly

introduced. Finally, the structure of the toolbox and its main capabilities are accurately

described, followed by a simple numerical example.

2 Theoretical Background

In this section, the theoretical background on which the present study relies is introduced.

The theory of Bayesian Networks is outlined in Section 2.1. The main imprecise probability

approaches available in the toolbox (Section 2.2) and their integration within cutting-edge

system reliability methods (Section 2.3) are then brie�y described as well as the state of

the art for Credal Networks (Section 2.4).

2.1 Bayesian Networks

The graphical structure of a Bayesian Network consists mainly of nodes, which generally

represent the individual variables of the problem modelled, and edges, which link the previ-

ous to each other and are characterized by speci�c directions (hence represented as arrows).

According to their mutual relationships, nodes are speci�ed through di�erent de�nitions.

If the edge linking two nodes, X1 and X2, is originated in the �rst and points toward the

second, X1 is de�ned as the parent of X2 and, coherently, X2 as the child of X1. Conversely,

a node without parents is referred to as a root of the network.

The edges connecting the nodes represent the causal relationships existing among them. If

no edge exists between two nodes, those are considered conditionally independent to each

other. More precisely, each node is conditionally independent of its non-descendants given

its parent variables, satisfying the local Markov property [32].

The numerical framework associated with the graphical structure consists of Conditional

Probability Distributions (CPDs). As the de�nition suggests, these are distributions that

quantify the strength of the conditional dependencies existing among the variables of the

model. Each node is associated with a CPD, which contains the values of the probability

of each possible outcome of the node given those of its parents. If the values are crisp

probabilities, the CPDs are also referred to as CPTs (Conditional Probability Tables).
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Overall, the simple scheme described, allows to easily compose complex models which, on

the basis of the local information available (i.e., conditional probability values associated to

every single node given its parents), provide the representation and quanti�cation of much

more elaborate events. Indeed, the probability of any query, e.g. marginal or complex

event, can be calculated combining the numerical information of the CPDs on the basis of

the Bayes' theorem. This process, generally referred to as inference computation, is accom-

plished through the use of computational algorithms, a wide range of which is available in

literature.

The main classi�cation of inference algorithms refers to the nature of their outcome: ex-

act inference algorithms provide the exact value of the probability query, hence obtained

through an analytical approach, while approximation algorithms provide values which only

approximate the true value of the probability. The adoption of an approximate approach is

generally unavoidable in the case of continuous variables, but it is associated to unknown

rate of convergence which can compromise the robustness of the analysis. Conversely, exact

inference algorithms are restricted to the use of discrete variables.

Beyond the simple inference computation, the key feature of BNs is the so called belief

updating. Indeed, BNs allow to revise the value of the posterior probability of a query if

additional information (i.e., evidence) is available regarding the state of any node involved

in the computation. This capability, together with the high �exibility and intuitive na-

ture of the approach, have led to a large success of the method in many �elds of science

and engineering. Please refer to the work of Pearl and Russell for a complete overview on

BNs [29].

2.2 Imprecise Probability

In engineering practice and more generally in real-world applications, it is common to deal

with the availability of only scarce data or little information or the disagreement of experts

involved in the analysis. In such cases, the adoption of precise probability distributions or

crisp probability values could imply the necessity of adopting subjective hypothesis which is

not provided (e.g., when the experimental samples are not su�cient for a robust calculation

of the distribution parameters) or fully justi�ed. This means not only to introduce biases
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in the analysis, which in worst cases can undermine the trustfulness of the results, but also

to neglect the degree of uncertainty a�ecting the value. Failing in representing this latter

results in the lost of information regarding the accuracy of the output, which would be

intrinsically a�ected by an unknown degree of imprecision due to the "hidden" uncertainty

of the input.

Several solutions to this problem have been proposed in the literature adopting di�erent

mathematical concepts, such as Bayesian approaches, interval probabilities, random sets,

evidence theory, fuzzy stochastic concepts, info-gap theory etc. [3]. An overall analysis of

all these concepts, generally embraced within the de�nition of imprecise probabilities, is

beyond the purpose of this work.

Nevertheless, the methodologies adopted in this work rely on the use of interval probabilities

and p-boxes, which are brie�y presented in this section.

Interval Probabilities Interval probabilities specify bounds on probability for an un-

certain quantity with underlying randomness that is not known in detail and, thus, they

represent a special kind of imprecise probabilities. This would imply a more accurate

depiction of the information and data available, avoiding the introduction of biases and as-

sumptions which can lower signi�cantly the accuracy of the analysis [40]. In practice, this

approach is particularly preferable when no probabilistic information is available to specify

univocally distribution functions so that modelling as probability sets is most appropriate.

A complete overview of the historical developments of interval probabilities is provided by

Kyburg [20].

According to interval probabilities, an event A can be characterized by a range of proba-

bility encloses between a lower limit p(A) an upper limit p(A). Since any value within the

interval
[
p(A), p(A)

]
⊆ [0, 1] is a plausible estimate of the probability of A, it derives that

the interval must belong to the space of intervals on [0, 1] [3]. Hence, if the outcome A with

probability bounds [p(A), p(A)] is de�ned as the negation of an event B, the bounds for the

probability of A can be calculated through the complementation rule:

p(B) = [1− p(A), 1− p(A)] (1)
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Similarly, other logical operations can be easily computed with probability intervals adopt-

ing suitable formulations. For instance, the probability of the conjunction event A ∩ B,

given two independent events A (p(A) =
[
p(A), p(A)

]
) and B (p(B) =

[
p(B), p(B)

]
), will

belong to the interval:

p(A ∩B) =
[
p(A)× p(B), p(A)× p(B)

]
(2)

More generally, if no assumption of independence is made, the interval can be calculated

adopting Fréchet inequalities:

p(A ∩B) =
[
max

(
0, p(A) + p(B)− 1

)
,min (p(A), p(B))

]
(3)

Likewise, the bounds for the probability of the disjunction event p(A∪B), can be calculated

according to Eq.(4), or with the formulation in Eq.(5) if the events A and B are assumed

independent.

p(A ∪B) =
[
1−

(
1− p(A)

) (
1− p(B)

)
, 1− (1− p(A)) (1− p(B))

]
(4)

p(A ∪B) =
[
max(p(A), p(B)),min(p(A), p(B))

]
(5)

Probability Boxes Epistemic uncertainty, i.e. the component of uncertainty related to

the lack of knowledge on the data, can a�ect the information available on di�erent levels.

As mentioned in Section 2.2, only coarse speci�cations can be available for certain events

(e.g., complex events observed phenomenologically); in other cases, probabilistic informa-

tion, such as parameters of a probabilistic model, distribution type or, in a non-parametric

description, the curve of the cumulative distribution function, may be available but only

speci�ed within some bounds. This latter case can be adequately described through the

adoption of probability boxes. This de�nition refers to a numerical approach that allows

the calculation of bounds on arithmetic combinations of probability distributions when

perhaps only bounds on the input distributions are known [3]. This kind of analysis can

be considered as the integration of traditional probability theory with standard interval
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analysis, hence it is a generalization of the two: when the information regarding the distri-

bution is large, the bounds will result very thigh, approximating the precise distribution;

conversely, when only poor data is provided the bounds will be much wider, coherently

with the weaker con�dence about the speci�cation of this distribution. A p-box represents

a class of probability distributions consistent with constraints associated to the cumulative

probability distribution function of a quantity: lower and upper bounds can be de�ned

regarding the quantity's mean, variance and distributional shape, which hence are repre-

sented as intervals instead of crisp values, taking into account the epistemic uncertainty

a�ecting them [14]. Let D represent the space of distribution functions on the real numbers

R, so that D = {D|D : R→ [0, 1], D(x) ≤ D(y)ifx < y,∀x, y ∈ R}, and I the space of real

intervals so that I = {[i1, i2]|i1 ≤ i2, ∀i1, i2 ∈ R}. In light of this, a p-box is de�ne as a set

of distribution functions F ∈ D verifying the constraints:

F ∈ F (6)

F (x) ≤ F (x) ≤ F (x) (7)
∫ ∞

−∞
xdF (x) ∈ m (8)

(∫ ∞

−∞
x2dF (x)

)
−
(∫ ∞

−∞
xdF (x)

)2

∈ v (9)

where F , F ∈ D, while m, v ∈ I and F ⊆ D [3]. The results of mathematical calculations

on p-boxes rigorously enclose all possible distributions of the output variable so long as the

input p-boxes were all sure to enclose their respective distributions.

This work has focused on the adoption of distributional p-boxes, hence the description

of variables through the adoption of this approach is restricted to the case in which the

particular shape of the distribution (e.g., normal, uniform, beta, Weibull, etc.) is known,

while its parameters are a�ected by imprecision, and hence represented by intervals. Such

parameters will be referred to as hyperparameters from now on. Further research will focus

in the future to overcome this limitation, through the adoption of suitable computational

algorithms for the computation of non-parametric p-boxes.
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2.3 Structural Reliability Methods

In the �eld of structural reliability, the domain bounding failure events is generally de-

scribed by the so-called limited state functions G(x), which represent the failure modes of

the system under study. In light of this, considering an event F de�ned as a domain in

the outcome space of m stochastic variables x = (x1, x2, ..., xm), the m-dimensional space

can be divided in a safe region, represented by the domain Ωs = {x : G(x) > 0}, whilst

the failure domain can be expressed as Ωf = {x : G(x) ≤ 0}. Hence, the probability of

occurrence of the event F can be quanti�ed solving the integral of the form:

p(f) =

∫

x∈Ωf (x)
f(x)dx (10)

where f(x) is the joint probability density function associated to the m stochastic variables

x. Various methods for the solution of the integral in Eq.(10) are available such numerical

integration techniques, Monte Carlo simulations [17] and asymptotic Laplace expansions

[30]. Other common solutions (e.g., First-Order and Second-Order Reliability Methods)

rely instead on the transformation of the reliability problem previously described into an

optimization one [18]. In this case, the random variables in the vector x are mapped into

independent standard normal variables and the minimum distance β between the limit

state and the origin of the transformed space identi�ed (i.e., the so called reliability index).

The probability of failure is then computed on the basis of the assumption introduced.

For example, in case of First Order Reliability Method (FORM) a linear approximation of

the limit-state function is adopted leading to Pf = Φ(−β). A more generalized approach

which aims to take into account epistemic uncertainty has to allow for uncertainty in both

the structural parameters and those of the probabilistic models. As for the probabilistic

structural reliability, di�erent methods are available, although the related literature is by far

more limited than the previous case. One of the most common approach consists of treating

epistemic uncertainty using set of descriptor values, such as in the case of intervals [24],

convex models [4], random sets [37] and fuzzy sets [41].

In this study the epistemic uncertainty a�ecting both the structural parameters of the

model and the hyperparameters of the random variables have been taken into account. The
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current implementation has been restricted to the adoption of two main system reliability

methods: the �rst, developed by Luo et al. [22], is based on a nested minimization problem.

Thanks to the combination of uncertain parameters in the form of interval variables (v)

represented by convex models [19] and precise random variables (u), the limit state can

be expressed as a function of both the sets (G(u,v) = 0). This results in a cluster of

limit-state surfaces in the standard normal space. The method allows to seek the worst-

case combination of interval variables value, identifying the limit state surface on which the

most probable failure point lies. The inverse of the normal cumulative distribution function

of the distance between the identi�ed point and the origin of the standard normal space is

assumed to be the upper bound of the failure probability. This approach can be considered

a more general case of the probabilistic method FORM. When the epistemic uncertainty

drops the intervals representing the uncertain variables collapse into single values leading

back to the traditional FORM procedure. The second method adopted has been developed

by De Angelis et al. [12] and provides the estimation of set-valued failure probabilities.

The approach consists of coupling advanced Monte Carlo methods (i.e., Adaptive Line

Sampling) with optimization methods, in order to estimate the lower and upper bounds

of the failure probability. Moreover, the method allows for both imprecise probability

distribution functions (i.e., credal sets) and sets of bounded variables.

2.4 Credal Networks

The BN approach implies that every variable conditional on any con�guration of the

variables parents must be associated with an unique probability distribution. Nevertheless,

in case of incomplete or vague beliefs, poor information or contradictory data, it may be

not straightforward to identify point estimates of an event probability. To overcome this

limitation, Credal Networks (CNs) have been introduced [11]. These are graphical models

that realize the integration of BNs with credal sets, i.e. set of probability measures. In other

words, a CN can be regarded as the representation of a set of Bayesian networks which share

the same graphical structure but are associated to di�erent probability measures. Each of

the BNs of the set represented by the CN is a plausible instantiation of the problem under

study, hence there is no commitment as to whether one of these Bayesian networks is the
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'correct' one [11]. In the case of CNs, each node of the network represents a random variable

Xi which can be associated with conditional credal sets K(Xi | pa(Xi)), de�ned by the

conditional distributions p(Xi | pa(Xi)).

The aim of the inference computation is to combine the local credal sets of the network into

a set of joint distributions. Generally, there may be more then one set of joint distributions

that are coherent with the marginal and conditional credal sets associated with the network:

each of these joint distributions set will be referred to as an extension of the marginal and

conditional credal sets in input. In this work, the term inference is used with regards to CNs

to indicate the computation of the probability bounds of the largest extension that satis�es

the Markov condition (i.e., independence of each node of its non-descendant non-parents

given its parents, as mention in Section 2.1) under the assumption of strong independence

[10]. This is generally referred to as strong extension, and results to be the convex hull

of the set containing all joint distributions that factorize the overall joint probability of

the network, as for BNs, but where the conditional distributions p(Xi|pa(Xi) = πk) are

selected from the local sets K(Xi|pa(Xi) = πk).

Both exact and approximate algorithms are available in literature [6] [1]. In spite of this,

only polytree-shape networks with binary variables are suitable for e�cient exact inferences

while other types face extremely high computational challenges [13]. On the other hand,

both outer or inner approximations can be computed through approximate algorithms: the

�rst provides probability bounds which enclose the correct probability interval between

lower and upper probabilities; the second provides in output intervals that are enclosed by

the correct probability interval. Limited literature is available regarding CNs applications

[2] [42].

3 Methodology

The toolbox presented in this paper integrates traditional and cutting-edge methods well

established in the literature with novel proposed algorithms. This section is dedicated

to the description of such novel approaches, introducing the methodologies behind them.

They cover three main aspects of Credal Networks computation: the �rst is related to
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the reduction of the initial model, in order to remove part of the non-traditional variables

simplifying the graphical structure of the network without impoverishing the information

initially available (Section 3.1). The resulting reduced network contains only nodes associ-

ated with crisp values or interval probability. Several inference methods are available for

the inference computation on this kind of networks: among these, a naive approach for

the derivation of precise bounds on a query variable of interest consists of applying the

standard Bayesian exact inference methods for each combination of probability bounds,

and �nally to minimize and maximize the results. However this approach can result highly

expensive and su�ers from combinatorial explosion. Section 3.2 brie�y describes a novel

algorithm for the computation of inference on the reduced network which aims to provide a

valid solution to this issue. Finally, in Section 3.3, a novel approach to sensitivity analysis

for the reduced network is proposed.

3.1 Credal Network Reduction

The aim of the methodology is to reduce the initial Credal Network in order to simplify

the computation of inference. The initial model can contain both discrete or continuous

variables: the �rst can be associated with crisp probabilities values, as in traditional BNs, or

with probability bounds, and will be referred to from now on as discrete nodes. The second

can be interval variables (i.e., interval nodes) or continuous variables whose distribution

is described by sets of probabilistic distributions (i.e., probabilistic nodes) or parametric

p-boxes (i.e., hybrid nodes). Table 1 summarizes the types of nodes allowed in the analysis.

The key assumption for the application of the method is that each node, if child of at least

one continuous node, has to be de�ned as a domain or a set of domains in the outcome

space of its parents. Under this assumption, system reliability methods can be adopted to

compute the probability of such nodes, cutting the number of non-discrete variables and

thus reducing the initial model to an equivalent network containing only discrete nodes

characterized by crisp and interval probabilities. This simpli�cation is obtained without

impoverishing the information available but storing the data provided by the continuous

variables in input into their discrete children. Indeed, since each discrete child of at least

one probabilistic, bounded or hybrid node is characterized by domains in the outcome
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Variable Type CPD Node De�nition Graph

Discrete Crisp probabilities Discrete Rectangle
Discrete Probability bounds Discrete Rectangle
Random Probability Distributions Probabilistic Circle
Interval Crisp probabilities Bounded Ellipse
Hybrid Parametric p-boxes Hybrid Trapezoid

Table 1: Types of nodes allowed

space of its parents, the probability value associated to it can be computed as a reliability

problem where its parents appear to be the variables in input. If the node under study has

only probabilistic nodes as parents, the methodology leads back to the so called Enhanced

Bayesian Network approach, suggested by Straub and Kiureghian [33]. In this case, the

probability measure computed is a crisp value and the resulting node a discrete one. If

also bounded and hybrid nodes are involved, the output of the reduction is a discrete

node characterized by probability bounds. After the reliability computation is carried out,

the information initially provided by the continuous parents is stored in the probability

measure of the child node, hence the dependency links between the continuous parents and

the computed child become meaningless and can be erased. Repeating this procedure for

each node child of probabilistic, bounded or hybrid nodes, it is possible to progressively

remove the edges linking the continuous variables to the network: when these nodes are

fully isolated from the rest of the model, they can be removed without consequences since

they do not contribute any more to the joint probability distributions associated with the

reduced CN.

The overall procedure described consists of the following steps:

1. Identi�cation and computation of continuous nodes children of bounded, probabilistic

or hybrid nodes. As for discrete nodes, also continuous nodes children of non-discrete

nodes are de�ned as domains in the outcome space of their continuous parents and

must be derived from their parent's distributions. Once the computation is com-

pleted the links among the continuous parents and the continuous child are removed.

In this case no system reliability analysis is required and the result are continuous

distributions.
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2. Identi�cation of Markov blankets of bounded, probabilistic and hybrid nodes. The

Markov blanket of a node A is a set of nodes including the parents, children and

spouses of the node itself. In other words, it contains all the variables that shield

the node from the rest of the network. The variables within the Markov blanket of a

node are the only needed to predict the behaviour of that node. Hence, in the case

of the reduction procedure, the Markov blankets of non-discrete nodes of the network

identify the groups of variables to be involved in system reliability computations in

order to reduce the initial CN. The Markov blankets identi�ed embrace both the

input variables and the de�nition of the reliability problem, expressed as the domains

associated with the children nodes of the blanket.

3. System reliability analysis computations and removal of unnecessary edges. Once

the former steps are completed, the reliability analysis problems identi�ed can be

computed. Let consider the example in Fig.1: the model on the left hand side of

the �gure shows the initial CN while on the right hand side the reduced network is

represented. Assuming the variables independent, the joint probability associated to

D1

D2

Figure 1: Example of an elementary CN and its reduced network, where C1 refers to a
probabilistic node, B1 to an interval node, U1 to an hybrid node, D1 and D2 to discrete
nodes, respectively

the initial CN can be computed solving the integral in Eq.(11):

P (D1, D2) =

∫

B1,C1,U1

p(D1)p(D2|B1, D1, C1, U1)f(B1)f(C1)f(U1)dB1dC1dU1

(11)

where p(D1) and p(D2|B1, D1, C1, U1) are the probability values associated with the

discrete nodes D1,D2 whilst f(B1), f(C1), f(U1) are the probability density func-
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tion associated to the continuous interval node B1, the probabilistic node C1 and the

hybrid node U1, respectively. Considering the Markov condition, hence the indepen-

dence of the node D1 from the continuous node C1, the solution of the integral in

Eq.(11) is reduced to:

P (D2|D1) =

∫

B1,C1,U1

p(D2|B1, D1, C1, U1)f(B1)f(C1)f(U1)dB1dC1dU1 (12)

Since the state of the node D2 can be expressed as domain in the outcome space of

the nodes B1 D1 C1 and U1, the integral in Eq.(12) can be then expressed as:

P (D2|D1) =

∫

Ωd2
D2,d1

f(B1)f(C1)f(U1)dB1dC1dU1 (13)

where Ωd2
D2,d1 is the domain in the space of B1 ,C1 and U1 given D1 = d1. The integral

in Eq.(13) appears in the form common to structural reliability problems and can be

easily solved using structural reliability methods, e.g. Monte Carlo methods, Line

Sampling, First Order Reliability method etc. [33]. The evaluation of Eq.(13) allows

to remove the dependency of D2 from B1, C1 and U1.

4. Identi�cation and removal of barren nodes. These latter are nodes of any nature

which do not have children and do not receive any evidence. They can be removed

from the initial network without any consequence for the overall analysis (B1 ,C1

and U1 in the previous example). The removal of these leads to the structure of the

reduced network shown on the right hand side of Fig.1.

The use of reliability methods to reduce the initial network presents the further advantage

of relaxing the hypothesis of strong independence among non-discrete variables not linked

by edges. Well known methods (e.g., Rosenblatt, Nataf transformations etc.) are available

in literature to deal with the computation of reliability involving correlated variables. The

general approach for addressing this issue is to convert the correlated variables into uncor-

related standard Gaussian variables. This allows to take into account in the computation

the correlation existent among continuous nodes even if not directly connected by causal

links, as far as they are input of the same reliability problem (i.e., have a common child).
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This is clearly valid also for the computation of continuous variables.

3.2 Inference computation

A CN containing only interval probabilities can be interpreted as an in�nite series of tradi-

tional BNs sharing the same graph but characterized by di�erent crisp values of conditional

probabilities. In a BN the probability of any instantiation e, P (e), is a linear function of

any CPTs parameter p(x|u) [7] [8]. This allows to identify a �nite number of signi�cant

crisp networks (as they will be referred to from now on) each of which is associated with a

di�erent combination of the initial interval probability bounds, so with one traditional BN

embraced by the CN.

A naive approach for the derivation of exact probability bounds on a query variable of in-

terest for a CN including only crisp and interval probabilities, consists of applying standard

exact inference methods to each of these crisp networks and �nally to minimize and maxi-

mize the results obtained. For instance, a CN containing n boolean nodes (i.e., with only

two complementary outcomes) described through probability intervals can be decomposed

in 2n traditional BNs (or crisp networks). Each of these networks shares the same graphical

structure of the initial model and is associated with a set of CPTs whose parameters are

selected among the bounds of the initial conditional probability intervals, according to the

2n possible combinations available. This approach is available in the toolbox proposed,

but it is largely ine�ective and can become easily prohibitive for larger networks due to

combinatorial explosion.

In order to overcome this limitation, a further method, previously de�ned [35], has been

included in the toolbox. This is based on the identi�cation of the crisp networks (and hence

the combinations of probability bounds in input) that actively contribute to the calcula-

tion of the query bounds. On the contrary, most of the combinations result in probability

values lying within the query interval and are hence ine�ective with regards to the aim of

the calculation. The method proposed allows to compute the exact bounds of the query

probability when no evidence is introduced in the network. In the case of evidence instead,

it provides intervals de�ning the exact location of the true bounds of the query probability.

The methodology is limited to the use of boolean variables. The approach can be summed
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out in the following steps:

1. Firstly, the computation of bounds for the joint probability of the interval probability

variables is carried out. This step implies the inference computation of two 'arti�cial'

crisp networks (containing respectively all the upper bounds and all lower bounds of

the initial interval parameters) that can be carried out using any traditional exact

inference algorithm.

2. The second phase consists in the identi�cation of the bounds combinations which are

more likely to maximize and minimize the bounds of the query variable in output.

This is realized analysing the joint probability matrix previously obtained, trough the

veri�cation of speci�c conditions [35].

3. Bounds for the query probability bounds are computed through the marginalization

of the joint probability distribution computed on the 'arti�cial' networks (step 1).

This low-cost calculation results in an outer approximation of the true bounds of the

query variables, which are hence included within the probability interval identi�ed.

4. Inference is computed for the query variable on the crisp networks identi�ed in step 3,

through the use of well-known exact inference algorithms. The results of this analysis

coincide with the true bounds of the query probability if no evidence is introduced

in the network. Otherwise, the bounds identi�ed are an inner approximation of the

true values, hence lying within the true probability interval.

3.3 Sensitivity Analysis

Sensitivity analysis can be performed on the reduced network to identify the uncertainties

in input that need to be reduced so that the resulting model satis�es the constraint posed

by the user regarding the uncertainty of the output. In other words, given a CN including

interval probabilities, the purpose of the computation is to quantify the maximum impre-

cision level of the input that satis�es the constraint on the uncertainty of the probabilistic

query, according to a method previously developed [34]. The methodology adopted focuses

on single parameter changes, where only one network parameter is modi�ed in order to
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satisfy the uncertainty constraint. Hence, each change involves a single probability bound

of one node's CPT entry and the co-varying bound that must be changed coherently in

order to satisfy the sum-to-one constraint.

In a traditional Bayesian Network, the marginal probability P (E1) of a generic node state

E1 is a linear function of any parameter p(xji |pal(Xi)) in the network [7]. This makes possi-

ble to investigate the global impact of parameter changes, by �rst bounding the derivative

of a query with respect to the parameter under study, then bounding the change in a query

due to an arbitrary parameter change [8].

The method adopted is based on the extension of this consideration to the case of CN

including only crisp and interval probabilities. On this basis, it can be demonstrated [36]

that, given a constraint k on the length of the con�dence interval of the query E1, such that

P (E1)− P (E1) < k, and identi�ed the crisp network m which results in such bounds, the

parameter change ∆pm(xji |pal(Xi)) to be applied on the input associated with the state xji

of node X1 to satisfy the constraint is:

∆pm(xji |pal(Xi)) ≥
P (E1)− P (E1)− k

(P (E1) + k)(π
P (E2)

Xi|pal(Xi)
− πP (E1)

Xi|pal(Xi)
)

(14)

where pal(Xi) represents the l-th instantiation of the parents of Xi, P (E1) and P (E1)

the bounds of the interval of the query E1 to be reduced; π
P (E2)

Xi|pal(Xi)
and π

P (E1)

Xi|pal(Xi)
) are

the derivatives of the query bounds P (E2) and P (E1) respectively, with respect to the

parameter pm(xji |pal(Xi)). These can be calculated as:

π
P (E2)

Xi|pal(Xi)
≡ ∂P (E2)

∂pm(Xi|pal(Xi))
=
pm(E2, x

j
i , pa

l(Xi))

pm(xji , pa
l(Xi))

− pm(E2, x
k 6=j
i , pal(Xi))

1− pm(xji , pa
l(Xi))

(15)

π
P (E1)

Xi|pal(Xi)
≡ ∂P (E1)

∂pm(Xi|pal(Xi))
=
pm(E1, x

j
i , pa

l(Xi))

pm(xji , pa
l(Xi))

− pm(E1, x
k 6=j
i , pal(Xi))

1− pm(xji , pa
l(Xi))

(16)

if pm(X1|Ul) 6= 0.
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4 Computational Toolbox

The methods described in Section 3 have been implemented into the open computational

framework of the Cossan software, i.e. OpenCossan. OpenCossan is a collection of methods

and tools under continuous development, coded exploiting the object-oriented MATLAB

programming environment [23], hence ensuring programming �exibility and avoiding code

duplication. It provides e�cient computational methods and allows to de�ne specialized

solution sequences including optimisation, uncertainty quanti�cation, reliability based op-

timisation etc. Furthermore, thanks to the strong �exibility, new reliability methods or

optimization algorithms can be easily added.

The toolbox is organized in classes, i.e. data structures consisting of data �elds and methods

together with their interactions and interfaces [28]. Objects (i.e., instances of classes) can

be then easily aggregated, forming more complex objects and being processed according

to the related methods in order to obtain the output of interest. The numerical imple-

mentation consists mainly of two classes: the �rst, Node, provides the basic input of the

graphical model. The combination of more Node objects allows the construction of Credal-

Network objects, de�ned by their namesake class. This is a general class which includes,

as a particular case, Enhanced Bayesian Networks (where all the non-discrete variables are

of the probabilistic type [33]), as well as traditional Bayesian Networks (where all variables

are crisp). The combination of the class Node with the class Credal Network provides the

graphical and numerical implementation of the CN models de�ned by the user.

The reduction of the initial models is realized through the interaction of the classes im-

plemented with reliability methods available in the OpenCossan framework. Finally, the

computation of inference in the network can be carried out thanks to the interaction of

the tool with the Bayes' Toolbox for MATLAB [25] or using built-in inference algorithms.

Fig.2 depicts the main structure of the computational tool presented.

This section aims to give an overall description of the computational tool and methods

implemented for the reduction, inference and sensitivity analysis of the initial models. In

the following, Sections 4.1 and 4.2 are dedicated to the description of the two main classes

of the toolbox and their methods.
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Figure 2: Simpli�ed representation of the computational toolbox
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Property Type Required Description

Sname String Yes Name of the node
CSparents Cell array of strings Yes Name of parent nodes
CSchildren Cell array of strings No Name of children nodes
CPD Cell array Yes Conditional Probability

Distribution
Nsize Integer No Size of the node
Stype String Yes Type of node, i.e. discrete,

probabilistic, bounded or hybrid
V bounds Array of doubles No Vector of bound values (in case of

discrete or discretized nodes)
Evidence Integer No Value of the evidence eventually

introduced in the node

Table 2: Main properties of the Node object

4.1 Class Node

The basic objects de�ned by the user in the network design phase belong to the class Node.

The main properties associated to an object Node are shown in Table 2. The standard name

convention of OpenCossan has been adopted.

The nature of the Conditional Probability Distribution (CPD) depends on the node type:

for discrete nodes characterized by crisp probabilities the CPDs coincide with traditional

CPTs; in the case of discrete nodes associated with probability bounds, the CPDs contain

probability intervals; likewise, the CPD of probabilistic nodes can contain one or more

random variables and, for hybrid nodes, one or more p-boxes. OpenCossan o�ers a further

grade of �exibility providing the option of de�ning the family of probabilistic distributions

from a set of well-known functions specifying the moments, from data available or even

from user de�ned functions. This option can be adopted in the case of probabilistic as

well as hybrid nodes. The main methods associated to the class are brie�y described in

the following. When the node is child of at least one continuous node, according to the

initial hypothesis (Section 3) it must be de�ned as a domain in the outcome space of his

non-discrete parents. From a computational point of view, this results in the CPD of

the Node object to be characterized by one or more scripts, representing the user de�ned

models to be evaluated (through system reliability methods if discrete, through Monte

Carlo methods if probabilistic etc.). These are expressed in the form of strings in which the
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variables involved are named according to the parent nodes' name. Once the analysis for

the node to compute is concluded, the initial scripts in the CPD property are substituted

with the resulting output: if the initial node was of the probabilistic type, the output

will be a probabilistic distributions de�ned on the data obtained from the Monte Carlo

analysis of the model; similarly, if the node is de�ned as hybrid, the �nal CPD will include

parametric p-boxes; if the node is de�ned as discrete, the updated CPD will contain the

reliability analysis results which are crisp values if only discrete or probabilistic variables

were involved in the computation, or probability bounds otherwise.

4.2 Class CredalNetwork

The object CredalNetwork, which contains the overall model and the related information, is

built introducing as input the node objects previously de�ned. Correlations among contin-

uous variables sharing a child are considered through correlation factors, even if the relative

nodes are not directly connected by causal links. This tool can be extremely attractive for

those cases in which a certain degree of correlation between two variables is detected but the

characterization of the causal mechanisms behind it are unknown, poorly characterized or

di�cult to model (e.g., the correlation among some weather extremes, such as between ex-

treme precipitations and extreme sea water level [43]). The Nataf transformation is adopted

as a default method in the toolbox in order to take into account the variable correlation.

The related linear factors are stored in the node object through the use of a correlation

matrix: this way it is possible to consider the correlation among random variables or among

interval variables (in the form of convex sets) involved in the same reliability analysis as

mentioned in previous sections.

Apart form the correlation matrix and the node objects, other properties which character-

ize the CN object can either be de�ned by the user or extrapolated from the input node

objects. Overall, the main properties of an CN object are de�ned in Table 3. The methods

of the class CredalNetwork can be divided in four categories according to the nature of the

task to be carried out: methods dedicated to the modelling of the network, involved in the

reduction procedure, in the inference computation or in the sensitivity analysis computa-

tion. Not included in this classi�cation is the method dedicated to the visualization of the
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Property Type Required Description

CXnodes Cell array Yes Cell array of Node objects
CSnames Cell array of strings No Cell array of nodes names
CStypes Cell array of strings No Cell array of nodes type
V size Cell array Yes Array of nodes size
Mdag Matrix of integers No Directed acyclic graph adjacency

matrix
Cevidence Cell array No Cell array of evidence values
CSobserved Cell array of strings No Cell array of observed nodes

names
Nnodes Integer No Number of nodes in the network
Mcorrelation Matrix of doubles No Correlation matrix

Table 3: Main properties of the CredalNetwork object

graphical model, based on the use of the biograph toolbox for MATLAB.

Modelling The methods of this category have the capability of directly modifying the

graphical structure (and subsequently the associated numerical values) of the network.

Hence, this includes

� barrenNodes: method for the identi�cation and removal of barren nodes (namely

those which do not receive any inference and have no children and so do not give any

contribution towards the computation of the model)

� addNodes: method for the inclusion of new nodes (e.g., those newly de�ned from the

reduction procedure)

� removeNodes: method for the elimination of nodes from the network (e.g., probabilis-

tic, hybrid and bounded nodes after the reduction procedure)

� discretizeNode: method for the dicretization of continuous nodes

The latter, plays an essential role when a non-discrete variable needs to be included in the

reduced network. More generally, it is an important tool of modelling strategy (e.g., to

preserve causal links in the reduced network, to take into account the inference introduced

in continuous nodes).
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A1
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(a)
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A2discrete

A2continuous

A3 A4

(b)

Figure 3: Graphical representation of the discretization procedure: on the left hand side
the initial structure, on the right hand side the structure resulting from the discretization
of the node A2

Listing 1: De�nition of the network in Fig.3a and its discretization

% DEFINITION OF THE NETWORKS NODE

XA1=Node('Sname ','A1','CPD',CPD_A1 ,'Stype','discrete ' ,...

'Nsize ',2, 'Lroot', true);

XA2=Node('Sname ','A2','CPD',CPD_A2 ,'Stype','probabilistic ' ,...

'Nsize ',2, 'CSparents ',{'A1'});

XA3=Node('Sname ','A3','CPD',CPD_A3 ,'Stype','discrete ' ,...

'Nsize ',2, 'CSparents ',{'A2'});

XA4=Node('Sname ','A4','CPD',CPD_A4 ,'Stype','probabilistic ' ,...

'Nsize ',2, 'CSparents ',{'A2'});

% BUILT THE NETWORK

XCN=CredalNetwork('Sdescription ','Example of CN in Fig.3a' ,...

'CXnodes ',{XA1 ,XA2 ,XA3 ,XA4 });

% GRAPHICAL REPRESENTATION (Fig.3a)

XCN.makeGraph

% DISCRETIZATION OF THE NETWORK

XCNdiscretized=XCN.discretizeNode('Snodename ','A2');

% GRAPHICAL REPRESENTATION (Fig.3b)

XCNdiscretized.makeGraph

The procedure suggested by Straub and Kiureghiam [33] has been implemented computa-

tionally and further extended to the discretization of interval variables. It consists in the

substitution of the initial node to discretize (A2 in the example in Fig.3a) with two nodes:

the �rst generally discrete (referred to as primary node from now on), which inherits the
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parents of the initial node (A2discrete in Fig.3b) and the second continuous (A2continuous in

Fig.3b), referred to as secondary node. This latter results to be a child of the �rst one and

inherits the children of the initial node (A3 and A4 in Fig.3). The related code is shown in

Listing 1.

Any discretization process implies splitting the initial continuous domain into more sub-

domains (which correspond to the outcome states of the discretized node), each of which

is de�ned by bounds. These bounds can be either de�ned by the user or computed on

the basis of the initial domain. In this latter case, the default setting consists of splitting

the initial domain into �ve sub-domains of equivalent length. If the initial domain is un-

bounded, a numerical approximation is assumed for the external bounds of the probability

value, assumed to be equal to −1022 and 1022. With regards to the discretization of proba-

bilistic nodes, such as that shown in the example of Fig.3, the probability measures stored

in the CPD associated with the primary node (A2discrete) are computed as the cumulative

probability values over the sub-domains de�ned. Conversely, in the case of bounded nodes,

the sub-domains obtained according to the bounds provided are assumed to be equally

possible. Finally, if the node to discretize is hybrid, the primary node will be a bounded

node and its CPD will contain interval probabilities associated to each state.

In the cases mentioned, with the only exception of hybrid nodes, the information carried

by the initial continuous variables is not lost but rearranged along the new sub-domains

associated with the secondary node: each outcome state of the primary node is associated

to a random variable stored in the CPD of the secondary node, which in the new set-up

results to be its child. The distributions stored in the secondary nodes are built from the

distribution of the initial node subject to discretization and can be considered sections of

this latter over the speci�c sub-domains of discretization. This way neither the parents

of the node to discretize nor its children are signi�cantly a�ected by the discretization

procedure and their CPDs remain unchanged.

Reduction The main method included in this group is reduce2BN, which provides the

reduction of the initial network according to the procedure described in Section 3.1. This

is accomplished trough the use of a wide range of secondary methods which are invoked
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within reduce2BN and hence remain hidden to the user:

� computeContinuousNodes. This provides the computation of probabilistic, bounded

and hybrid nodes which are children of non-discrete nodes and hence initially charac-

terized as domains in the outcome space of their parents. According to the nature of

the node to compute and to the parent variables involved, di�erent approaches can

be adopted:

� probabilistic nodes: Monte Carlo methods are used to collect and process sam-

ples from the parent nodes distributions for the construction of the resulting

probabilistic distributions. As default, a sample 106 large is adopted for such

purpose, aiming to �nd a balance between the accuracy of the analysis and its

computational cost.

� bounded nodes: a random search is carried out in the parents domain in order

to �nd the bounds of the new interval variables.

� hybrid nodes: the current implementation of the toolbox does not provide the

computation of hybrid nodes: since the algorithms here presented are limited to

the use of parametric p-boxes no methods for the computation of p-boxes as a

result of operations involving p-boxes or probabilistic and interval variables are

available. Nevertheless, hybrid nodes can be modelled as children of probabilistic

nodes and interval variables as far as these latter refer to uncertain parameters

of the probabilistic distributions stored in the CPD of the �rst.

Due to the limitations of the current implementation in terms of hybrid nodes com-

putation, any continuous node child of at least one hybrid node is computed as a

bounded node (e.g., through random search), hence loosing part of the information

available.

� probabilisticSRM. It provides the computation of discrete nodes whose parent nodes

are characterized exclusively by probabilistic distributions or crisp probability values.

In this case, probabilistic models are built for each combination of the parents instan-

tiation and the analysis can be carried out adopting approximate methods (e.g., First
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Node

Type

Parent

Nodes

Method New CPD

Discrete Probabilistic
Discrete

Monte Carlo or FORM Crisp values

Discrete Probabilistic
Bounded
Discrete

FORM with convex sets Probability upper bounds

Discrete Probabilistic
Bounded
Discrete

Advanced Line
Sampling

Probability bounds

Discrete Probabilistic
Hybrid
Bounded
Discrete

Advanced Line
Sampling

Probability bounds

Bounded∗ Probabilistic
Hybrid
Bounded
Discrete

Random Search Interval(s)

Probabilistic∗Probabilistic
Discrete

Monte Carlo Probabilistic Distribution(s)

*to be removed after children computation

Table 4: Methods for the reduction of the initial CN according to the nature of the nodes
involved in the reliability analysis

Order Reliability Method) or simulation based methods, such as a range of Monte

Carlo, Line Sampling and Importance Sampling.

� hybridSRM. This method provides the computation of discrete nodes whose parent

nodes are associated with both probabilistic and non-probabilistic variables. If inter-

val and random variables are involved, the entries of the new discrete CPT can be

computed using either the Advanced Line Sampling method (default option) or the

generalized FORM, brie�y described in Section 2.3. If hybrid nodes are involved, the

only option currently available relies on the adoption of the Advanced Line Sampling

method.

The selection of the approach adopted in the computation, when more than one is suitable,

is driven by the user choice of focusing on near-real time output rather than more accurate

results or vice versa. Table 4 summarizes the methods available for the computation of

nodes according to their nature and that of their parents.
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Inference The main method of this group is called computeInference, and allows the user

to select among three main degrees of accuracy for the inference computation of the reduced

network:

� option ApproximateCoarse: invokes the computation of the outer approximation of

true bounds, as described in Section 3.2, which is associated with the lowest compu-

tational cost among the methods available.

� option ApproximateFine: invokes the computation of the inner approximation of

true bounds, as described in Section 3.2. When no evidence is introduced in the

network, the computation results in the identi�cation of the true bounds of the query

probability.

� options Exact or BNT. Both the options refer to the adoption of a combinatorial

approach for exact inference computation. While the �rst option refers to the use

of the built-in inference algorithm (i.e., Variable Elimination), the second allows the

interaction of the toolbox with the Bayes' toolbox for MATLAB [25]. In this case, the

user can further specify the preferred exact inference algorithm among those included

in the software (e.g., Variable Elimination, Junction Tree, etc.). This option ensures

the maximum accuracy of the analysis.

Sensitivity analysis The method tuneParameter allows to identify the suitable parame-

ters changes which verify the constraint imposed by the user, according to the methodology

described in Section 3.3. The method requires the de�nition of a constraint on the length of

the con�dence bounds (i.e., upper limit to the uncertainty a�ecting the output of interest)

of a target node. Candidate nodes can be also de�ned, in order to restrict the search for

possible changes only to speci�c variables. If this information is not entered in the analysis,

the method scans each conditional probability interval in input in order to �nd the pos-

sible network modi�cations which would ensure the respect of the query constraint. The

results provide an intuitive understanding of when parameter changes do or do not matter

in terms of query robustness. The main computational cost is related to the computation of

inference for the query variable of interest and the subsequent identi�cation of the relevant

167



crisp networks.

4.3 Limits of the current implementation

The current implementation of the toolbox presents some limitations. First, as mentioned

in Section 3, the algorithms available do not provide the computation of non parametric

p-boxes. This restricts the models implemented to the use of parametric p-boxes for the

characterization of user-de�ned hybrid nodes. Moreover, the method available for the

sensitivity analysis is currently restricted to the tuning of single network parameters and

relies on exact inference computation, which can result highly expensive for not-elementary

CNs. Nevertheless, the limitations of the current toolbox are compensated by the high

�exibility of the computational implementation, which can easily integrate new and more

e�cient methods when available. Further research is being carried out to overcome the

mentioned restrictions and enhance the current implementation.

5 Numerical Example

This section is dedicated to the description of the implementation and analysis of a simple

CN model carried out using the computational toolbox proposed in this study. The net-

work analysed is a modi�ed version of a model previously implemented for the sea wave

overtopping hazard quanti�cation [34]. The model takes into consideration the e�ect of

sea level rise and future surge trends on the probability of sea wave overtopping. In the

following, the network structure is brie�y explained followed by a detailed description of

the data adopted for the case study and the results obtained.

5.1 Model Implementation

The network shown in Fig.4, consists of 17 nodes. As shown in Listing 2, a matrix (Mcor-

relation) and a cell array (CNodes) are initially de�ned in order to collect the correlation

factors and the Node objects respectively. Table 7 sums up the characteristics of the model

nodes.
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TimeScenario

EmissionScenario

SeaLevelRise

SurgeTrend

ExtremeSurge

ExtremeHighTide

WindWavePeakPeriod

SignificantWindWaveHeight
SwellPeakPeriod

SignificantSwellHeight

IncidentWaveHeight IncidentWavePeriod

SeaWallInclination

CrestLevel

SlopeRoughness

MeanPermissibleDischarge

Overtopping

Figure 4: Overview of the CN for sea wave overtopping risk assessment

Listing 2: De�nition of Initial Variables

%% INITIALISE VARIABLES

Nnodes = 17; % Nodes in the net

Mcorrelation = eye(Nnodes ); % Correlation Matrix

CNodes = cell(1,Nnodes ); % Cellarray of Node objects

n = 0; % Node index

The discrete nodes TimeScenario and EmissionScenario allow to model di�erent time pe-

riods and emission scenarios, respectively. Each of these is based on several assumptions

about future emissions of greenhouse gases and other pollutants from human activities,

according to the UKCP09 classi�cation. The analysis of di�erent time scenarios and pos-

sible emission trends allows to make projections of UK climate change over the next cen-

tury. SRES provides a set of comprehensive global narratives, or storylines, that de�ne

local, regional and global socio-economic driving forces of change such as economy, pop-

ulation, technology, energy and agriculture � key determinants of the future emissions

pathway [26]. In order to test the computational algorithms implemented, the model

has been applied to a case study similar to that proposed by Reis et al. [31] and refers

to a hypothetical structure sited in Liverpool Bay in the south-eastern corner of the Irish

Sea. Nine outcome states referring to as many decades between 2020 to 2100 have been
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Table 5: Storylines of the SRES emission scenarios considered

Emission

Scenario
Social Change Economic Change Technological

change

A1B Global population that
peaks in mid-century

then declines

Very rapid economic
growth

Balanced progress
across all resources and

technologies from
energy supply to end
use, as well as balanced

land-use changes
A1f1 Global population that

peaks in mid-century
then declines

Very rapid economic
growth

Fossil fuel-intensive
future, with signi�cant
rise of global carbon
dioxide emissions

Table 6: Characteristics of the distributions adopted for the probabilistic nodes of the
network

Node Type Mean STD Lower

Limit

Correlation Factor

WindWavePeakPeriod Weibull 6.4 1.15 4.2 0.6
(WindWaveHeight)

SwellPeakPeriod Weibull 13.12 3.51 0 −0.1
(SwellHeight)

WindWaveHeight Weibull 1.2 0.7 0.45 0.6
(WindWavePeakPeriod)

0.2
(SwellHeight)

SwellHeight Weibull 0.342 0.221 0 −0.1
(SwellPeakPeriod)

0.2
0.2

(WindWaveHeight)
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adopted for the node TimeScenario. Similarly, two di�erent emission scenarios have been

considered, namely A1B, generally known as medium emission scenario, and A1f1, which

assumes a high emission trend. The assumptions behind these scenarios are described in

Table 5. Moreover, the A1B scenario has been assumed to be potentially more likely, with

probability bounds [0.6, 0.9], while the high emission scenario has been associated with a

probability interval of [0.1, 0.4]. All this info is stored in the Node objects TimeScenario

and EmissionScenario as shown in Listing 3.

Listing 3: De�nition of scenarios nodes

%% SCENARIOS NODES

%01- TimeScenario: [2020:10y:2100]

n=n+1;

CPDXTimeScenario = cell (1,9);

CPDXTimeScenario (:) = {1/9};

CNodes{n} = Node('Sdescription ','Time scenarios ' ,...

'Sname ','TimeScenario ','Lroot ',true ,...

'CPD',CPDXTimeScenario ,'Nsize ',9,'Stype','discrete ');

%02- EmissionScenario: 1= medium(A1B), 2=high(A1f1)

n=n+1;

CPDXEmissionScenarioLow = cell (1 ,2);

CPDXEmissionScenarioUp = cell (1 ,2);

CPDXEmissionScenarioLow (1,1) = {0.6};

CPDXEmissionScenarioLow (1,2) = {0.1};

CPDXEmissionScenarioUp (1,1) = {0.9};

CPDXEmissionScenarioUp (1,2) = {0.4};

CNodes{n} = Node('Sdescription ','Emission Scenarios ' ,...

'Sname ','EmissionScenario ','Lroot ',true ,'Lpbounds ',true ,'CPD' ,...

{CPDXEmissionScenarioLow ,CPDXEmissionScenarioUp },...

'Nsize ',2,'Stype','discrete ');

WindWavePeakPeriod, SwellPeakPeriod, Signi�cantWindWaveHeight, Signi�cantSwellHeight,

SurgeLevel are the roots of the network and represented by probabilistic distributions. This

is justi�ed by the large record dataset usually available for sea conditions and their vari-

ability, which can be well described by random variables. Nevertheless, it is possible to

substitute probabilistic nodes with bounded or hybrid ones if the data available are not
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Figure 5: Density of data available for the tide level in Liverpool Bay and related generalized
extreme value distribution (compared to the empirical CDF) adopted in the model as
baseline for the node ExtremeTide

suitable for the construction of precise probabilistic distributions.

To each combination of the outcomes of the nodes TimeScenario and EmissionScenario

corresponds a speci�c sea level rise interval (stored in the nodes SeaLevelRise) and Sur-

geTrend), which takes into consideration the uncertainty associated with the predictions

available adopting as lower and upper bound the 5-th and 95-th percentile of the projected

values respectively. The nodes SeaLevelRise and SurgeTrend are combined with the base-

line distributions for the extreme tide and extreme surge: the interval values stored in

these nodes are assumed as means for the distributions of the hybrid nodes ExtremeTide

and ExtremeSurge adopted in the analysis.

The probability distribution of extreme tide level at Liverpool has been implemented on

the basis of the data provided by the the British Oceanographic Data Centre and combined

with the sea level rise projections obtaining a parametric p-box. Fig. 5 shows the empiri-

cal probability distribution for the data and the relative p-boxes assumed to represent the

nowadays distribution for each emission scenario considered. The related code implemented

is shown in Listing 4.
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Listing 4: De�nition of nodes associated to extreme tide levels

%% EXTREME TIDE LEVEL

n=n+1;

%Load Data from external sources

Mmedium = importdata('MediumEmissionScenario.txt');

Mhight = importdata('HighEmissionScenario.txt');

Vyears =30:10:110; %2020:10:2100;

CPDXSeaLevelRise = cell (9,2,1);

for itime =1:9

% lowerBound =5% ile upperBound =95% ile

CPDXSeaLevelRise(itime ,1 ,1)=...

{Interval('lowerBound ',Mmedium(Mmedium (: ,1)== Vyears(itime ),2),...

'upperBound ',Mmedium(Mmedium (: ,1)== Vyears(itime ) ,4))};

CPDXSeaLevelRise(itime ,2 ,1)=...

{Interval('lowerBound ',Mhight(Mhight (: ,1)== Vyears(itime ),2),...

'upperBound ',Mhight(Mhight (: ,1)== Vyears(itime ) ,4))};

end

CNodes{n} = Node('Sdescription ','Emission Scenarios ' ,...

'Sname ','SeaLevelRise ','CPD',CPDXSeaLevelRise ,....

'CSparents ',{'TimeScenario ','EmissionScenario '},...

'Nsize ',1,'Stype','bounded ');

%04- TideLevel

n=n+1;

CPDXTideLevel {1 ,1}= RandomVariable('Sdistribution ','gev' ,....

'par1' ,-0.3591,'par2' ,2.3791,'par3' , -0.4063);

CNodes{n}=Node('Sdescription ','Surge contribution to water level ' ,...

'Sname ','ExtremeHighTide ','CSparents ',{'SeaLevelRise '},...

'CPD',CPDXTideLevel ,'Nsize ',1,'Stype','hybrid ' ,...

'Cmapping ',{'sealevelrise ','extremehightide ','mean'});

A similar procedure has been followed for the implementation of the node ExtremeSurge:

the baseline for extreme surge events has been combined with the UKCP09 projections

regarding the surge trend for the scenarios considered. Unfortunately only predictions re-

garding the medium emission scenario (A1B1) are available, while most studies aiming to

quantify future surge trends have resulted in high model disagreement for the geograph-
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ical area of interest with regards to the other emission scenario considered [38] [21]. To

take into account our ignorance, a symmetric interval centred in the baseline mean has

been considered for the low and high emission scenarios in the representation of the node

ExtremeSurge. See Listing 5 for details about the related computational code.

Listing 5: De�nition of nodes associated to extreme surge levels

%05- ExtremeSurgeTrend > 5% and95%ile of 10y return period

n=n+1;

CPDXSurgeLevel=cell (9,2,1);

for itime =1:9

CPDXSurgeLevel(itime ,1 ,1)=...

{Interval('lowerBound ' ,0.019 -0.123*(2+(( itime -1)*10))*0.001 ,...

'upperBound ' ,0.019 +0.728*(31+(( itime -1)*10))*0.001)};

CPDXSurgeLevel(itime ,2 ,1)=...

{Interval('lowerBound ' ,0.019 -0.08 ,...

'upperBound ' ,0.019+0.08)};

end

CNodes{n}=Node('Sdescription ','Surge contribution to water level ' ,...

'Sname ','SurgeTrend ','CPD',CPDXSurgeLevel ,...

'CSparents ',{'TimeScenario ','EmissionScenario '},...

'Nsize ',1,'Stype','bounded ');

%06- ExtremeSurge

n=n+1;

CPDXSurge {1,1}= RandomVariable('Sdistribution ','Gumbel ' ,...

'mean' ,0.019,'std' ,0.192);

CNodes{n}=Node('Sdescription ','Surge contribution to water level ' ,...

'Sname ','ExtremeSurge ','CSparents ',{'SurgeTrend '},...

'CPD',CPDXSurge ,'Nsize',1,'Stype ','hybrid ' ,...

'Cmapping ',{'surgetrend ','extremesurge ','mean'});

The values adopted for the probabilistic user-de�ned nodes of the model are coherent with

those provided by Reis et al. [31] and are summarized in Table 6. A linear coe�cient of 0.6

has been adopted to take into account the correlation between the peak period and the sig-

ni�cant wave height of wind sea waves. Moreover, lower limits have been considered for the

distributions of these variables to account for calm conditions (i.e., assuming that no wave

174



Table 7: Characteristic of the nodes involved in the analysis

Node Type Size

SeaWallInclination Bounded 1
CrestLevel Discrete 1
SlopeRoughness Bounded 1
WindWavePeakPeriod Probabilistic 1
Signi�cantWindWaveHeight Probabilistic 1
SwellPeakPeriod Probabilistic 1
Signi�cantSwellHeight Probabilistic 1
IncidentWaveHeight Probabilistic 1
IncidentWavePeriod Probabilistic 1
SurgeLevel Hybrid 1
TideLevel Hybrid 1
MeanPermissibleDischarge Discrete 1
Overtopping Probabilistic 1
TimeScenario Discrete 9
EmissionScenario Discrete 3
SeaLevelRise Bounded 1
SurgeTrend Bounded 1

overtopping occurs when there are no locally generated waves). A correlation factor of 0.2

has been considered to represent the correlation between the wind-sea and the swell [31].

For simpli�cation purposes no near shore wave transformation model has been adopted.

Furthermore, all the waves are supposed to approach the seawall normally. Listings 6 and

7 show the sections of the computational code de�ning the wind waves and swell waves

nodes, respectively.

The overall behaviour of the sea waves, resulting from the combination of wind waves and

swell characteristics, is represented by the nodes IncidentSigni�cantHeight and Incident-

PeakPeriod. These are computed according to the model suggested in Reis et al. [31], which

is explicitly implemented within the network, as shown in Listing 8.

The bounded roots of the network refer to the slope characteristics such as the angle at

which the seawall front slope is built (SeaWallInclination) and its roughness (SlopeRough-

ness); indeed, intervals allow to model construction tolerances. The node (CrestLevel) refers

to the seawall characteristic and it is also an input of the model (i.e., de�ned by the user)

together with the MeanPermissibleDischarge and the root nodes previously mentioned.
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Listing 6: De�nition of nodes associated with wind waves

%% SEA WAVE CONDITIONS

%07- WINDWAVEPeakPeriod

n=n+1;

CPDXWavePeakPeriod {1}= RandomVariable('Sdistribution ','Weibull ' ,...

'Parameter1 ' ,6.868,'Parameter2 ' ,6.511,'lowerBound ' ,4.2);

CNodes{n}=Node('Sdescription ','Wind waves peak period ' ,...

'Sname ','WindWavePeakPeriod ','Lroot',true ,'CPD',CPDXWavePeakPeriod ,...

'Nsize ',1,'Stype','probabilistic ','censoring ' ,4.2);

%08- WINDWAVESignificantWaveHeight

n=n+1;

CPDXSignificantWindWaveHeight {1}=

RandomVariable('Sdistribution ','Weibull ' ,...

'Parameter1 ' ,1.348,'Parameter2 ' ,1.771,'lowerBound ' ,0.45);

CNodes{n}=Node('Sdescription ','Wind waves significant height ' ,...

'Sname ','SignificantWindWaveHeight ','Lroot' ,...

true ,'CPD',CPDXSignificantWindWaveHeight ,'Nsize ' ,1,...

'Stype ','probabilistic ','censoring ' ,0.45);

Mcorrelation(n,n -1)=0.6;

Mcorrelation(n-1,n)=0.6;%correlation between Hw and Tw

The wall is assumed characterized by a slope roughness between 0.7 and 0.8 over a range

[0, 1] and the seawall slope is supposed to be gentle, with an inclination angle between 0.4

and 0.6 rad. Due to possible failures or wearing of the structure, the probability for the

maximum height of the wall to remain equal to 10 m AOD along with all time scenarios

is assumed to fall in the interval [0.3, 0.5]. A second more conservative outcome refer to a

maximum height guaranteed to be not lower than 8 m and is associated with probability

value between 0.5 and 0.7.

The discrete node Overtopping is associated with the probability of overcoming the Mean-

PermissibleDischarge, which represents the mean permissible overtopping discharge per

unit length of seawall and has been considered equal to 0.1 l/s. The de�nition of these two

nodes within the toolbox is shown in Listing 10. Finally, once all the nodes of the model

are de�ned, the object of the class CredalNetwork can be implemented (see Listing 11).
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Listing 7: De�nition of nodes associated with swell waves

%09- SWELLWAVEPeakPeriod

n=n+1;

CPDXSwellPeakPeriod {1}= RandomVariable('Sdistribution ','Weibull ' ,...

'Parameter1 ' ,1.443e+01,'Parameter2 ' ,4.215e+00);

CNodes{n}=Node('Sdescription ','Swell peak period ' ,...

'Sname ','SwellPeakPeriod ','Lroot ',true ,'CPD',CPDXSwellPeakPeriod ,...

'Nsize ',1,'Stype','probabilistic ');

%10- SWELLWAVESignificantWaveHeight

n=n+1;

CPDXSignificantSwellHeight {1}= RandomVariable('Sdistribution ','Weibull ' ,...

'Parameter1 ' ,3.811e-01,'Parameter2 ' ,1.583e+00);

CNodes{n}=Node('Sdescription ','Swell significant height ' ,...

'Sname ','SignificantSwellHeight ','Lroot',true ,...

'CPD',CPDXSignificantSwellHeight ,'Nsize',1,'Stype ','probabilistic ');

Mcorrelation(n,n-1)= -0.1;

Mcorrelation(n-1,n)= -0.1; %correlation between Hs and Ts

Mcorrelation(n,n -2)=0.2;

Mcorrelation(n-2,n)=0.2; %correlation between Hs and Hw
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Listing 8: De�nition of nodes associated with combined sea waves

%11- COMBINED INCIDENT SIGNIFICANT HEIGHT

n=n+1;

CPDIncidentWaveHeight (1 ,1 ,1)=...

{'sqrt(( TableInput.significantswellheight .^2)+...

(TableInput.significantwindwaveheight .^2)) '};

CNodes{n}=Node('Sdescription ','Combined incident significant height ' ,...

'Sname ','IncidentWaveHeight ','CPD',CPDIncidentWaveHeight ,...

'CSparents ',{'SignificantSwellHeight ','SignificantWindWaveHeight '},...

'Nsize ',1,'Stype','probabilistic ');

%12- COMBINED INCIDENT PEAK PERIOD

n=n+1;

CPDXIncidentWavePeriod (1,1,1,1,1)=

{'((( TableInput.significantswellheight .^2)./...

(( TableInput.significantswellheight .^2)+...

(TableInput.swellpeakperiod .^4))).*...

(TableInput.significantswellheight .^2)+...

(( TableInput.significantwindwaveheight .^2)./...

(( TableInput.significantswellheight .^2)+...

(TableInput.significantwindwaveheight .^2))).*...

(TableInput.windwavepeakperiod .^4)).^1/4 '};

CNodes{n}=Node('Sdescription ','Combined incident peak period ' ,...

'Sname ','IncidentWavePeriod ','CPD',CPDXIncidentWavePeriod ,...

'CSparents ',{'SignificantSwellHeight ','SignificantWindWaveHeight ' ,...

'SwellPeakPeriod ','WindWavePeakPeriod '},'Nsize ' ,1,...

'Stype ','probabilistic ');
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Listing 9: De�nition of nodes associated with the structure

%% SEA WALL CHARACTERISTICS

%13- Sea Wall Inclination

n=n+1;

CPD_alpha (1 ,1)={ Interval('lowerBound ' ,0.4,'upperBound ' ,0.6)};

CNodes{n}=Node('Sdescription ','Inclination of the sea wall' ,...

'Sname ','SeaWallInclination ','Lroot',true ,'CPD',CPD_alpha ,...

'Nsize ',1,'Stype','bounded ');

upperCOT=cot(CPD_alpha {1 ,1}. lowerBound );

lowerCOT=cot(CPD_alpha {1 ,1}. upperBound );

%14- CrestLevel state #1= 8m, state #2=10m

n=n+1;

CPDXCrestLevelLow = cell (1,2);

CPDXCrestLevelUp = cell (1,2);

CPDXCrestLevelLow (1,1) = {0.5};

CPDXCrestLevelLow (1,2) = {0.3};

CPDXCrestLevelUp (1,1) = {0.7};

CPDXCrestLevelUp (1,2) = {0.5};

CNodes{n} = Node('Sdescription ','Sea wall crest level' ,...

'Sname ','CrestLevel ','Lroot ',true ,...

'CPD',{CPDXCrestLevelLow CPDXCrestLevelUp},'Nsize ' ,2,...

'Stype ','discrete ','Lpbounds ',true); %,'Value ',10

%15- Roughness

n=n+1;

CPD_r (1 ,1)={ Interval('lowerBound ' ,0.7,'upperBound ' ,0.8)};

CNodes{n} = Node('Sdescription ','Sea wall Roughness ' ,...

'Sname ','SlopeRoughness ','Lroot ',true ,...

'CPD',CPD_r ,'Nsize',1,'Stype ','bounded ');
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Listing 10: De�nition of nodes involved in the overtopping model

%% EXTERNAL MODELS

%16- MeanPermissibleOvertoppingDischarge

n=n+1;

CNodes{n}=Node('Sdescription ','Parameter C of the model' ,...

'Sname ','MeanPermissibleDischarge ','Lroot',true ,...

'CPD' ,{1},'Nsize',1,'Stype ','discrete ','Vvalues ' ,0.1);

%17- Overtopping

n=n+1;

CPDXOvertopping (1,1,1,1,1,1,1,1,1)={[]};

CPDXOvertopping (1,1,1,1,1,1,1,1,2)=

{'TableInput.meanpermissibledischarge -...

ComputeOvertoppingRateEBNJournal(TableInput.incidentwaveheight ,...

TableInput.incidentwaveperiod ,( TableInput.extremehightide +...

TableInput.extremesurge),8,TableInput.seawallinclination ,...

TableInput.sloperoughness)'};

CPDXOvertopping (1,1,1,1,1,1,2,1,1)={[]};

CPDXOvertopping (1,1,1,1,1,1,2,1,2)=

{'TableInput.meanpermissibledischarge -

ComputeOvertoppingRateEBNJournal(TableInput.incidentwaveheight ,...

TableInput.incidentwaveperiod ,( TableInput.extremehightide +...

TableInput.extremesurge ),10, TableInput.seawallinclination ,...

TableInput.sloperoughness)'};

Cparent ={'MeanPermissibleDischarge ','ExtremeHighTide ' ,...

'ExtremeSurge ','IncidentWaveHeight ','IncidentWavePeriod ' ,...

'SlopeRoughness ','CrestLevel ','SeaWallInclination '};

MImpDir =[-[1 1 1 1 1 1];1 1 1 1 1 1];

CNodes{n} = Node('Sdescription ','Overtopping event ' ,...

'Sname ','Overtopping ','CSparents ',Cparent , 'CPD' ,...

CPDXOvertopping ,'Nsize',2,'Stype ','discrete ' ,..

'MimportantDirection ',MImpDir ,'Lboolean ',true);
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Figure 6: Overview of the reduced network

Listing 11: De�nition of the Credal Network object

%% BUILD CN

XCN=CredalNetwork('Sdescription ','Overtopping risk assessment ' ,...

'CXnodes ',CNodes ,'Mcorrelation ',Mcorrelation );

5.2 Analysis

The reduction of the initial network (Fig.4) has been invoked as shown in Listing 12,

and was performed adopting the Adaptive Line Sampling method. The resulting reduced

network (XCNreduced in the computational code) is shown in Fig.6. It consists of only �ve

nodes, three of which (i.e., EmissionScenario, CrestLevel, Overtopping) are associated with

interval probabilities. The remaining nodes, TimeScenario and MeanPermissibleDischarge,

are characterized by crisp probabilities.

Listing 12: CN reduction

XALS=AdaptiveLineSampling('Nlines ',20,'NmaxPoints ' ,14);

XCNreduced=XCN.reduce2BN('Cxsimulation ',{XALS });

A complete analysis has been carried out on the model proposed, starting from the inference

computation of the network. This was carried out focusing on the marginal probability of

the event Overtopping and adopting both exact and approximate algorithms, comparing
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Figure 7: Exact upper (square) and lower (circle) bounds and related inner and outer
approximations (error bars) for the probability of occurrence of overtopping for each time
scenario analysed

the results obtained by the three approaches described in Section 3.2. The related part of

the code is presented in Listing 13.

Listing 13: Inference analysis

XCNreduced.computeInference('CSmarginal ',{'Overtopping '},...

'Lbnt',true);

XCNreduced.computeInference('CSmarginal ',{'Overtopping '},..

'LapproximateInner ',true);

XCNreduced.computeInference('CSmarginal ',{'Overtopping '},...

'LapproximateOuter ',true);

Regardless the scenario of reference, hence not introducing any evidence, the marginal

probability of overtopping occurrence results bound by the interval [0.173, 0.316], accord-

ing to the exact inference analysis. The output obtained through the adoption of the inner

approximation algorithm perfectly matches these values, while the outer approximation

results equal to 0.0783 and 0.538, respectively for the lower and upper bounds. These esti-

mates refer to the overall scenarios considered, providing a general value for the probability

of sea wave overtopping over the entire century considered. Introducing evidence in the

node TimeScenario, it is instead possible to visualize the trend of the risk over more speci�c

time domains.

As shown in Fig.7 and from the results in Table 8, both the upper and lower bounds of the

probability of overtopping occurrence generally tend to grow in time regardless the infer-

ence computation method adopted. Also the length of the intervals grows along the time
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Table 8: Probability intervals for the marginal probability of overtopping occurrence asso-
ciated with the time scenario of reference

Scenario Exact Inner Outer

2010− 2020 [0.1689, 0.2875] [0.1689, 0.2875] [0.0764, 0.5047]
2020− 2030 [0.1695, 0.2928] [0.1695, 0.2928] [0.0770, 0.5108]
2030− 2040 [0.1713, 0.3022] [0.1713, 0.3022] [0.0780, 0.5225]
2040− 2050 [0.1711, 0.3083] [0.1711, 0.3083] [0.0777, 0.5292]
2050− 2060 [0.1737, 0.3143] [0.1737, 0.3143] [0.0786, 0.5357]
2060− 2070 [0.1731, 0.3219] [0.1731, 0.3181] [0.0784, 0.5448]
2070− 2080 [0.1750, 0.3293] [0.1750, 0.3249] [0.0792, 0.5529]
2080− 2090 [0.1751, 0.3402] [0.1751, 0.3358] [0.0792, 0.5650]
2090− 2100 [0.1781, 0.3476] [0.1781, 0.3426] [0.0807, 0.5730]

domain (e.g., from a minimum of 0.1186 in the �rst scenario to 0.1695 in the last, referring

to the exact intervals) coherently with the increasing uncertainty of the climate projections.

In all the scenarios considered, the inner approximation values matches the estimate of the

exact probability bounds, while the outer approximation provides only a coarse estimation

of these, in particular with regards to the upper values of the probability. In spite of this,

the information provided by this analysis, in particular when coupled with that provide by

the inner approximation, can be extremely useful in case of complex networks where an

exact estimate would require a much larger computational power.

Fig.8 shows the results according not only to the time scenario but also to the two di�erent

emission scenarios considered. The probability bounds result slightly higher for the high

emission scenario, as expected. Moreover, the length of the intervals is generally larger

for the high emission scenario, highlighting an higher degree of uncertainty related to the

projections associated with this assumption. Finally the sensitivity analysis of the network

has been carried out, according to the methodology previously described (see Listing 14).

Listing 14: Inference analysis

XCNreduced.tuneParameter('Starget ','Overtopping ' ,...

'query ',InitialUncertainty *0.80);

Regardless the scenario of reference (i.e., without introducing any evidence in the network),

the possible parameter changes which can reduce the length of the exact probability interval

for the overtopping event to 80% of its initial value (i.e., a length of the interval equal to
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Figure 8: Exact and approximate probability bounds for the di�erent time periods and for
the medium and high emission scenarios
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0.1145) involve the node CrestLevel. Two solutions are possible in this case, as shown

in Table 9: the �rst involves the reduction of the upper bound regarding the probability

of the maximum height of the structure to reach 8 m of 21.92% of its initial value (i.e.,

reducing the probability interval associated with the event of 76.39% of its initial value);

in this case the marginal probability interval associated with the event Overtopping would

be [0.173, 0.287]. In the second case, the upper bound associated to the maximum height

of the structure to reach 10 m is reduced of 38.46% (i.e., 95% of the initial uncertainty

a�ecting the parameter), resulting in a marginal probability for the event Overtopping of

[0.201, 0.316]. Hence, even if both options guarantee the same reduction of uncertainty

Table 9: Parameter changes for reducing Overtopping marginal probability uncertainty to
80%

Parameter (τ) Absolute Change Relative Change

p(CrestLevel=8) −0.15346 −21.92%

p(CrestLevel=8) −0.1923 −38.46%

in output, they are not equivalent in terms of reliability of the structure: the �rst option

implies a reduction of the overall probability of overtopping while the second the increase.

In order to enhance the accuracy of the information in output, reducing the imprecision

a�ecting the marginal probability obtained, more precautions could be taken in order to

increase the con�dence in the robustness of the structure (hence its capability of keeping

a maximum height of 10 m for all the time domain considered), decreasing the probability

of overtopping occurrence as well as the uncertainty a�ecting its estimate.

6 Conclusions

A novel computational toolbox for the manipulation of Credal Networks and their anal-

ysis has been presented. The toolbox integrates well-known traditional, cutting-edge and

novel methods and allows to interact with external software (such as the reliability tool-

box in OpenCossan and the Bayes' Toolbox for MATLAB) ensuring extreme �exibility

in the analysis. Algorithms are provided for the reduction of the initial Credal Networks

including probabilistic, discrete, bounded and hybrid nodes to equivalent simpli�ed mod-

185



els. The reduced networks include only nodes which are associated with crisp probability

values and interval probabilities, streamlining the structure of the network. The inference

computation can be carried out adopting di�erent methods (both built-in or from third

parties) characterized by di�erent degrees of accuracy and, hence, associated to di�erent

computational costs. Finally, sensitivity analysis methods allow identifying the best possi-

ble strategy, in terms of tuning of single network parameters with regards to the required

maximum level of imprecision in output. Thanks to the high �exibility of the computa-

tional tool, new methods can be integrated easily in the existent framework, making room

for constant improvements of the implementation. A numerical example based on a simple

CN model for the risk assessment of sea waves overtopping is analysed in order to fully test

the capabilities of the toolbox implemented.
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Conclusions

The research presented in this dissertation focuses on the development of novel methods for the

risk assessment of complex systems subject to natural hazards, taking into account the explicit rep-

resentation of aleatory and epistemic uncertainty affecting the input and its propagation within the

model defined. The five papers presented draw the path of such a study, defining the evolution of

the research carried out. Firstly, the requirements of such analysis have been identified leading to

the selection of a well known approach, i.e. Bayesian Networks, for the implementation of a model

specifically developed for the risk assessment of spent fuel ponds subject to the risk of flooding.

The application of such a model to a real world case study (i.e. Sizewell B nuclear power station) al-

lowed, on the one hand, to prove the potential of Bayesian Networks in representing the interaction

between technological installations and natural hazards, on the other highlighted the limitations of

the method and the further requisites which a complete and comprehensive tool for risk analysis

must satisfy to fully capture the nature of such events. The findings of this study have led to the

enhancement of the initial BN model (Chapter 1) through the adoption of a novel computational

tool, especially implemented to fulfil the requirements imposed by the nature of the analysis and

identified in the previous study. This step of the research is fully described in the second of the

works presented in this dissertation (Chapter 2). The new model proposed not only takes into ac-

count aspects of the natural hazards previously neglected, but most importantly allows to explicitly

represent the uncertainty affecting the variables in input and to track its propagation within the

model. The enhanced model has been applied to the same case study previously analysed, provid-

ing the estimation of the risks of several events and accident scenarios and the quantification of the

uncertainty affecting these values. This latter information is crucial for decision making support,

since it provides the level of confidence and accuracy associated with the estimates made available.

This implies that, when the uncertainty affecting the output is too high, the information provided

by the analysis can result useless in terms of decision making support and a more accurate analysis

can be required. Chapter 2 hence underlines the need for theoretical and computational tools able

to refining the model and reducing the uncertainty in output effectively. The implementation of

such tools is the core of the following step of the research, described in Chapter 3. The method

proposed in the article allows to scan the models defined by the user identifying several strategies

for the enhancement of the results accuracy trough the reduction of the uncertainty in input. The
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main drawback of the method is the use of traditional BN exact inference algorithms, which can

result highly computationally demanding for large networks. In light of this, the following phase of

the research, summarized in Chapter 4, has focused on the definition of a method aiming to adapt

traditional exact inference algorithms to the computation of networks containing interval probabil-

ities, reducing the computational cost generally associated to this practice. Through the analysis of

the joint probability bounds of the interval variables in input, the approach proposed identifies the

probability bounds of input parameters which maximize and minimize the probability of the query

variable. This allows to significantly reduce the computational time otherwise associated with the

inference computation and provides exact bounds in output in the case in which no evidence is

introduced. The methods presented in the four articles mentioned, such as for the enhancement

of Bayesian Networks through the use of system reliability methods and for the sensitivity anal-

ysis and inference computation of BNs including interval probabilities, have been implemented

computationally in the general purpose software OpenCossan, in an object-oriented fashion. The

overall result is a complete computational toolbox which aims to fully tackle the challenges of risk

analysis of complex technological installations threaten by extreme natural events. The last of the

articles included in this dissertation, Chapter 5, describes in details the implementation of such a

tool and its potential.

The computational tool proposed fully satisfies the objectives of the research. The Bayesian Net-

work approach, which is the basis on which the tool is developed, ensures a high level of flexibility

in the modelling and the capability to adequately describe the complex network of dependencies

that exists among the subsystems and elements of technological installations. This allows to easily

depict the occurrence of simultaneous events triggered by a common cause and their propagation

within the system, making the tool particularly suitable for the assessment of domino effects. The

novel methods introduced in order to enhance the Bayesian Network approach allow the introduc-

tion in the network of a wide range of input types, such as discrete, probabilistic, non-probabilistic

and hybrid variables. These allow to characterize accurately the information available and its

uncertainty, avoiding the introduction of subjective assumptions. Moreover, the use of probabil-

ity bounds and the implementation of methods for the computation of their propagation within

the models, allow the quantification of confidence levels on the output. These explicitly disclose

the degree of accuracy of the analysis, providing a crucial information for risk-informed decision

making. Furthermore, the tool includes method for the identification of suitable strategies able to

reduce the degree of uncertainty in output according to user imposed constraints, offering an essen-

tial support for the enhancement of the robustness of the analysis. Different degrees of accuracy,

associated with different computational costs, are available for each task performed by the tool,

making it suitable for both long-term and near-real-time decision making support. Finally, nev-

ertheless the large capabilities of the tool, the interface associated with the user-defined networks

allows to depict even the more complex models into intuitive graphical frameworks.
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Future Work and Recommendations

The analysis of the risks associated with the interaction between extreme natural events and tech-

nological installations is a field still largely unexplored and open to consistent novel contributions.

These are strongly needed not only because of the high-impact that the related accidents can have

on the surrounding environment and population, but also in view of the expected worsening of

extreme natural events due to the climate change. The research presented in these pages aims to

provide methods suitable for tackling the challenges associated with this kind of analysis. The

result is a complete computational tool for the implementation, inference computation and sen-

sitivity analysis of models including a wide variety of variables (from intervals to probabilistic

distributions, imprecise random variables and probability bounds). The methods included in such

a toolbox present some limitations, which future work should target in order to enhance the theo-

retical and computational tool provided.

Further research should be dedicated to the optimization of the reduction procedure of Credal

Networks to Bayesian Networks including interval probabilities. Indeed, to different elimination

orders of the non-discrete variables in the initial network correspond different topologies of the

reduced model, which can affect the costs of inference computation on the final network. The cur-

rent method follows a topological order for the elimination of non-discrete variables, hence does

not guarantee the optimal topology of the network in output.

Moreover the current implementation of the toolbox does not allow to generate imprecise random

variables from non-discrete parents, neither from operation involving hybrid parents: this implies

that imprecise random variables can be included in the current implementation only as input of the

initial networks or as combination of probabilistic nodes and interval nodes referred to the param-

eters of the probabilistic distribution. Methods for the computation of operations among imprecise

random variables and the inclusion of non-parametric p-boxes must be integrated in the current

toolbox in order to obtain a fully coherent framework for imprecise probabilities.

With regards to the proposed inference computation methods, the current implementation is limited

to the adoption of boolean variables. This is also true for the approach proposed for the sensitivity

computation, which provides the tuning of only single parameters. Further efforts to overcome

these restrictions are strongly recommended.
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Appendix A

Bayesian Network Theory

Bayesian Belief Networks, or more commonly Bayesian Networks (BNs), belong to the more gen-

eral class of probabilistic graphical models and represent the integration of this latter approach with

Bayesian statistics. Bayesian networks are widely adopted as a framework for reasoning under un-

certainty and to estimate how a change of certainty in one variable may change the knowledge

available regarding the other variables. This is achieved using a graphical approach to represent

relations between events. Indeed, the structure of a Bayesian network is a directed graph: it con-

sists of a set of variables and a set of directed links, generally referred to as arcs, connecting the

variables. These latter, also referred to as the nodes of the network, represent sets of possible states

of a proposition (or sample spaces) and can then have any number of outcomes (or states). These

are assumed mutually exclusive: each variable is in exactly one of its states which can be unknown.

The arcs connecting the nodes draw the causal relationships existing among the variables which

are generally referred adopting the definition of family relations: if there exist a link from A to

B, B is said to be a child of A while A is said to be a parent of B. In BNs the strength of the

relations existing among variables linked to each other is expressed through the use of conditional

probabilities.

A.1 Definition

A BN consists of a set of variables connected by directed edges. These together form an di-

rected acyclic graph (i.e. a graph where there is no directed path A1 → A2 → ... → An so that

A1 = An). Such requirement regarding the structure of the graph is due to computational reasons:

feedback cycles are difficult to model quantitatively and no approach is available for coping with

such structures in causal networks, even if non-causal models have been proposed to deal with this

issue. Each variable in a BN has a finite set of mutually exclusive states which are associated to

conditional probability distributions (CPDs) quantifying the strength of the dependency between
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the outcomes of the variable and those of its parents. In other words, to each variable A1 having

parents B1, B2, ..., Bn a conditional distribution p(A1|B1, B2, ..., Bn) is attached. If a variable Ai

has no parents the associated conditional distribution reduces to a marginal (or unconditional) dis-

tribution p(Ai) and the related node is said to be a root of the network. The definition of Bayesian

networks does not necessarily implies causality, hence the links are not required to be expression

of causal impact between variables. However, the models should not include conditional indepen-

dences that do not hold in the real world even when not relying on purely causal relations for the

modelling. This implies the necessity of a careful analysis of the conditional independence rela-

tions, and hence of the so-called d-separation properties (see Section A.4), which can otherwise

hide not-plausible lines of reasoning mining the validity of the model.

A.2 The Chain Rule

Let X = {X1, X2, ..., Xn} be a set of random variables with a finite set of mutually exclusive states

and G a directed acyclic graph associated with the joint probability P (X) = P (X1, X2, ..., Xn).

According to the definition previously provided, the set of variables X is a BN with respect to

a directed acyclic graph G if and only if to each variable Xi with parents pa(Xi) a conditional

probability distribution p(Xi, pa(Xi)) is attached. This implies that the joint probability density

function P (X) = P (X1, X2, ..., Xn) can be written as the product of all individual conditional

probability functions associated to the nodes of the network:

P (X) = P (X1, X2, ..., Xn) =
∏

i

p(Xi|pa(Xi)) (A.1)

Hence, the probability of a joint distribution over specific states of the BN variables can be

calculated from the initial parameters of the network (i.e.conditional probabilities) using the so-

called chain rule shown in Eq.A.1, which can also be interpreted as a compact representation of

the joint probability factorized by the BN.

A.3 Local Markov property

As the definition of BNs suggests, each variable is assumed to be conditionally independent of its

non-descendants given its parent variables. This property is generally known as the local Markov

property. Given a BN over a set of variables X = {X1, X2, ..., Xn}, the local Markov property can

be expressed in mathematical terms as:

Xi |= XX\de(Xi)|pa(Xi), fori = 1, ..., n (A.2)
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where de(Xi) and X \ de(Xi) refer respectively to the set of descendants and non-descendent of

Xi. As a consequence of this, the joint distribution over the parents, spouses and children of a node

is sufficient for calculating the distribution of the node itself. The set of nodes including the parents

children and spouses of a network variable is known as Markov blanket and has the potential to

shield the node from the rest of the network. Hence, in a BN, every node results conditionally

independent of all other nodes in the network given its Markov blanket. The concept of Markov

blanket can be further generalized by defining the so-called d-separation of BN nodes, as discussed

in the following section.

A.4 d-Separation

In probability theory, two events A and B result conditionally independent given a third event C

if, given knowledge of the outcome of C, knowledge of the state of A provides no information

on the likelihood of the outcome of B, as well as knowledge of the state of B provides no infor-

mation on the outcome of A. Such condition can be expressed mathematically as p(A,B|C) =

p(A|C)p(B|C). In BNs, and more generally in causal networks, the concept of conditional in-

dependence is represented by the so called d-separation properties (where ”d” stands for directed

graph), which can be classified according to the type of connection linking the variables under

study.

• Serial connections

Let A, B and C be variables of a directed graph connected serially, as shown in Fig.A.1.

A C B

Figure A.1: Example of serial connection in a directed graph

When the states of all the variables is unknown, A has an influence on B which in turn

has an influence on C. If the state of A is known (in this case the variable is said to be

instantiated) this information will influence the available knowledge regarding B and in turn

C. Similarly, knowing the state of C gives some hints on the state of B and, indirectly, A. On

the other hand, if the state of C is known, A and B become independent and they are said to

be d-separated. Indeed, in this case, any information regarding the state of A does not add

any knowledge to the available information regarding the state of B: the path between A and

B is blocked.

• Diverging connections

Fig.A.2 shows a simple example of a diverging connection. As far as no information is

available regarding the parent variable C, the knowledge regarding A can be propagated to
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A C B

Figure A.2: Example of diverging connection in a directed graph

B through C. Conversely, the path between A and B results blocked when the outcome of C

is known.

• Converging connections

The structure represented by the directed graph in Fig.A.3 is referred to as a converging

A C B

Figure A.3: Example of converging connection in directed a graph

connection. If nothing is known about the child node C its parents A and B are independent:

knowing the state of one of them does not add any information about the state of the other.

In other words, referring again to causal models, the knowledge of one possible cause A

of an event C does not give any information about other possible causes (B). Conversely,

if anything is known about the event or about the consequences of the same event, then

the information available on one possible cause may give some hints on the other causes.

Hence, knowledge may be propagated through a converging connection only if either the

node to which the converging arcs point to or one of its descendants is instantiated (i.e. its

outcome is known).

To sum up, two distinct variables A and B are d-separated given C if for all paths between A and B,

there is an intermediate variable C such that either the connection among the variables is serial or

diverging and C is known, or the connection is converging and neither C nor any of its descendants

are instantiated. In light of this, the Markov blanket of a generic node Xi can be interpreted as the

minimal set of nodes which d-separates Xi from the rest of the network. When two nodes in the

network are not d-separated they are said to be d-connected.

A.5 Inserting Evidence

The most attractive feature of Bayesian Networks is the capability to update the beliefs associated

with the model when new information become available on one or more of the variables. This pro-

cess is called belief updating and is possible thanks to the introduction of evidence in the network.

Evidence about a variable is any kind of information regarding the state of the same variable. In

more detail, if the variable is instantiated (i.e. its state is known) such information is called hard
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evidence, otherwise it is referred to as soft evidence. For instance, let X = {X1, X2, ..., Xn} be

a set of variables with finite number of states forming a BN for which some evidence is available

as a set of findings e = {e1, e2, ..., em}. Each of such findings refers to one specific node of the

network and consists of a table of zeros and ones which expresses numerically the certainty avail-

able regarding the state of the node of interest. In other words, such findings overwrite the CPD of

the nodes for which evidence is available attributing a probability of 1 to the state the variable is

known to be in and 0 to the others. Hence, the chain rule for such case can be expressed as:

P (X,E) =
∏

Y∈X
p(Y|pa(Y))

m∏

i=1

ei (A.3)

where m is the number of findings (i.e. the dimension of the evidence set) and Y the set of non-

instantiated variables in X.

A.6 Inference Computation

Generally, the main aim of a BN model is to answer questions regarding the probability of a

query event and to update this information when additional information become available. This

feature of BNs is known as belief updating and implies the computation of inference on the models

implemented. Several algorithms have been developed to accomplish this task and can be grouped

in two categories: exact inference algorithms and approximate inference algorithms. The first class

embraces methods that provide analytic solutions for the inference computation while the second

is generally based on the use of stochastic simulations. In the following a brief overview of the

most popular algorithms of the two classes is given.

A.6.1 Exact Inference Algorithms

The methods providing exact inference computation on BNs can be mainly classified into three

classes according to the approach adopted:

• Bucket-Elimination.

The main advantages associated with bucket-elimination algorithms lie with the simplic-

ity and generality of the approach. Indeed, these algorithms do not require an extensive

knowledge of graph theory concepts and can be hence easily implemented and adopted by

researchers of different backgrounds [5]. The main idea behind this method is to partition

a given set of clauses using so-called buckets. Such buckets, grouping the potentials as-

sociated to the variables, are then progressively solved in reverse order till obtaining the

query probability. The most common algorithm of this type for BN belief updating is the

Variable Elimination Algorithm, shown in Fig.A.4. In this case, the query probability of
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interest is obtained choosing an elimination sequence over the variables of the networks and

progressively marginalizing and normalizing over the associated potentials according to the

elimination order initially selected. The main drawback of such method is that, in particular

for networks characterized by a large amount of connections and hence for large CPTs, such

memory-intensive approach can rapidly become unfeasible. Moreover, the elimination order

strongly affects the effectiveness of the method but to identify optimal elimination sequences

is a complex and computationally demanding task.

Figure A.4: Variable Elimination Algorithm

• Message Passing.

The algorithms of this class rely on a specific data structure, generally known as clique
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tree or junction tree, to implement optimal elimination sequences and hence to eliminate

variables in the marginalization process in a more efficient way than the bucket-elimination

algorithms. The first step to obtain a junction tree from a given BN is to identify the moral

graph of the BN under study: this is obtained linking all pairs of variables sharing at least

one child and dropping the direction on all the edges of the network. Once the moral graph

is available, the triangulation of this latter is performed, adding additional links among the

nodes in order to obtain an undirected graph with a perfect elimination sequence (i.e. a

triangulated graph). On this basis, the junction tree can be identified as a a set of cliques (i.e.

maximal complete set of nodes) organized in a tree where all nodes on the path between any

pair of nodes X1 and X2 contain the intersection X1 ∩X2; each clique is associated with a

potential and an additional set of nodes, referred to as separator, which d-separates the graph

in two parts. The separators attached to each clique consists of two mailboxes, one assigned

to the direction pointing towards the clique and one to the opposite direction. The potentials

associated to the cliques are then propagated within the networks through such separators

and updated in view of the evidence available. The information passing from a clique to the

other is referred to as message and explains the definition of the approach. Although their

popularity, such methods present significant limitations and drawbacks: first, also in this

case the memory demand grows exponentially with the complexity of the network; second,

the identification of cliques in graphs is not a banal task.

• Recursive Conditioning.

The approach common to conditioning algorithms consists of splitting a problem into sub-

problems according to a specifically defined condition. Such methods realize a process sim-

ilar to that of the Variable Elimination algorithm but substituting the computations and sum-

mations with recursive conditioning on the states of the variables. The use of recursive calls

prevents the exponential blow-up in memory consumption typical of bucket-elimination al-

gorithms avoiding the multiplication among full factors [21]. On the other hand, also for this

approach the computational demand results to grow dramatically with the complexity of the

network do to the exponential blow-up in terms of recursive calls [10].

All the exact inference approaches available in the literature generally suffer from either high space

requirements (such for Variable Elimination or Junction Tree algorithms) or high computational

time, which grow exponentially with the complexity of the network under study. A solution to this

is offered by approximate inference methods, which offer higher flexibility at the price of a lower

accuracy of the output.

A.6.2 Approximate Inference Algorithms

Approximate inference methods provide an estimate of the query probability which can result in

an inner or outer approximation of the true value of the output. The algorithms of this class can
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be divided in two main groups: optimization and sampling methods. The first category embraces

algorithms based on the use of optimization techniques in order to identify the estimate of the

probability that better approximates the real distribution of the query according to some objective

functions. An example of this approach is the loopy belief propagation (LBP) algorithm. This

is a message passing algorithm where the data structure consists of one node for each variable in

the BN. In other words, differently from the methods previously mentioned, the LBP algorithm

does not rely on clique tree structures but uses the nodes of the BNs directly for the propagation of

information within the network. The main drawback of this method is that there is no guarantee of

convergence and, also in the case in which the method does converge, no guarantee is given that it

will converge to the correct posterior distribution.

Inference algorithms based on stochastic sampling aim to estimate the query probability simulating

events from an initial distribution, which is ideally close to the true posterior distribution of interest.

For example, let Y1, Y2, ..., Yn be an independent identically distributed sample of a variable of

interest Y . Then the probability of the event Y = y can be approximated as:

P (Y = y) = E[kY =y] ≈ 1

n

n∑

i=1

kYi=y

where kYi=y is the indicator function of the event Yi = y and results hence equal to 1 when

the the above condition is verified and 0 otherwise. Several sampling strategies are available and

commonly adopted for inference in BNs, such as:

• Forward sampling: it consists of generating samples from the network nodes progressively,

according to a topological order initially assigned. Hence, following the topological order,

the sampling process starts at root nodes and proceeds sampling only nodes whose parents

have already being sampled. According to this procedure, the final results of the method is

a collection of states of the whole BN under study, that can be easily interpreted as samples

of the desired distribution. This sampling strategy is very basic and implies the use of the

so called rejection sampling to deal with evidence: in other words, the samples incompat-

ible with the evidence available are simply excluded from the computation. This approach

presents major limitation since does not take into account the upward propagation of evi-

dence.

• Importance sampling: it is based on the definition of a proposal distribution from which to

sample in order to estimate the target distribution, query of the computation. An estimate

of the difference between the proposal and the target distribution can be included in the

computation through the use of weights attached to the generated samples. Clearly, the

main challenge of such approach is to identify a proposal distribution which is close to the

unknown posterior distribution. A special case belonging to this class of sampling strategy

is the Likelihood-weighted sampling. This provides a solution to the limitations of forward
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sampling by fixing the values of evidence nodes (i.e. instanting the nodes according to

the evidence available) and associating with each sample a weight factor that takes into

account the likelihood that that sample generated the given evidence. This avoids the direct

rejections of samples (unless the weight factor associated is equal to zero) but still, for low-

values weights, implies the need for large collections of samples in order to obtain acceptable

estimates.

• Markov Chain Monte Carlo (MCMC) methods: the algorithms of this class rely on the

construction of a Markov chain for the sampling process. An example of such application

for inference computation in BNs is the so called Gibbs sampling. In this case, starting

from an initial state x0 = (x0
1, x

0
2, ..., x

0
n) (which can be obtained using forward sampling

for example) of a network X = {X1, X2, ..., Xn}, a new updated state x1 of the BN can be

obtained sampling the unobserved nodes in light of the known state x0. In other words, the

transition from the state x0 to x1 is realized as:

x0 = (x0
1, x

0
2, ..., x

0
n)

→ (x1
1, x

0
2, ..., x

0
n)

→ (x1
1, x

1
2, ..., x

0
n)

...→ (x1
1, x

1
2, ..., x

1
n) = x1

where x1
1 is sampled from the known distributionP (X1|x0

2, ..., x
0
n), x1

2 fromP (X2|x1
1, ..., x

0
n)

and so on. The reiteration of such sampling process results in a Markov chain of the BN

states x0 → x1 → x2 → ...→. Ideally, the state of the chain after a certain number of steps

can be used as a sample of the desired distribution: in other words, the target distribution is

assumed to be adequately approximated by the equilibrium distribution of the Markov chain.

Under certain conditions, MCMC methods guarantee that the quality of the approximation

grows along with the number of iterations computed. On the other hand, many aspects of

this approach remain challenging, such as the definition of the initial state (which is not a

trivial task), the specification of a transition model linking each state to the following and

the number of iterations leading to acceptable accuracy of the output.

A.7 Enhanced Bayesian Networks

The examples and methods described so far with regards to BNs have mainly been limited to

discrete state space variables, hence referring to the use of conditional probability tables (CPTs).

Generally, a more natural way to represent the uncertainty of a given event can be achieved adopting

continuous probability distributions: in this case CPTs are not adequate to specify the uncertainty
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of the variables under study and it is instead necessary to associate each state of a continuous node

with a density function for each combination of parents outcomes. BNs containing both discrete

and continuous nodes are usually referred to as hybrid networks and have attracted large attention

in different field of application. Clearly, due to the nature of the density function involved, the

computation of inference on hybrid BNs implies additional challenges in comparison to that of

traditional BNs limited to discrete variables. As a result of this, exact inference can be generally

performed only introducing some rather severe constraints, such as:

• continuous variables can be described only by conditional Gaussian distribution;

• continuous variables can be parents of only continuous variables.

These conditions strongly limit the applicability of the BN approach. Nevertheless, if the domain

to model cannot meet the constraints above, two strategies can be adopted in order to compute

inference on the network: the first consists of the discretization of continuous variables in order to

reduce the initial model to a discrete network or to an hybrid network suitable to be solved through

exact inference algorithms. Clearly this approach depletes the quality of the information initially

available impoverishing the accuracy of the results. A second possibility consists of the adoption

of approximate inference algorithms, which result generally more flexible than the analytical ap-

proach. Still, these algorithms present significant limitations: generally they do not provide any

guarantee of convergence, neither is possible to reliably estimate the accuracy of the output ob-

tained; moreover, specifically algorithms relying on sampling methods, they are quite inefficient

with regards to low probability values.

In order to overcome this limitations Straub and Kiureghian [17] introduced a novel approach based

on the integration of BNs with System Reliability Methods (SRMs) known as Enhanced Bayesian

Network. This allows reducing the initial hybrid BNs to traditional networks containing only dis-

crete variables through the use of numerical methods well known in the field of system reliability.

This section aims to give a brief overview of the computational strategy proposed

Definition The target of the computational strategy proposed by Straub and Kiureghiam and

referred to as Enhanced Bayesian networks (EBNs) consists of a subclass of BNs that have the

following properties:

• the initial network, referred to from now on as eBN, contains both discrete (i.e. defined in

a finite sample space) and continuous (i.e. associated with vectors of continuous random

variables) nodes;

• the states of each discrete node that is a child of at least one continuous node are defined

as domains in the parents outcome space (i.e. deterministic nodes) or by probability mass

functions that are parameterized by the parent nodes (i.e. random nodes).
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Hence, a general eBN presents a set of nodes Z = {Y,X} where Y = {Y1, Y2, ..., Yn} is a set

of discrete random variables and X = {X1, X2, ..., Xm} a set of vectors of continuous random

variables. Any l-th state yli of a discrete variable Yi will be associated in the CPT of the node with a

conditional probability value p(yli, pa(Yi)). Similarly, any continuous nodesXj will be represented

by a set of continuous random variables characterized by a joint conditional probability function

f(xj , pa(Xi)), where xj refers to a vector of continuous random variables. In light of this, the

joint probability factorized by the initial model can be depicted as:

p(Y|X)f(X) = ΠYi∈Yp[yi|pa(Yi)]ΠXj∈Xf [xj |pa(Xj)] (A.4)

Straub and Kiureghian propose to solve the inference problem using a two-step procedure: the first

step consists of eliminating the continuous nodes in the initial eBN and results in a traditional BN

containing only discrete nodes. The main advantage of this approach is that the reduction procedure

does not affect directly the quality of the initial information and the inference computation can be

performed on the reduced network (rBN) in the second step of the procedure adopting any ordinary

exact inference algorithm.

From eBN to rBN The core of the methodology proposed is the reduction from the initial

eBN Z = {X,Y}, where X = {X1, X2, ..., Xm} is a set of continuous nodes of the eBN,

Y = {Y1, Y2, ..., Yn} a set of discrete nodes, to the rBN Z’ = Y. The joint probability of the

rBN can be then obtained integrating Eq.A.4 over the continuous variables in X:

P (Y) =

∫

X
p(Y|X)f(X) =

∫

X
ΠYi∈Yp[yi|pa(Yi)]ΠXj∈Xf [xj |pa(Xj)]dX (A.5)

Let Y = {YCh, YNCh}, where YCh includes all the discrete nodes having at least one continuous

parent in the initial eBN (YCh = {Y ∩ [ch(X1) ∪ ch(X2) ∪ ... ∪ ch(Xm)} where ch(Xi)

is the set of children nodes of a generic node Xi) and YNCh all the discrete nodes of the eBN with

only discrete parents. Since the aim of the methodology is to eliminate the continuous variables in

the network only these latter and their children nodes will be subject to changes in the reduction

procedure: the elimination of continuous nodes will affect directly the parents of the nodes in

YCh and hence their CPTs. On the contrary, the nodes in YNCh will stay unchanged and keep

the same parents and CDTs in the eBN as in the rBN (pa(Y(j)) = pa′(Y(j)),∀Y(j) ∈ YNCh,

where pa′(Y(j)) refers to the parents of the generic node Y(j) in the rBN). Hence, Eq.A.5, can be

rewritten as:

P (Y) = ΠYi∈YCh
p[yi|pa(Yi)]

∫

X
ΠYj∈YNCh

p[yj |pa(Yj)]ΠXj∈Xf [xj |pa(Xj)]dX (A.6)
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The conditional probability associated with the discrete nodes in YCh in the rBN can be then

computed as:

ΠYj∈YCh
p[yj |pa′(Yj)] =

∫

X
ΠYj∈YNCh

p[yj |pa(Yj)]ΠXj∈Xf [xj |pa(Xj)]dX (A.7)

In light of the initial assumption according to which the outcomes of all variables in YCh are defined

as domains in the outcome space of their parents, the conditional probability for the k-th state of

the node Yj ∈ YCh can be calculated as:

Πykj ∈YCh
p[ykj |pa′(Yj)] =

∫

x∈Ωx

ΠXj∈Xf [xj |pa(Xj)]dX

Ωx =
⋂

Yj∈YCh

Ω
kj
j,kpa

(x)
(A.8)

where Ω
kj
j,kpa

(x) kpa denotes the domain in the space of X associated with the k-th state of Yj and

the joint state kpa of its discrete parents. Embracing the discrete parents of continuous nodes in

the set YPa = {Y ∩ pa(X1) ∪ ... ∪ pa(X1)}, the right hand side of eq.A.8 can be reformulated,

rewriting Eq.A.8 as:

PiYj∈YCh
p[yj |pa′(Yj)] =

∫

x∈Ωx

f(X|yPa)dX (A.9)

Eq.A.9 has the form of a general system reliability problem, usually expressed as:

P (E) =

∫

Ωf

f(W)dx (A.10)

where E refers to the failure event defined by the failure domain Ωf in the outcome space of the

random variables W = {W1,W2, ...,Wl} characterized by the joint probability function f(W). In

light of this, the numerical methods common to the field of structural reliability for the solution

of the integral in EqA.10 can be used to solve Eq.A.9 and hence compute the CPTs of the rBN.

Since these latter, thanks to the integration, do not include any reference to continuous variables,

the continuous nodes and their related links can be removed from the initial model obtaining the

final reduced network rBN. As already mentioned, the main advantage of this approach is that

the information initially stored in the continuous variables is not empoverished or lost but just

processed and reformulated in the form of conditional probabilities associated with the nodes in

YCh.
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Appendix B

Generalized Extreme Value Distribution

The definition of generalized extreme value distribution, generally referred to as GEV, embraces

a family of continuous probability distributions developed within the extreme value theory. Ac-

cording to this latter, the extreme values in a large sample have an approximate distribution that is

independent of the distribution of each individual variable involved. Let X1, X2, ..., Xn be inde-

pendent values with a common distribution function F andMn = max1≤i≤nXi. Hence, according

to the extremal types theorem, if there exist sequences of σn and µn and a non-degenerate cumula-

tive distribution function G which verify the conditions σn > 0 and P{σnMn +µn ≤ z} → G(z)

as n→∞, then G must be a GEV distribution [2]. This can be expressed as:

G(z) =





exp




−
[
1 + ξ

(
z − µ
σ

)]1

ξ




, forξ 6= 0

exp

{
−exp

[(
z − µ
σ

)]}
, forξ = 0

where the parameters µ, σ and ξ are referred to as the location, scale and shape parameters re-

spectively. The parameter µ verifies the condition −∞ < µ < ∞ and, as its definition suggests,

defines the location or shift of the distribution: thus, in the one-dimensional case, the probability

density shifts rigidly to the right as µ increases, maintaining its exact shape. The value of the pa-

rameter σ determines the statistical dispersion of the probability distribution: the larger the σ, the

more spread out the distribution is; coherently, if σ is small the distribution be more concentrated.

Finally, rather than simply shifting (as µ does) or stretching/shrinking (as σ does) the distribution,

the parameter ξ affects its shape (see Fig.B.1). In more detail:

• For ξ = 0 the GEV reduces to the Gumbel distribution. In this case the GEV is said to be of

type I.

• For ξ > 0 the tail of the distribution decreases more slowly than the tail of the Gumbel

209



z
-4 -3 -2 -1 0 1 2 3 4

P
D

F

0

0.1

0.2

0.3

0.4 Type I
Type II
Type III

Figure B.1: Different types of GEV distribution functions, computed for µ = 0,σ = 1 and ξ = 0
(type I) ξ = 0.5 (type II) ξ = −0.5 (type III)

distribution, corresponding instead to the Frèchet distribution function. In this case the GEV

is said to be of type II.

• For ξ < 0 the tail of the distribution decreases more quickly than that of the Gumbel distri-

bution reaching 0. In this case the GEV corresponds to a Weibull distribution of maxima and

is said to be of type III.
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