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Abstract— Workplace fatigue increases the risk of injuries and 
other accidents, thus a growing interest in identifying early 
detection signs for fatigue has been recently reported in 
literature. Ubiquity of smartphones opens new opportunities 
for detecting early signs of fatigue, using daily user activities 
such as typing, chatting, Internet surfing and track-screen 
gestures. This paper presents a non-intrusive human fatigue 
detection method based on smartphone keyboard typing. This 
is achieved by using a smartphone application that records 
keystroke events time based on which a new application is 
developed to identify the user’s fatigued/alert status. Text 
entry error rate, which is considered as a type of psychomotor 
measures for fatigue/alertness, is utilized as a ground-truth 
metric in this study. A binary classifier based on a support 
vector machine classifier is developed to identify the 
fatigue/alertness status and its performance is assessed 
experimentally. The obtained results have demonstrated a 
promising accuracy of 88.8%. This finding is expected to 
facilitate development of a low-cost and non-intrusive mobile 
instrument for fatigue/alertness detection. 
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I. INTRODUCTION  
Fatigue detection is an essential requirement for safety 

in workspace because it can lead to accidents, injury, and 
loss of productivity and decreases performance. Numerous 
methods have been reported in literature to detect and 
quantify operator fatigue [1]. Thinking clearly is affected by 
fatigue [2], and this may result in making operators unable 
to assess their own level cognitive impairment. The loss of 
awareness of operators their required safety level is part of 
workplace injuries and accidents. One of many definitions 
of fatigue, which is related to performance impairment, is 
“decrements in performance on tasks requiring alertness and 
the manipulation and retrieval of information stored in the 
memory” [3]. 

Smartphones are quickly becoming the most popular 
device for personal communications. The widespread usage 
of these devices along with continuous advances in mobile 
technology and applications have made great changes to 
handhelds devices to become a new way of data collection 
and management for a wide range of applications including: 
fatigue detection [4], [5], workflow management [6], and 
mobile health applications [7] - [9]. Moreover, the 
computing power and storage of smartphone facilitate 
research challenges in real environments [10], [11]. 

Text entry is a daily task for any computer or 
smartphone users. In the time of using typewriters, it was 
easier to measure typing speed by using a stopwatch while 
errors were examined by hand.  Nowadays, typing 
performance assessment becomes more and more difficult 
because of word-process auto-correction utility and auto-
prediction tools in smartphones applications. New 
performance metrics (speed and accuracy) are developed 
depending on large experimental paired data of presented 
text (what participants were asked to enter) and transcribed 
text (typing output) [12].  

A wide range of keyboards such as physical QWERTY 
keyboard and multi-tab keyboard (more than on character 
on the same key) is offered for different computer systems 
and mobile phones [13]. While, in current time, virtual 
touch screen keyboard is the most common keyboard used 
with smartphones. Recently, researchers have proposed text 
entry performance metrics to assess the efficiency of 
keyboard typing such as typing speed and error rate [12].  

In this work, a human-fatigue detection method based on 
virtual keyboard timing metrics is proposed and 
implemented using the smartphone text entry. It utilizes 
several known metrics, which are previously reported in 
[14]; of these the holding time and digraph time are the most 
important. Two binary classifiers, support vector machine 
(SVM) and artificial neural network (ANN), are suggested 
to identify the fatigue/alertness status of users participated 
in this study. 

The remainder of this paper is organized as follows: 
Section II overviews keystroke dynamics biometrics. 
Section III describes text entry accuracy metrics. Section IV 
describes the adopted dataset and feature extraction and 
labeling. The design of the system and its block diagrams 
are presented in Section V. Section VI presents 
classification results and some conclusions derived from the 
presented work. 

II. KEYSTROKE DYNAMICS  
Many metrics can be extracted from smartphone users 

when they interact with virtual keyboards text entry. These 
metrics, usually time events, are known as keystroke 
dynamics. An individual typing pattern can be obtained for 
each user. Such a pattern can hold much information 
relevant to the behavior of a particular user [15], [16].  

The hold time (HT) and digraph time (two consecutive 
keys) are the basic features that are extracted from keystroke 
dynamics. Fig. 1 depicts an example of time features that 
are relevant to keystroke dynamics.  
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Figure 1 Graphical description of Keystroke dynamics features. 

III. TEXT ENTRY ACCURACY METRICS 
Dealing with digital devices such as computers, tablets 

and smartphones is increasing dramatically. Text entry is the 
main interaction activity between human and these devices. 
Typing speed and error rate are the two major categories 
that mainly used to assess typing accuracy and 
efficiency [17].  

Text entry accuracy metrics have been of interest to 
numerous researchers [14], [15] and there have been a 
common consensus on the following set of performance 
metrics for the typing accuracy:  

• Presented Text (P) is the experiment message  
• Transcribed Text (T) is the text that is written by a 

participant. 
• Input Stream (IS) is the all keystrokes performed by 

the participant. 
• Correct (C) is the number of the correct characters in 

the transcribed message. 
• Incorrect Not Fixed (INF) is the number of the 

incorrect characters that appear in the transcribed 
message.  

• Fixes (F) is the number of the correction keystrokes 
(such as delete, backspace, and cursor movement) and, 
modifier keys (shift, alt, control, etc.)  

• Incorrect Fixed (IF) is the number of the incorrect 
keystrokes, which is noticed by the participant and 
corrected. 

Error Rate measures can be calculated based on several 
definitions and as follows:  

1) Error Rate of Minimum String Distance (ERMSD): 
Minimum String Distance is the minimum number of 
keystrokes needed to transform transcribed text into 
presented text [18]. ERMSD  is calculated by 

 ER!"# = (MSD(P,T))/(MAX(|P|, |T|))×100% (1) 
2) Keystrokes per Character (KSPC): Another important 

error related metric is the keystrokes per character (KSPC), 
which it is value can be related either to many corrected 
errors, or to few uncorrected errors. In mathematical form, 
KSPC is obtained from 

 KSPC = |InputStream|/|T|   (2) 

3) Erroneous KeyStroke Rate (EKSR): The ratio of the 
total incorrect keystrokes to the presented characters is 
called EKS which calculated from 

 𝐸𝐾𝑆𝑅 = (𝐼𝐹 + 𝐼𝑁𝐹)/𝑃×100% (3) 
4) Total Error Rate (TER): The ratio of total incorrect 

characters (fixed and non-fixed) to the total characters is 
called TER that is calculated from  

 𝑇𝐸𝑅 = (𝐼𝐹 + 𝐼𝑁𝐹)/(𝐶 + 𝐹 + 𝐼𝑁𝐹)×100% (4) 

IV.  MATERIALS AND METHODS  

A. Dataset 
An existing dataset [19] is adopted in this study. The 

original purpose of this dataset has been to investigate 
behavioral features of typing style to continuously 
authenticate smartphone users [20]. Data collection, which 
was previously reported in [21], was implemented using 
smartphone application named Hand Movement, Orientation, 
and Grasp (HMOG). The dataset was collected from 100 
smartphone users (47 females and 53 males). Each user was 
asked to interact with smartphone with three types of tasks 
(reading session, writing session and mapping session). In 
this study, however, the writing session is of a particular 
interest. 

The writing session data elements are used to extract the 
error rate as a performance metric while the corresponding 
keystroke dynamic metrics are processed to extract features 
and classify the user’s fatigue status. The hold and digraph 
times are chosen to capture the typing pattern of the user 
throughout several writing sessions.   

B. Features and Labels Preparation 
1) Features vector preparation: The timing data of text 

entry keystroke are recorded with a high precision timer 
(with a resolution of 1µs) to ensure accurate and reliable 
data. Statistical representations of keystroke dynamics (i.e. 
the hold-time and the digraph time) are calculated to build a 
set of features. Some of these features such as HT mode, HT 
histogram area, diagraph mode, and diagraph histogram area 
are found less effective and thus eliminated.   

Each one of the 100 participants has eight writing 
sessions to be completed at different periods. In each session, 
which has an average of 1193 taps and lasts for 11.6 minutes, 
the participant is invited to type three pre-specified 
statements using his/her smartphone’s keyboard. In order to 
increase the number of records, each session is divided into 
10 segments. So, for 100 participant with 8 session each 
multiplied by 10 segments yields 8000 records that form the 
size of the dataset used in this study. Next, the most effective 
four features are then selected to carry out this study; the 
hold-time mean, hold-time standard deviation, digraph mean, 
and digraph standard deviation. 

2)  Labels vector preparation: Many research papers and 
safety institutional reports agreed about the negative impact 
of fatigue on human performance [10], [22]. Text entry 
speed and accuracy is affected by mental fatigue [23]. The 
calculated metrics are divided into two sets; (i) a timing-
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metrics set and (ii) an error-metric set. Several features of 
text entry are extracted from the collected data that are 
related to the typing performance measured in terms of speed 
and accuracy. Examples of performance metrics for a single 
participant are demonstrated in Figs. 2 – 4. In Fig. 2, the 
standard deviation of the hold time is changed between 
different sessions while the change in the number of 
backspace clicks is presented in Fig. 3.  The backspace clicks 
is used as an indicator for fixed errors of the user typing. 
Similarly, the keystroke per character metric is presented in 
Fig. 4. A clear pattern’s correlation between the results 
presented in these figures can be noticed which validates 
effectiveness of the selected features.   

3)  Dataset labeling: Based on the error metric, KSPC, a 
median threshold is chosen to label the feature’s data for 
classification and training. Fig. 5 shows an example for the 
threshold-setting procedure that corresponds to one 
participant. As illustrated, the threshold line divides the 
writing sessions into two classes, alert and fatigued.   

Figure 2. Example of hold-time standard deviation for different sessions  

 

Figure 3.  Example of backspace-clicks for different sessions  
 

 

Figure 4. Example of KSPC for different sessions 

 
Figure 5. Threshold-setting for a 2-class labeling 

V. IMPLEMENTED SYSTEM  

A. System Description  
The developed fatigue detection system comprises 

several stages as shown in the block diagram of Fig. 6. The 
collected smartphone’s texting dataset is initially analyzed to 
calculate the keystroke dynamics as shown in the left branch 
of Fig. 6. This is achieved through filtering the timing data 
with the aim of reducing abnormality and preparing the 
collected data for the feature’s extraction stage. Next, the 
fatigue-related features are then extracted as discussed earlier 
in Section IV-B.  The selected features are then fed to a 2-
class classifier, as illustrated. In the right branch of the 
diagram, the text-entry dataset is used to calculate the error 
(KSPC) that is used as an accuracy metric. Next, a median 
threshold is set depending on the calculated KSPC and the 
entire dataset is then labeled. The labeled dataset is used as a 
ground truth for the training stage of the classifier, as shown 
in Fig. 6. The classifier eventually classifies the users 
participated in this study depending on their fatigue/alertness 
status. In this study, two types of classifiers are implemented, 
ANN and SVM. These classifiers are described briefly as 
follows.  
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Figure 6. A block diagram for the developed fatigue detection system  

B. Artificial Neural Network  
ANN is built and trained with training set of 70% of the 

available dataset while the rest 30% records are used for 
validation and test phases. The proposed ANN is 
implemented with feed-forward ANN based on six neurons 
input layer and one hidden layer layers and one single output 
unit with a tangent-sigmoid transfer function. Moreover, 
many trials are adopted for ANN structure to improve the 
network performance such us changing the numbers of 
hidden layer and the nodes in each layer as well as changing 
in training algorithms and decision transfer function.  

C. Support Vector Machine  
SVM is a well-known classifier that has been 

successfully used in many applications [24]. In this study, the 
SVM is used to classify the users depending on their 
collected data into two classes (alert and fatigued). These 
classes are labeled to indicate the alert/fatigued status. 
Performance of the developed SVM classifier as compared to 
the ANN classifier performance is shown in the Receiver 
Operating Characteristic (ROC) graph of Fig. 7. 

VI. RESULTS AND CONCLUSIONS 
The developed ANN and SVM classifiers are trained and 

tested to assess the overall system performance. The 
obtained test results are summarized in Table I. It can be 
noticed that the SVM has a superior performance when 
compared to that of the ANN. These findings confirm the 
findings demonstrated in Fig. 7 since the area under the 

curve of the ROC for the SVM is larger than that of the 
ANN.  

Unlike equivalent fatigue detection methods, which are 
mostly based on physiological and behavioral data, the 
proposed method does not need extra devices other than a 
smartphone. In addition, the proposed method is a non-
intrusive method since it does not involve collection of any 
personal data, thus maintaining the users’ privacy.  

The suggested threshold setting and labeling procedure 
were found in agreement with the sleep-research findings 
reported in literature regarding using performance 
impairment as a fatigue sign/metric. The performance of the 
implemented classifiers showed SVM is superior to ANN in 
identifying fatigue/alertness conditions. SVM demonstrated 
accuracy of 88%, sensitivity of 84% and specificity of 100% 
when compared to the ground truth dataset. 

These promising findings will facilitate the development 
of a low-cost and non-intrusive mobile instrument for 
fatigue/alertness detection. However, performance of the 
developed prototype can be further improved through 
utilizing timing data of user activities other than texting such 
as reading/scrolling, track-screen gestures and others. These 
improvements are currently part of the on-going research by 
the authors. 
 

 
Figure 7. Example of ROC for one participant using SVM and ANN 

classifiers 

TABLE I.  SUMMARY OF ANN AND SVM PERFORMANCE METRICS 

Performance 
metric ANN SVM 

Accuracy 77.5% 88.8% 

Sensitivity 79.6% 84.8% 

Specificity 73.1% 100% 
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