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Exchange for Edge Artificial Intelligence

Jie Zhang

, Futai Zhang™, Xin Huang, and Xin Liu

Abstract—Edge Artificial Intelligence (Al) is a timely complement of cloud-based Al. By introducing intelligence to the edge, it alleviates
privacy concerns of streaming and storing data to the cloud, enables real-time operations where milliseconds matter, and brings Al
services to remote areas with poor networking infrastructures. Security is a significant problem in Edge Al applications such as self-driving
cars and intelligent healthcare. Since the edge devices are empowered to process data and take actions, attacking and compromising
them can cause serious damage. However, the wide deployment of computationally limited devices in edge environments and the
increasing happening of side-channel (or leakage) attacks pose critical challenges to security. This article thereby aims to enhance the
security for Edge Al by designing and developing lightweight and leakage-resilient authenticated key exchange (LRAKE) protocols.
Compared with available LRAKE protocols, the proposed protocols in this article can be effortless applied in some mainstreaming security
and communication standards. Moreover, this article realizes prototypes and presents implementation details; and a use case of applying
the proposed protocol in Bluetooth 5.0 is illustrated. The theoretical design and implementation details will provide a guidance of applying

the LRAKE protocols in Edge Al applications.

Index Terms—Leakage-resilience, key exchange, side-channel attacks, edge computing, Edge Al

1 INTRODUCTION

RTIFICIAL Intelligence (AI) based on the powerful cloud
Aplatform is playing a significant role in the current
information-based society [1], [2], [3]. However, issues such
as privacy concerns, network delays and communication
quality impede its application in a wide range of scenarios
where privacy is required, milliseconds matter or network
infrastructures are poor [4], [5], [6], [7]. The intelligent edge
computing or Edge AI[8], [9], [10] is a timely complement of
current Al supported by cloud computing. By introducing
intelligence to the edge, it alleviates privacy concerns of
streaming and storing data to the cloud, enables real-time
operations, and brings Al services to remote areas with poor
networking infrastructures. Edge Al is anticipated to facili-
tate a wide range of applications such as self-driving cars,
intelligent healthcare, deep-sea exploration and military.

Security is a significant problem in Edge Al applications.
First, since the edge devices are empowered to make deci-
sions and take actions, compromising them can cause more
serious damage than ever before. Second, applications such
as self-driving cars directly and closely related to individu-
als’ lives; therefore, wrong decisions or actions caused by
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security attacks could lead to traffic accidents with serious
injuries. Finally, in applications such as military and health-
care, privacy concern is an essential requirement.

However, providing adequate security in edge environ-
ments is often challenging. Recently the situation becomes
more severe due to the increasing happening of side-
channel attacks (demonstrated by a number of work on
side-channel attacks reported in 2018 and 2019 in top con-
ferences [11], [12], [13], [14], [15], [16], [17], [18], [19], [20],
[21], [22], [23], [24], [25], [26], [27], [28], [29], [30], [31], [32],
[33]). In the edge environments there are many computa-
tionally limited edge and end devices such as gateways,
routers, sensors and so on. Most of these devices can only
provide very basic security due to their limited computa-
tional ability, and cannot resist the side-channel attacks
which leak information from long-term secrets in side-chan-
nel manners such as recording and analyzing the timing
[34], power [35] or electromagnetic-emission [36].

To guarantee security in Edge Al, one of the necessary pro-
cedures is to establish secure channels among devices by
authenticated key exchange (AKE). Many AKE protocols are
proposed so far; however, most of them cannot resist the
side-channel attacks. Some leakage-resilient AKE (LRAKE)
protocols that can resist side-channel attacks are proposed in
recent years [37], [38], [39], [40], [41], but none of them are
adopted in practice. This reflexes a gap between theoretical
achievements and realworld applications. We investigated
some of these theoretical work and identified two probable
reasons. First, none of these work provides prototypes or
implementation details. As a result, there is no specific guid-
ance about how to implement LRAKE protocols in practice.
Second, these available LRAKE protocols are very different
from existing AKE protocols in some mainstreaming security
and communication standards in use such as Transport Layer
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Security (TLS), Bluetooth and so on. For example, there is
an increasing adoption of Elliptic Curve Diffie-Hellman
(ECDH)-based AKE protocols in many of these standards;
however, no mature ECDH-based LRAKE protocols are pre-
sented in the literature. As a result, it is impractical to include
existing non-ECDH-based LRAKE protocols in the future
versions of these standards.

This paper aims to enhance security of Edge Al by pre-
senting and developing lightweight LRAKE protocols with
adequate security and reasonable computational cost. The
main contributions are summarized as follows. First, an
ECDH-based LRAKE protocol (named 7,) is presented in
detail; and its security is proved in the continuous after-the-
fact leakage-resilient extended Canetti-Krawczyk (CAFLR
eCK) model which is the strongest security model available
for AKE protocols. Second, a lightweight method is intro-
duced and applied to Protocol r; to construct its lightweight
variant which is more friendly to computationally limited
devices. Third, prototypes are realized to evaluate the perfor-
mance of these protocols; and implementation details are
presented. Finally, a use case of applying the proposed pro-
tocols in the Bluetooth communication specification is illus-
trated. This demonstrates in great detail how to implement
the protocols in practice, and thereby is critical to narrow the
gap between theoretical designs and realworld applications.

The rest of this paper is organized as follows. Section 2
investigates available work on ECDH-based AKE and
LRAKE in the literature. Section 3 introduces the closely
related fundamentals of cryptography. Sections 4, 5 and 6
present the security models, propose the LRAKE protocol
and prove its security respectively. Section 7 illustrates the
construction of a lightweight LRAKE protocol. Section 8
evaluates the performance and presents implementation
details. Section 9 demonstrates the application of the pro-
posed protocols through a use case. Finally, Section 10 briefly
summarizes the paper and discusses future work.

2 RELATED WORK

This section reviews ECDH-based AKE protocols in some
mainstreaming security and communication standards, and
summarizes closely related work on LRAKE available in the
literature.

2.1 ECDH-Based AKE Protocols
Diffie-Hellman (DH) key exchange is the basis for a number of
AKE protocols adopted in many security or communication
standards. Its elliptic curve version, the Elliptic Curve Diffie-
Hellman key exchange [42], can provide stronger security
with short keys, and thereby has become one of the most pop-
ular technique to implement industrial-grade AKE protocols,
especially in edge networking environments where there
exists a large number of computationally limited devices.
Below we summarize ECDH-based AKE protocols in
some international standards.

2.1.1 TLS

TLS is the most widely used security standard in the Inter-
net. It underlies the security of many higher-level protocols
such as the Hyper Text Transfer Protocol over Secure Socket

Layer (HTTPs) and the Message Queuing Telemetry Trans-
port (MQTT) protocol. TLS uses the handshake protocol to
establish a secure channel between two communicating par-
ties. The latest version TLS 1.3 [43] includes an ECDH-based
handshake protocol which is essentially an ECDH-based
AKE protocol.

2.1.2 Bluetooth

Bluetooth is a wireless communicating technology for porta-
ble and/or fixed electronic devices. It is featured with short-
range, robustness and low cost, and thereby is suitable for
edge networks. The latest version Bluetooth Specification
5.0 [44] presents four secure simple pairing protocols based
on ECDH. These protocols are ECDH-based AKE protocols
with different authentication measures.

2.1.3 IEEE 802.15.6

IEEE 802.15.6 [45] is the international standard for wireless
body area networks (WBANS). It includes a suite of authenti-
cated association protocols that generate authenticated shared
keys for a node and a hub: the public key hidden association,
the password authenticated association and the display
authenticated association. These protocols are essentially
ECDH-based AKE protocols with different authentication
measures.

Although the aforementioned AKE protocols are widely
used in practice, none of them resists side-channel attacks.
One probable reason is that the leakage-resilient cryptogra-
phy in particular the leakage-resilient AKE is a relatively
new research. There is a reasonable gap between theoretical
achievements and realworld applications. In the following
subsection we summarize some excellent theoretical work
to identify the key to narrowing the gap.

2.2 LRAKE Protocols
2.2.1 Related Work on Security Model

Before side-channel attacks are studied, the strongest secu-
rity model for AKE protocols is the eCK model [46].
Moriyama and Okamoto propose the first leakage-resilient
version of eCK model and name it A-LR eCK model [47]. It
formalizes leakage from long-term secrets in the model, but
does not consider the leakage after the test session is deter-
mined. Alawatugoda et al. study the after-the-fact leakage-
resilient (AFLR) eCK model that models the leakage attacks
after the determination of the test session [48], [49], [50], [51].
They propose the bounded AFLR (BAFLR) eCK model and
the continuous AFLR (CAFLR) eCK model. The later is stron-
ger since it assumes the overall leakage is not bounded. We
highly appreciate these pioneering and outstanding work. In
this paper we apply the CAFLR eCK model to prove the
security of the proposed protocol.

2.2.2 Related Work on LRAKE Protocols

Shin et al. [37] propose password-based AKE protocols between
a client and a server. By dividing the password into shares
using a secret sharing scheme, the protocols can tolerate leak-
age of password or verification data stored in servers. How-
ever, their design does not resist leakage from computations.
Ruan et al. [38], [39] propose a leakage-resilient password-
based AKE protocol that uses the Dziembowski-Faust scheme
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to split the password into two parts. The protocol assumes
passwords are stored in both the client and the server, while in
normal scenarios passwords are memorized and input by users
in every protocol run on the client side. In [40] Ruan ef al.
propose a general framework for constructing identity-based
AKE protocols in the BAFLR eCK security model, and show a
formal proof in the standard model. Chen et al. [41] propose
challenge-dependent leakage-resilient eCK (CLR-eCK) model
and a framework of constructing provably secure AKE proto-
cols under that model.

Although there are some LRAKE protocols available in
the literature by now, none of these work involves a proto-
type. In addition, there is few mature work on ECDH-based
LRAKE protocols. Probably due to the lacking of prototypes
or implementation details of LRAKE protocols, in particular
the ECDH-based ones, none of the aforementioned security
and communication standards includes LRAKE protocols
so far.

3 PRELIMINARIES

This section introduces cryptographic primitives, including
underlying difficult assumptions and the Dziembowski-
Faust leakage- resilient storage scheme.

3.1 Elliptic Curve Key Exchange
3.1.1  Elliptic Curve Cryptography

One type of elliptic curve £ that is suitable for cryptography
is defined as follows:

v* = 2® + az + bmod p,

with a,b € GF(p) and 4a® + 270 # 0, where GF(p) is prime
finite field of order p [52].
We mainly use two operations

e Point Addition. Let P = (21,%1) and Q = (z2,12) be
two points on E. The point addition between P and
@ is denoted P + . The result is also a point on F.

e Scalar Multiplication. Let ¢ be an integer and P be a
point on E. The scalar multiplication between ¢ and
P is denoted by t - P. It is defined as

t-P=P+P4---+P.
—
t

When ¢ is a large integer, computing a scalar mul-
tiplication is much more time-consuming than com-
puting a point addition.

3.1.2 ECDH-Based Key Exchange

In the basic ECDH key exchange protocol, the two parti-
cipants A and B have the common public parameters
(E,G,n,p) where E is an ellptic curve defined in the prime
finite field GF(p), G is the base point of E, and n is the order
of G.

To agree a shared key, A generates a random integer x4,
computes X4 =24 -G, and sends X4 to B. B generates a
random integer x5, computes Xp = x5 - G, and sends Xp to
A. A can compute the shared key as K = x4 - Xp. B can
compute the shared key as K =z - X4.

3.2 Difficult Assumptions
3.2.1 ECDLOG Assumption

Definition 1 (ECDLOG Problem). Let E be an elliptic curve
defined over a finite field GF(p), P be a point on E of order n.
The elliptic curve discrete logarithm (ECDLOG) problem over E
is to find x such that X = x - P given P and a randomly chosen
X on E if such an x exists, denoted by x = ECDLOG(P, X).

The ECDLOG assumption holds in £ if for all probabilistic
polynomial time (PPT) algorithm A, the probability of solv-
ing the ECDLOG problem in E is negligible for a given secu-
rity parameter k [53].

3.2.2 ECGDH Assumption

Definition 2 (ECCDH Problem). Let E be an elliptic curve
defined over a finite field GF(p), P be a point on E of order n,
and X and Y be randomly chosen points on E such that
X=xz-PandY =y- P for some unknown z,y € [0,n — 1].
Given P, X and Y, the elliptic curve computational Diffie-Hell-
man (ECCDH) problem is to find the point Z = ECDLOG
(P, X) - ECDLOG(P,Y) - P,denoted by Z = ECCDH(P, X, Y).

Definition 3 (ECDDH Problem). Let E be an elliptic curve
defined over a finite field GF(p), P be a point on E of order n,
and X, Y and Z be randomly chosen points on E such that
X=2-P, Y=y-P and Z==z-P for some unknown
z,y,z € [0,n—1]. Given P, X, Y and Z, the elliptic curve
decisional Diffie-Hellman (ECDDH) problem is to output 1
if Z=ECCDH(P,X,Y) and 0 otherwise. We use ECDDH
(P, X,Y, Z) todenote Z = ECDDH(P, X,Y).

Definition 4 (ECGDH Problem). Let E be an elliptic curve
defined over a finite field GF(p), P be a point on E of order n,
and X and Y be points on E such that X =x-Pand Y =y -
P for some unknown x,y € [0,n — 1]. Given P, X, Y and an
oracle access to ECDDH(.,-,-), the elliptic curve gap Diffie-
Hellman (ECGDH) problem is to output ECCDH(P, X,Y").

The ECGDH assumption holds in £ if for all PPT algorithm
A, the probability of solving the ECGDH problem in £ is
neglibible for a given security parameter k.

3.3 Leakage-Resilient Storage With

Refreshing Protocol
The Dziembowski-Faust leakage-resilient storage [54] con-
tains a storage scheme and a refreshing protocol. We will use
it as a building block in our protocol to protect long-term
secrets from side-channel attacks.

3.8.1 (A, e)-Secure Leakage-Resilient Storage Scheme

The storage scheme contains a pair of encode and decode
algorithms. The encode algorithm splits a secret key sk into
two separated parts sk; and skp such that sk can be recov-
ered from sk, and skr through a decode algorithm. For any
m,n € N, the storage scheme A7." = (Encode.", Decode’.")
q q q

stores secret sk € (Z;)" in the following manner
° Encode%";}"'(sk): sk £ (Z7)"\{(0")}, then skg — (Z;)"""

such that skr, - skr = sk and output (skz, skr).

e Decode?!" (skr, skg): output sk, - skp.
q
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After the encode algorithm sk is destroyed while sk;, and
skr are stored separately and secretly. The decode algo-
rithm will not be used in practice.

Definition 5 (\-limited Adversary). An adversary is defined
as a X-limited adversary if the amount of leakage obtained
by him/her from sky and skg is limited to A = (A, \a) bits
in total.

Definition 6 ((),¢)-secure Leakage-resilience of a
Storage Scheme). A storage scheme A = (Encode, Decode)
is (A, €)-secure leakage-resilient if for any random secrets sk
and sky and any M-limited adversary, the leakage from Encode
(sko) = (skor, skor) and Encode(sk1) = (skir, skir) are sta-
tistically e-close.

Theorem 1 [54]. Given that n > 20 -m, the storage scheme
A7 = (Encode?:", Decode?.") is (X, negl(n))-secure against
q q q
an M-limited adversary for some negligible function negl and
A = (0.3nlog ¢, 0.3nlog q)

3.3.2 (I,N,€)-Secure Leakage-Resilient

Refreshing Protocol

The refresh protocol refreshes the encoding to defend against
a continuous leakage. It updates sk;, and skp into sk} and

sk/,. The refresh protocol Refresh(sk, skr) works as follows.

o Refreshing skp.
A, & (Z)" \{(0”)} and By, — (Z;)""" where By,
is full rank and A, LB = (0m).
- My« (Z;)"" where M, is non-singular and
S]CL M]L = AL
Compute X = M, - By, and skjy = skp + X.
o Refreshmg skr.
- Ap & (Z*)”\{(O”)} and By « (Z;)""" where Bg
is full rank and A, R - Br = (0™).
- Mg — (Z;)""" where Mg is non-singular and
M]R . Sk‘lR = B}R.
—
- Compute Y = Ay - My and sk}, = sk, + Y.
The refresh protocol is run after per computation involv-
ing sky, and skp.

Definition 7 (Apeesh-limited Adversary). An adversary
is defined as a A-limited adversary if the amount of leakage
obtained by himfher from ski and skg is limited to A = (A,
o) bits in total.

Definition 8 ((/,N,¢')-secure Leakage-resilience of a
Refreshing Protocol). For a (), e€)-secure leakage-resilient
storage scheme A = (Encode,Decode), a refresh protocol
Refresh(sky, skp) is (I, N, €')-secure leakage-resilient if for any
random secrets sko and sky and any Np, ., -limited adversary
against the protocol up to | rounds, the leakages from Refresh
(skor, skor) and Refresh(skir, skir) are statistically €' -close.

Theorem 2. [54] Given thatn > m/3,n > 16,1 € N and A}l” is

a (X e)-secure leakage-resilient storage scheme, the refreshmg
protocol Refresh” 2 is (I, \/2,€)-secure leakage-resilient for
A7L TYL'

q

4 SECURITY MODELS

This section summarizes two security models for AKE pro-
tocols: 1) the eCK model [46] which is the strongest model
before the arising of side-channel attacks and 2) its leakage-
resilient version [48] which models side-channel attacks
and continuous after-the-fact leakage.

4.1 eCK Model
4.1.1 Notations and Definitions

e DParties and long-term keys: U = {Ui,...,Uy,} is a
set of Np parties. Each U; (i € [1, Np]) has a pair of
long-term public and secret keys (PKy,, sky,;). Each
U; owns at most Ng protocol sessions.
e Sessions: H{]V represents the jth session at the owner
U with intended partner V.
e Partnering: Two sessions HUV and HVU are partners
if all the following hold
- both H{]V and HVU have computed session keys;
— messages sent from 17, v are identical with that
received by II VU,'

— messages sent from HJ v are identical with that
received by HU v

— exactly one of U and V is the initiator and the
other is the responder.

4.1.2 Adversarial Power

The adversary A is a probabilistic polynomial time algo-
rithm that can adaptively ask the following queries

e Send(U,V, j,m) query. This query allows A to run the
protocol by sending message m to the session Iy, .. It
returns the next message according to the protocol
conversation so far.

e SessionKeyReveal(U,V, j) query. This query allows A
to reveal the session key of the session Il if Ily,
has accepted a session key. It returns the session key
of Tl .

e EphemeralKeyReveal(U, V, j) query. This query allows
A to reveal all the ephemeral secrets of the session
HUV It returns ephemeral secrets of IT}, |,

e Corrupt(U) query. This query allows .A to corrupt a
party U. It returns the long-term secrets of U.

4.1.3 Fresh Sessions

Freshness of sessions is defined to exclude corruptions
which allow the adversary to trivially break any AKE proto-
col. A session HJU v is fresh if and only if adversaries have not

asked the following queries

e if partner session does not exist
—  SessionKeyReveal(U,V, j)
—  Corrupt(U) and EphemeralKeyReveal(U, V; j)
- Corrupt(V)
e if partner session I, exists
—  SessionKeyReveal(U, V, j)
—  SessionKeyReveal(V, U, j)
Corrupt(U) and EphemeralKeyReveal(U, V; 5)
Corrupt(V) and EphemeralKeyReveal(V, U, j')
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4.1.4 eCK Security Game

The eCK game simulates the attacks conducted by a
PPT adversary given the adversarial power defined in
Section 4.1.2.

e Initialization. The challenger generates keys using
the security parameter k.

e Queries. The adversary asks any of Send,
SessionKeyReveal, EphemeralKeyReveal and Corrupt
queries to any session at will.

e Choosing test session. The adversary chooses a fresh
session as the test session. The challenger chooses a
random bit b € {0, 1}.If b = 1 the actual session key of
the test session is returned to the adversary, other-
wise a random string is returned.

e  Queries after choosing test session. The adversary asks
any of Send, SessionKeyReveal, EphemeralKeyReveal
and Corrupt to any session at will.

e Guess. The adversary output the bit b’ € {0,1}.If b’ =
b then the adversary wins the game.

4.1.5  Security Definition

Definition 9 (eCK Security). A protocol n is secure in the
eCK model if for any PPT adversary A, the advantage of A in
winning the eCK game Adv°“™ (A) is negligible in the security

b

parameter k. Adv-™®(A) = [2Pr(Succy) — 1| and Pr(Succy)

1

is the probability of A winning the eCK game.

4.2 )\-CAFL-eCK Model
4.2.1 Modelling Leakage

The continuous leakage is model by a binary tuple of leakage
functions f = (f1;, fo;) and a leakage parameter A = (A1, Ag).

e [ =(fu, fx) leaks information from each split of the
long-term secrets at occurrence 4

e A= (A}, \2) bounds the leakage of fi; and fy to A
and \; respectively. The overall leakage of different
occurrences is not bound.

4.2.2 Adversarial Power

The adversary is a PPT algorithm that can adaptively issue
the following queries

e Send(U,V,j,m, f) query. This query returns the next
message according to the protocol conversation
along with the leakage f(sky).

e Session — Keyreveal(U, V, j) query. This query returns
the session key of H{LV'

e Ephemeral — Keyreveal(U, V,j) query. This query
returns ephemeral keys of I}, .

e Corrupt(U) query. This query returns the long-term
secrets of U.

4.2.3 Fresh Sessions
A session is fresh if and only if all of the following hold

e if partner session does not exist, adversaries have not
issued the following queries
—  SessionKeyReveal(U, V, j)
—  Corrupt(U) and EphemeralKeyReveal(U, V; j)
—  Corrupt(V)

e if partner session H{;U exists, adversaries have not
issued the following queries
—  SessionKeyReveal(U, V; j)

- SessionKeyReveal(V, U, 7')
- Corrupt(U) and EphemeralKeyReveal(U, V, j)
—  Corrupt(V) and EphemeralKeyReveal(V, U, §')

e for each Send(U, -, f) query, the leakage from
each split of the long-term secrets at occurrence ¢
is bounded by A = (A, A\o), i.e., |fu(sky, )| < A and
| fai(skug )| < A

e for each Send(V;-,-,f) query, the leakage from
each split of the long-term secrets at occurrence ¢
is bounded by X = (A\;, \g), i.e., |fii(sky,)| < A1 and
| fai(skvy)| < Ao

4.2.4 \-CAFL-eCK Security Game

The A\-CAFL-eCK security game simulates the attacks con-
ducted by a PPT adversary given the adversarial power
defined in Section 4.2.2. The procedure is similar as that of
eCK secure game.

4.2.5  Security Definition

Definition 10 (\-CAFL-eCK Security). A protocol m is
secure in the A-CAFL-eCK model if for any PPT adversary A,
the advantage Adv) M CK(A) of A in winning the

A-CAFL-eCK game is negligible in the security parameter k.
Adv) AR Ay — |2 Pr(Succy) — 1] and Pr(Succ,) is the
probability of A winning the \-CAFL-eCK game.

Theorem 3. [51] A key exchange protocol P2 is \-CAFL-eCK-
secure if the underlying key exchange protocol P1 is eCK-secure,
and the underlying leakage-resilient storage scheme A}
is (2\, €)-secure leakage-resilient and the refreshing protocol
Refresh}":;1 is (I, A, €')-secure leakage-resilient for some leakage
limit A = (A1, \2), negligible values e and € and positive integer
I. The advantage Advy,““™°“(A) of a PPT adversary A
against P2 in the \-CAFL-eCK secure game is < Np(AdveSK
(A)+¢€).

5 LEAKAGE-RESILIENT AKE PROTOCOLS

In this section, we first present an underlying protocol m;
and then construct the A-CAFL-eCK-secure protocol
based on 7| and the leakage-resilient storage scheme.

5.1 Protocol 7,

Our underlying protocol 7; is an enhanced version of the
YS-ECDH key exchange protocol [55]. Suppose A is the ini-
tiator and B is the responder. A and B have the common
public parameters (E, G,n,p, Hi, Hs), where FE is an elliptic
curve defined over the prime finite field GF'(p), G is a base
point of E, n is the order of G, and H, : Z, — Z, and
H,: Ex Ex E — Z, are two independent hash functions.
We use the assumption that ECDLOG and ECGDH hold in
E. Let sky and PK4 be the private and public keys of A
where PK, = sky -G, and skp and PKp = skg -G be the
private and public keys of B. Initially, A and B hold their
own private and public keys and the public key of each
other. The protocol is presented as follows:
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o A generates a random integer r4, computes uy =
rA+ ska, hy = Hl(uA) and Hy = hy - G, and sends
H, to B.

e B generates a random integer rg, computes up =
rp+ skp, hgp = Hl(’LLB) and Hp = hp - G, and sends
HB to A.

e A computes the shared key as follows:

K] :SkA~HB
Ky =hy - PKp
Ks=ha-Hp

k= Hy(Ky, K>, K3).

B computes the shared key as follows

Ky = hp - PK,
Ky = skp- Hy
K3 =hg-Hy

k= Hy(K, K, K3).

After the protocol, A and B hold the shared key k. Below
we briefly explain why the two k computed by A and B are
identical.

First, the K; computed by A and B are identical since

Ky =sks-Hp
:SkA-hB-G
:hB'SkA~G
= hp - PK4.

Second, the K, computed by A and B are identical since

Ky =hy - PKp
IhA'Sk‘B'G

skp-ha-G

= skp- Hy.

Finally, the K3 computed by A and B are identical since

Ky =hy-Hp
= ha-hg-G
:hB'hA'G
ZhB-HA.

5.2 Protocol 7,

Protocol m; is based on m; and applies the leakage-resilient
storage scheme to protect long-term secret keys sk4 and skp
by splitting them into two parts and refreshing them per
computation. It includes an initialization procedure which
splits the private keys into two shares, a key exchange pro-
cedure which exchanges messages and generates the shared
key, and a refreshing procedure which refreshes the private
key shares. Let the public parameters (E,G,n,p, Hy, Hs)
have the same meaning as in Protocol m;. The protocol is
presented as follows.

5.2.1 |Initialization

n,1

2

into two n-dimensional vectors ska; = (skar,,...,
—

skap,) and skap = (skag,,...,5kag,). Then A stores

e A runs the encode algorithm Encode),. to encode sky

skay and sk, independently and destroys sk 4.
n,l
2
. . . —

into two n-dimensional vectors skp; = (skBLl,...,
skpr,) and skpp = (skpg,,.-.,skpg,). Then B stores

e Bruns the encode algorithm Encode’. to encode skp

—_ —_—
skpy, and skpp independently and destroys skp.

5.22 Key Exchange

e A chooses a random value 74, sets

—_—
VA Z(TA78]€AL17‘..7S/€AL")
—
WA = (1,SkARl,...,skARn),

and computes the following values

— s T
Upg = Vg Wy
hA:Hl(uA)
Hy=hy-G.

Then A sends H4 to B.
e B chooses a random value rp, sets

—
v = (TB,Sk‘BLl,. . -vSkBLn)

—
wp = (LSkBR] g 75kBRn)7

and computes the following values

— —T
up = vUp - wWp

hp = Hi(up)
Hp =hg-G.
Then B sends Hp to A.

e A computes the shared key k as follows'
tempa L Z;
- —
k% =tempy - skay,

9o _ 1 o7
K=k skan

K} =k -Hp
1
1= K3
temp g
Ky =hy - PKp
K3 =hy-Hp

k= HZ(K]7K27K3)7

1. We use a temporary random value temp, to hind sks in
compuations.
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B computes the shared key £ as follows
Ky =hp-PKy
tempp <& Z,

- —
k; = tempp - skpy,

CRES Gl
k‘2:k‘2~8kBR

K3 =k3-Hy
_ 1 3
tempp
K3 =hp-Ha

k= Hy(K, K, K3).

5.2.3 Refreshing

e A runs the refresh protocol Refresh”* to refresh

(skar,skag).
e DB runs the refresh protocol Refresh Z*l to refresh

(Sk’BL, SICBR).

5.2.4 Correctness of Protocol y

The session keys computed by A and B are identical.
First, K; computed by A and B are identical since

1

tempa
1
tempa

1 - —T
'SkAR

K =

- Hp

. -Hp
tempa

1 e
= -tempa - skay - Skagp

T
-Hp
temp

T
:Sk‘AL~Sk‘AR -HB
:Sk’A~HB
:S]{ZA~hB'G

= hp - PK4.

Second, K, computed by A and B are identical since

1

tempp

1 .

= k3
tempp

K, =

~K§

- Hy

1 —
= k%

T
- Hy
tempp

—
‘SkBR

1 _ —
= -tempp - skpy - Skpgr
tempp

T
- Hy

—_— ——T
::SkBL ‘SkBR 'E[A
ZSkB'HA
:SkB'hA'G

= hy - PKp.

Finally, K3 computed by A and B are identical since
K3 =ha-Hp
=ha-hp-G
=hp-ha-G
=hp-Hy.

6 SECURITY PROOF

This section proves the A-CAFL-eCK security of Protocol m,
given that n > 20.

6.1 eCK-Security of Protocol 7,

Here we claim the eCK security of Protocol 71 in Theorem 4
and provide a proof sketch. The detailed proof is given in
Appendix A, which can be found on the Computer Society
Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TDSC.2020.2967703.

Theorem 4. Protocol m, is eCK-secure under the ECGDH
assumption if H, and Hy are modeled by independent random
oracles.

Proof. Let M be a PPT adversary against Protocol m; that
runs in time < ¢, involves < Np honest parties and actives
< Ng sessions.

First, to prove the eCK security of Protocol i, we
need to prove that the advantage of M in the eCK secu-
rity game (denoted as Adv‘JCK( M)) is negligible.

Second, to prove AdveCK(M) is negligible, we con-
struct a ECGDH solver S using M as a subroutine and
prove that the advantage of S in solving the ECGDH
problem is

1 2 1
AdvECCDH(g) > = nind 4
v ( )_2 min st’inNs

} - Adve (M),
The construction of S is as follows. S executes the eCK
security game with M and modifies the data returned by
the honest parties in such a way that if M wins the eCK
experiment, then S can reveal the solution to the ECGDH
problem.

Finally, under the ECGDH assumption, Advgcgpn(S)
is negligible. Therefore, AdVPCK(M) is negligible and
Protocol m; has eCK security. O

6.2 )\-CAFL-eCK Security of Protocol
Theorem 5. Given that the underlying protocol m, is eCK-secure

and n > 20, Protocol mo is \-CAFL-eCK-secure with \ =
(0.15nlog ¢, 0.15nlog q).

Proof. First, since in Protocol m», m =1, the condition
n > 20 guarantees that n > 20-m, n > m/3 and n > 16.
Therefore, according to Theorems 1 and 2, the leakage-
resilient storage AZE is (2, €)-secure leakage-resilient and
the refreshing protocol Refresh”* is (I, A\, €) for | € N, neg-
ligible ¢ and €’ and A = (0. 15nlog q,0.15nlog q).

Second, since the underlying protocol ; is eCK-secure,
the underlying leakage-resilient storage scheme A"1 is
(2, €)-secure leakage-resilient and the underlying refresh—

ing protocol Refrebh”* is (I, A, €)-secure leakage-resilient,
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the advantage of a PPT adversary A against 7y in the
A-CAFL-eCK secure game is

Advi;CAFLchK(A) < NP . (AdVJCT(fK(A) + 6/)7

according to Theorem 3.

Therefore, Protocol my is A-CAFL-eCK-secure with
A = (0.15n log ¢,0.15n log q). O

6.3 Leakage Tolerance of Protocol

In Protocol 5, the length of the private key sk, is log ¢ bits;
and its two parts sk4;, and skap are both of size n log ¢ bits.
When n > 20, according to Theorem 5, the leakage parame-
ter is A = (0.15n log ¢,0.15n log ¢) which means the leakages
of sks and skp are up to 0.15n log ¢ bits respectively. The
0d5nlogq » 100% = 15% for both skap,

leakage tolerance is =5
and sk4p. It means Protocol ry can tolerate 15 percent leak-
age from two parts of privates keys in every protocol ses-
sion. The overall leakage is unbounded since continuous

leakage is allowed.

7 LIGHT-WEIGHTING PROTOCOL 77; AND 715

This section introduces a method which transfers computa-
tions from one party to its partner in an AKE protocol. We
have designed several lightweight AKE protocols using this
method [56], [57], [58]. In application scenarios where the two
communicating parties have great disparity in computational
power, the method will remarkably reduce the burden on the
weak side, and thereby improve the overall performance.

We first introduce the lightweight construction of Protocol
1 and 5. Then we discuss the security concerns and propose
countermeasures.

7.1 Light-Weight Versions of Protocol =, and
7.1.1  Light-Weighting of Protocol i,

Suppose the initiator A is a computationally limited party and
the responder B is a powerful one. A and B have the common
public parameters (E,G,n,p, H) where (E,G,n,p) have the
same meaning as in Protocol 7y and H : E — Z,, is a hash
function. The key exchange procedure in the light-weight
version of Protocol ir; is presented as follows.

1. A generates a random integer 74, computes uy =
r4 + sky, and sends uy to B.

2. B generates a random integer rp, computes up =
rg + skgpand Ug = up - GG, and sends Up to A.

3. A computes the shared key as follows:

Kiemp =74 - (Up — PKp)
k= H(Kiemp),
B computes the shared key as follows:
Ugy=uy- -G
Kiemp =1 (Us — PKJ)
k= H(Kiemp)-

The light-weight version of Protocol 7; reduces the
computational burden on A by transferring an elliptic curve

scalar multiplication from A to B. With the same method,
we can reduce the burden on B for scenarios that the
responder is much less powerful than the initiator.

7.1.2 Light-Weighting of Protocol 5

Still suppose A is much less powerful than B. A and B have
the common public parameters (E,G,n,p, H) where (E, G,
n,p) have the same meaning as in Protocol 73 and H : £ —
Z, is a hash function. The key exchange procedure in the
light-weight version of Protocol 5 is presented as follows.

e A chooses a random value R4, sets

—
vg = (TA75kAL17---75kALn)
—
wy = (178kAR1,"'75kAR,,)7

and computes

Then A sends uy to B.
e Bchooses a random value rp, sets

—
v = (TB75kBL17~ . -75kBLn)

—

wp = (1, SkBRp ey SkBRT,,)v

and computes

— —T
up = vp - wp

UB:uB-G.

Then B sends Up to A.
e A computes the shared key £ as follows

Ktemp =TA- (UB - PKB)
k= H(Ktemp)7

B computes the shared key K as follows
U A =Upg - G
Kt(wnp =Trp- (UA - PKA)

I’C - H(Kte'm,p)-

7.2 Discussion

The reducing of computations on one of the parties will
inevitably weaken its security. For example, in the light-
weight version of Protocol ry, after alleviate the computa-
tions on A, an attacker C' can impersonate 5 and establish a
shared session key with A as follows

e A generates random integer 4, computes uy = 14+
sk, and sends u 4 to B.
e B generates random integer rp, computes up = rp+
skpand Ug = up - G, and sends Up to A.
At this step, C' intercepts the message from B to A
and replaces Up with Uc = r¢ - G + PKp for some
random value r¢ generated by C'
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TABLE 1
Evaluation: Numbers of Scalar Multiplications

TABLE 2
Experimental Environment: Software

m ) light-weight m; light-weight my  Item Implementation Details
A 4 5 1 1 Programming Language Python 2.7
B 4 5 3 3 Communication Socket programming with TCP
Overall 8 10 4 4 Elliptic Curve FIPS P-192, P-256, P-384 and P-521

e A computes the shared key as follows:
Kiemp =74 - (Uc — PKp)
k= H(Ktemp)7
C computes the shared key as follows:
Ugy=uy- -G
Kiemp =rc - (Usa — PK 4)
k= H(Kiemp)-

At the end of key exchange, A and C compute the same
session key k = H(Kiepp) = H(ra -7¢ - G).

To remove the above attack, a countermeasure is to add an
authentication mechanism such as message authentication
codes or digital signatures for A authenticating 5; this will
increase computations a bit. Another countermeasure is to
hide PK g from attackers; this method does not increase com-
putations but might be inconvenient in practice for some
scenarios.

8 PERFORMANCE

This section evaluates the performance in terms of computa-
tion for Protocol m;, my and their light-weight versions. We
first theoretically evaluate the computations by counting the
numbers of time-consuming operations; then we carry out a
set of experiments to test the performance in practice.

8.1 Evaluation
We count the number of elliptic curve scalar multiplications
of each protocol. The results are summarized in Table 1.
According to the table, the two light-weight protocols
require less scalar multiplications on A and B compared
with Protocol ; and 5. Meanwhile, they require less scalar
multiplication on A than on B. We can draw the following
two conclusions:

o the lightweight versions have better performance in
terms of computations, compared with Protocol
and 79; and

o the lightweight versions are more friendly to A.

In the next subsection we use a set of experiments to ver-

Hash Function MD5

light-weight versions have improved the performance com-
pared with Protocol 771 and 7.

8.2 Experiments
8.2.1 Setup

We realize prototypes of Protocol my, w2 and their light-
weight versions using Python programming language. The
hash functions are realized through Message-Digest Algo-
rithm (MD5). The communication is realized through socket
programming with Transmission Control Protocol (TCP).

The experimental environment is explained in Tables 2
and 3. In the experiments, we run the prototypes on four
recommended curves in Federal Information Processing
Standards (FIPS) [59], [60]: P-192, P-256, P-384 and P-521.
The two communicating parties A and B are simulated by
two virtual machines with the same configuration run on
the same laptop (Table 3 ).

8.2.2 Results and Analysis

In the experiments, we run the prototypes for ten times
between two virtual machines. The average runtime is ana-
lyzed in Fig. 1.

According to Fig. 1, for all the four elliptic curves, Protocol
79 is the most time-consuming protocol. The two lightweight
versions have less computing time on A than on 5; and they
have much less overall computing time than both Protocol
71 and 5. The experimental results accord with the theoreti-
cal evaluation in Table 1.

9 UsE CASE

This section demonstrates how to apply the proposed proto-
cols in Bluetooth. The original protocol in Bluetooth 5.0 is set
as benchmark and compared with the leakage-resilient ones.

9.1 Overview

Bluetooth is a significant wireless communication technique in
the edge networks. It connects smart devices in Edge Al appli-
cations such as smart building, smart city, smart industrial
and so on. ECDH-based AKE protocols are supported in the
latest version Bluetooth specification 5.0. The protocols are
called Secure Simple Pairing protocols in the specification.

ify the above conclusions and to show to what extent the They basically includes five phases as follows.
TABLE 3
Experimental Environment: Hardware
Device Operating System Base Memory Storage CPU
A Ubuntu 16.04.3 (64-bit) 1,024 MB 10 GB 1CPU
B Ubuntu 16.04.3 (64-bit) 1,024 MB 10GB 1CPU
Laptop Windows 10 (64-bit) 8 GB 256 G Intel(R) Core(TM) i5-8250U @ 1.60 GHz 1.80 GHz
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Fig. 1. Average computing time of Protocol 1, 75 and their lightweight versions on P-192, P-256, P-384 and P-521.

e Phase 1: Public Key Exchange. The devices generate
their ECDH public and private keys and exchange
the public keys.

e Phase 2: Authentication Stage 1. The devices select
and exchange random values, and authenticate the
exchanged data in Phase 1 and 2.

e Phase 3: Authentication Stage 2. The devices compute
the shared key (DHKey) and check if they have the
same DHKey.

e Phase 4: Link Key Calculation. The devices derive
the link key from the DHKey.

e Phase 5: Link Manager Protocol Authentication and
Encryption. This phase includes authentication and
generation of the encryption key.

The first four phases constitute a basic ECDH-based AKE
protocol that does not resist side-channel attacks. In the fol-
lowing two subsections we demonstrate how to apply our
LRAKE protocols in Bluetooth 5.0.

9.2 Application of Protocol

Suppose the initiator A and the responder B are two
Bluetooth-connected devices with similar computational
power. We apply Protocol 77, in the Secure Pairing procedures
as follows.

mA mB mOverall

9000 8013
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3941 4072 3569 3761
2825 2678

4000
3001
2001
100
0

Protocol in Section 9.2 Protocol in Section 9.3  Protocol in Bluetooth 5.0

7330

5503

o o

Size of compiled file / byte

o

Fig. 2. Size of compiled files.

Phase 1. This phase applies the initialization proce-
dure of Protocol ;. After the generation of ECDH
public and private keys, each private key is encoded
into two 21-dimension vectors. The vectors are
securely stored and the private keys are destroyed.
Then A and B exchange the public keys.

Phase 2. This phase applies the key exchange and
refreshing procedures of Protocol 5, except that the
last step of key exchange procedure is not executed.
Phase 3. This phase applies the last step of key
exchange procedure in Protocol 72 to compute the
DHKey.

Phase 4 and Phase 5 are the same as those in Blue-
tooth 5.0.

Compared with the Secure Simple Pairing in Bluetooth 5.0,

in each

protocol run the above procedures can tolerate up to 15

percent leakage from each 21-dimension vector.

9.3 Application of Light-Weighting Protocol
Now, suppose the initiator A is a computationally limited

sensor
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Fig. 3. A

and the responder B is a gateway that is more
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TABLE 4
Comparison With Secure Simple Pairing in Bluetooth 5.0

AKA Protocol Security

Storage Requirement Average Computing Time

Protocol in Section 9.2
Protocol in Section 9.3
Protocol in Bluetooth 5.0

Resisting side-channel attacks
Resisting side-channel attacks
Being vulnerable to side-channel attacks

Size of compiled files: 8,013 bytes 0.4219 seconds
Size of compiled files: 7,330 bytes 0.1601 seconds
Size of complied files: 5,503 bytes 0.1324 seconds

powerful than A. We apply the lightweight version of Proto-
col 1y in the Secure Pairing procedures as follows.

e Phase 1. This phase is the same as Phase 1 in
Section 9.2.

e Phase 2. This phase is the same as Phase 2 in
Section 9.2 excepted that the key exchange procedure
adopted here is the one of lightweight Protocol 5.

e Phase 3. This phase applies the last step of key
exchange procedure in lightweight Protocol my to
compute the DHKey.

e Phase 4 and Phase 5 are the same as those in Blue-
tooth 5.0.

Compared with the Secure Simple Pairing in Bluetooth
5.0, the above procedures possess not only leakage-resilient
feature but also better performance. In addition, the security
concerns discussed in Section 7.2 is addressed by the
authentication measures provided in Bluetooth 5.0.

9.4 Comparison

We realize prototypes of the Secure Simple Paring protocol
in Bluetooth 5.0, its leakage-resilient version in Section 9.2
and light-weighting version in Section 9.3. The software and
hardware environments are the same as Tables 2 and 3 in
Section 8.2.1.

Performance of the three protocols are compared in
Figs. 2, 3 and Table 4. Fig. 2 compares the size of compile
files. This evaluates the storage requirements of each proto-
col. In Fig. 3, the average runtime of each protocol with P-
256 are compared. The leakage-resilient protocol in
Section 9.2 has the largest overall runtime. The increase of
runtime is reasonable since this protocol has the strongest
security. The lightweight protocol in Section 9.3 has similar
overall runtime as the original protocol in Bluetooth 5.0.
Both can be good alternative AKE protocols in future ver-
sions of Bluetooth. A more comprehensive comparison is
summarized in Table 4.

10 CONCLUSION

In this paper we presented an LRAKE protocol that is proved
secure under the CAFLR-eCK model. To improve its perfor-
mance, particularly in the edge environments where limited
devices are wide deployed, a lightweight construction was
presented to shift some computations from the limited party
to its more powerful communicating partner. The proposed
protocols will help to enhance the security for Edge AL

To evaluate the performance and study the usability of
the proposed protocols, prototypes were realized and a set
of experiments were carried out. Implementation details
were also presented. Moreover, a use case for Bluetooth 5.0
was illustrated. The theoretical design and implementation
details will provide a guidance to future applications.

The Dziembowski-Faust leakage-resilient storage and
refereshing method used in this paper is a bit complicated,
though it can achieve high security level. In our future work,
we plan to study leakage-resilient AKA protocols con-
structed by other methods.
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