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During the operation of many real-time safety-critical systems, there are often strong needs for adapting to a

dynamic environment or evolving mission objectives, e.g., increasing sampling and control frequencies of

some functions to improve their performance under certain situations. However, a system’s ability to adapt is

often limited by tight resource constraints and rigid periodic execution requirements. In this work, we present

a cross-layer approach to improve system adaptability by allowing proactive skipping of task executions, so that
the resources can be either saved directly or re-allocated to other tasks for their performance improvement.

Our approach includes three novel elements: 1) formal methods for deriving the feasible skipping choices of

control tasks with safety guarantees at the functional layer, 2) a schedulability analysis method for assessing

system feasibility at the architectural layer under allowed task job skippings, and 3) a runtime adaptation

algorithm that efficiently explores job skipping choices and task priorities for meeting system adaptation

requirements while ensuring system safety and timing correctness. Experiments demonstrate the effectiveness

of our approach in meeting system adaptation needs.

CCS Concepts: • Computer systems organization→ Embedded and cyber-physical systems; Robotic control;
Real-time systems.

Additional Key Words and Phrases: Cross-layer, adaptation, safety, weakly hard

ACM Reference Format:
Zhilu Wang, Chao Huang, Hyoseung Kim, Wenchao Li, and Qi Zhu. 2021. Cross-Layer Adaptation with

Safety-Assured Proactive Task Job Skipping. ACM Trans. Embedd. Comput. Syst. 1, 1, Article 1 (January 2021),

25 pages. https://doi.org/10.1145/3477031

1 INTRODUCTION
Many real-time embedded systems, such as automotive and robotic systems, closely interact with

the physical environment that they operate within. During runtime, there are often strong needs

to adapt the system for better responses to unpredictable disturbances, dynamic environment, and

changing missions [51, 52]. For instance, when a sporadic external perturbation occurs and affects
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a control loop, increasing the sampling and control frequency of that loop [15] or assigning it

with high quality-of-service resources [40, 41] may help reject the perturbation faster; when the

environment becomes challenging to navigate, deploying more sophisticated sensing and control

strategies could help improve the system performance, stability and safety (but also consume more

resources); or when the environment becomes less challenging, some of the control actuation may

be skipped to save actuation energy [27, 47].

However, many of the practical embedded systems are resource limited and have little space for

accommodating adaptations that require more resources (e.g., for increasing sampling periods). This

is further exacerbated by the fact that many of those systems are also safety-critical and employ

rigid execution requirements for ensuring functional correctness – in particular, their tasks are

often periodically executed and every task instance (job) is required to be performed successfully.

The combined effect of tight resource constraints and rigid execution requirements often makes it

difficult to perform effective adaptation in traditional real-time embedded systems.

Our Approach: To address the above challenges and facilitate runtime adaptation, we present an

approach that allows proactive skipping of task executions (i.e., not executing some of the task

instances at all), so that resources can be re-allocated for improving other tasks during adaptation

or saved directly for energy efficiency. Our approach is inspired by the observation that many

system functions can in fact tolerate a certain degree of task instance failures. For instance, recent

works [20, 24, 26, 34, 37] have studied control performance, stability, and safety under weakly-hard

constraints, where occasional deadline misses are allowed, and demonstrated that it is still possible

to formally ensure the correctness of those functional properties under bounded deadline misses.

To realize this vision, we need to address three technical challenges: 1) how to formally verify

whether the functional correctness can be preserved under certain task skipping choices; 2) how to

assess whether the adapted system is feasible at the architectural level, i.e., meeting scheduling

and resource constraints, under skipping choices and other changes such as increased frequencies

for other tasks; and 3) how to automatically and efficiently reconfigure the system at runtime, e.g.,

deciding which task skipping choice to make and how to reconfigure other parameters such as task

priorities, for meeting adaptation requirements. Correspondingly, we develop a novel cross-layer
approach for improving system adaptability that includes three elements:
• A formal state-aware safety verification method that verifies control safety under various task job

skipping patterns based on computing invariant sets and identifies the feasible skipping choices

(e.g., the maximum number of jobs that are allowed to be skipped within a given time window).

Compared with previous formal methods that verify control safety under deadline misses (task

instance failures) [24, 26], our method considers current system state and is able to provide a

much larger feasible space for task skipping.

• An event-based schedulability analysis method that considers task job skipping choices and other

system changes, and evaluates whether all remaining task instances can meet their deadlines in

the worst case.

• An efficient runtime adaptation algorithm that leverages the safety verification method at the

functional layer and the schedulability analysis method at the architectural layer for exploring

feasible adaptation space, including various task skipping choices and task priority assignment,

to meet adaptation requirements and optimize adaptation goals (e.g., increasing certain task

frequencies). The adaptation solutions found by our algorithm are guaranteed to ensure system

safety and scheduling feasibility. For efficiency purpose, our approach may pre-compute feasible

task skipping choices for each possible state and directly check the results during runtime.

We evaluate our adaptation framework with a case study of a robotic system. The experimental

results demonstrate that our approach can significantly outperform a no-skipping adaptation
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approach that only adjusts task periods but does not skip jobs, in terms of meeting adaptation goals,

improving control performance, and maintaining system safety.

The rest of the paper is structured as follows. Section 2 introduces some of the most relevant

work. Section 3 presents our system model in both functional layer and architecture layer. Section 4

introduces our cross-layer adaptation approach, including the safety verification in the functional

layer, the scheduling analysis in the architecture layer, and the cross-layer adaptation algorithms.

Section 5 presents the experimental results and Section 6 concludes the paper.

2 RELATEDWORK
Control system verification: The key idea of our work is to safely skip task jobs and make other

changes at functional and architectural layers to address adaptation needs, with guarantees on

control safety and task schedulability. This is related to a rich literature on fault-tolerant control

systems. Those works consider a variety of fault types (e.g., sensing, actuation, or execution errors)

and fault models [28], and address system safety [16, 18, 26] or stability [30, 43] under passive
faults. In contrast, our work considers skipping control operations proactively at runtime to save

resources for addressing adaptation needs (e.g., improving performance of other tasks). In [27],

the authors design a verification approach to determine the safety of actively skipping control

actuation based on the system state. The work however only focuses on the functional layer, and

assumes that the control task runs on a single-task platform without any resource limitation or

timing constraints. In [45], the author proposes an event-triggered control system where the lower

bound of the inter-arrival time of control instances is formally derived to maintain control stability

and be used for analyzing schedulability. Different from it, our work addresses the safety property

of control and the system adaptation across layers at runtime.

Real-time systems with adjustable task periods: One important aspect of our adaptation

framework is to allow some tasks adjust their periods at runtime. Such idea is related to several

period-adjustable task models in the literature. In elastic scheduling [7], the period of each task

is modelled to be adjustable within a given range and a coefficient of elasticity is proposed to

model the cost of the task to adjust its period. Several elastic scheduling policies [8, 12, 17] are

proposed to find an optimal period selection of the tasks, while ensuring the schedulability for either

earliest-deadline-first (EDF) or fixed-priority preemptive (FPP) scheduling. In [8], the utilization

of all tasks is jointly compressed according to elastic coefficients, and shared resources are also

considered. In [17], the selected periods optimizes the total control performance. And the period

selection problem of elastic scheduling is generalized into an optimization problem in [12]. Rhythmic

tasks [29], or adaptive variable-rate (AVR) tasks [3–5] consider tasks whose periods can accelerate

or decelerate within a certain rate. AVR schedulability analyses are proposed for FPP in [5, 29] and

for EDF in [3]. In [4], the workloads of AVR tasks are optimized for different periods. Different from

these works, our approach formally ensures reachability-based safety, and proactively explores job

skipping based on the current system state. Moreover, with strong emphasis on both safety and

schedulability under job skippings, our work develops a novel runtime adaptation framework. We

assume that an adaptation goal of task periods is given to meet changing system needs. The works

above on optimizing task periods may be leveraged to provide such adaptation goal.

Other cross-layer adaptation methods: There are also other approaches that adapt task

execution with cross-layer consideration. For instance, in [15], the authors propose an online

adaptation approach for hard real-time systems to temporarily increase control sampling frequency

under disturbances while maintaining schedulability. Feedback schedulers [9–11] assign new

sampling periods to control tasks during runtime to optimize the control performance under EDF

scheduling. In [40], an approach is proposed to adaptively minimize tasks’ usage of high quality-of-

service resources while meeting control performance requirements. In [42], the authors propose
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the simplex control architecture, where multiple controllers are being switched at runtime based on

the system state and a safety controller is in charge of keeping the system safe. Our work employs

a backup configuration that is inspired by such safety controller design. However, different from

these adaptation approaches that are based on traditional hard timing constraints, our approach

explores proactive task job skippings based on the dynamic system state for state-aware tasks and

static weakly-hard constraints for other state-unaware tasks. This significantly increase system’s

adaptation capability, especially for resource-constrained systems.

Weakly-hard real-time systems: Our consideration of job skipping relates to the concept

of weakly-hard timing constraints, where occasional deadline misses are allowed in a bounded

manner. In [2], the concept of (𝑚,𝐾) weakly-hard constraint is introduced, where at most 𝑚

deadline misses are allowed within any 𝐾 consecutive executions of a task, to specify the degree of

the task’s tolerance in deadline misses. A similar concept is called (𝑚,𝐾)-firm real time systems [39],

where only𝑚 out of every 𝐾 consecutive executions are mandatory and required to meet their

deadline. The weakly-hard paradigm provides more flexibility on the system design comparing to

the traditional hard real-time constraint, while still allows the possibility of formally guaranteeing

functional correctness that soft deadlines cannot provide. In the literature, a number of approaches

have been proposed to address system schedulability under weakly-hard constraints [1, 2, 13,

14, 22, 23, 31, 38, 44, 50]. There are also methods for analyzing and optimizing control stability

and performance with weakly-hard constraints [18, 19, 35, 37, 39, 48], showing that some control

tasks could remain stable when execution jobs are skipped/missed in a bounded manner. In recent

works [34, 36], the weakly-hard control systems are formulated into switched control systems

for stability verification. A few methods have addressed the safety verification problem under

weakly-hard constraints for linear [16, 18] and non-linear [24, 26] systems, considering system

safety as a reachability problem (i.e, whether the system may reach unsafe states during execution).

Finally, recent works in [32, 33] leverages the scheduling slack obtained from allowing deadline

misses under weakly-hard constraints to improve system security and fault tolerance.

In these approaches for weakly-hard systems, deadline misses or skipped executions are mostly

considered offline and not adapted to the changing system needs. Different from them, our work

considers skipping jobs proactively at runtime based on the current system state and adaptation needs.
Moreover, previous adaptationmethods for real-time systems focus on control stability and rejection

of sporadic disturbances, while recent works for weakly-hard systems separately consider the

reachability-based safety verification and schedulability analysis, without any runtime adaptation.

This work is the first to conduct safety-assured adaptation by ensuring both reachability-based
safety at functional layer and schedulability at the architecture layer. Our approach includes novel

and efficient techniques for state-aware safety verification of control tasks under job skippings,

event-based analysis to assess system schedulability under job skippings and other changes, as

well as runtime exploration of adaptation space. As stated above, we do leverage static weakly-

hard constraints for those tasks that are state-unaware, and integrate their consideration with the

state-aware tasks in a holistic framework.

3 SYSTEMMODEL
Our adaptation framework considers a system model that crosses the functional layer and architec-

ture layer, as shown in Fig. 1. At the architecture layer, a set of independent, safety-critical tasks

are periodically executed on a single-core processor using preemptive fixed-priority scheduling

policy. At the functional layer, the functionalities of tasks (e.g., safety, performance) are considered

under possible job skippings or period changes.

The entire set of tasks is denoted as T = {𝜏1, 𝜏2, . . . , 𝜏𝑛}, which includes control tasks and other

types of safety-critical tasks. For some control tasks, their safety property is considered based on
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Fig. 1. System model across functional and architectural layers.

the runtime system state. Such tasks are denoted as state-aware (SA) tasks. The rest of the tasks,
whose requirements for safety are pre-defined offline without considering their runtime state, are

called state-unaware (SU) tasks. T𝑆𝐴 ⊆ T and T𝑆𝑈 = T\T𝑆𝐴 represent the sets of SA tasks and SU

tasks, respectively.

For each task 𝜏𝑖 , its timing properties are represented by its period 𝑇𝑖 , relative deadline 𝐷𝑖 ≤ 𝑇𝑖 ,
and worst-case execution time 𝐶𝑖 . Each task 𝜏𝑖 has a unique priority 𝑝𝑖 . The notation ℎ𝑝 (𝜏𝑖 ) (and
ℎ𝑒𝑝 (𝜏𝑖 )) denotes the set of tasks with priorities higher than (higher than or equal to) 𝜏𝑖 . Task 𝜏𝑙
represents the lowest priority task in T . At a given time 𝑡 , each task 𝜏𝑖 is associated with an offset

𝑜𝑖 ; and its 𝑗-th job, denoted as 𝐽𝑖 𝑗 , has the release time 𝑠𝑖 𝑗 = 𝑡 + 𝑜𝑖 + 𝑗𝑇𝑖 and the absolute deadline

𝑑𝑖 𝑗 = 𝑠𝑖 𝑗 + 𝐷𝑖 .
In this work, we consider skipping task jobs for addressing adaptation needs. The skipping choice

of job 𝐽𝑖 𝑗 is denoted as 𝛿𝑖 𝑗 , where 𝛿𝑖 𝑗 = 0 if 𝐽𝑖 𝑗 is skipped, and 𝛿𝑖 𝑗 = 1 if 𝐽𝑖 𝑗 is executed. In addition

to skipping jobs, the periods of SA tasks are also assumed to be adaptable. Specifically, for each SA

task 𝜏𝑖 ∈ T𝑆𝐴, its period can be adapted within a given range 𝑇𝑖 ∈ [𝑇min

𝑖 ,𝑇max

𝑖 ] during runtime. For

SU tasks, we assume that their periods are pre-defined and not adaptable. Our proposed adaptation

framework makes the adaptation decision at runtime, while ensuring both architectural-level

schedulability and functional-level safety.

Architectural-level Schedulability. To guarantee the functionality of each task, its non-skipped

jobs must satisfy their deadline constraints. Thus, we define the system schedulability as follows:

Definition 3.1 (Schedulability). The system taskset T is schedulable if and only if, for each job

that is not skipped, the worst-case response time (WCRT) 𝑟𝑖 𝑗 is no late than its deadline:

𝛿𝑖 𝑗 (𝑟𝑖 𝑗 − 𝑠𝑖 𝑗 ) ≤ 𝐷𝑖 ∀𝐽𝑖 𝑗 ,∀𝜏𝑖 ∈ T

The WCRTs are evaluated during adaptation to guarantee schedulability, as explained in Section 4.2.

Functional-level Safety. In this work, the functional-level safety is considered for all tasks in the

system. For SU tasks, we assume that their safety (or functional correctness) can be guaranteed as

long as their timing properties are satisfied at the architecture layer. In this work, we allow task

𝜏𝑖 ∈ T𝑆𝑈 to have a weakly-hard constraint (𝑚𝑖 , 𝐾𝑖 ) associated with its deadline constraint. Note

that some tasks may not allow any skipped jobs, i.e., same as traditional hard real-time tasks. For

the consistency of presentation, they will be associated with an (𝑚𝑖 , 𝐾𝑖 ) = (0, 1) constraint.
The safety for SU tasks is defined as:

Definition 3.2 (SU task safety). For a schedulable system (i.e., all non-skipped jobs can meet their

deadline), the SU task 𝜏𝑖 ∈ T𝑆𝑈 is guaranteed safe (functionally correct) under its (𝑚𝑖 , 𝐾𝑖 ) constraint
if for any 𝐾𝑖 consecutive jobs of 𝜏𝑖 , at most𝑚𝑖 jobs are skipped.
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For SU tasks, their (𝑚𝑖 , 𝐾𝑖 ) safety constraints can be derived and verified offline, using techniques

from works such as [24, 26]. In this work, we assume that such safety constraints are given.

For an SA task 𝜏𝑖 ∈ T𝑆𝐴, we guarantee its safety with a state-aware online verification process,

which provides a much larger feasible adaptation space than offline analyses that consider the

worst-case among all possible states. In this work, we assume that each SA task independently

controls a physical plant under its own control law. The plant models we consider are linear

time-invariant (LTI) systems with bounded external disturbance, which can be represented by the

following discrete system dynamics:

𝑥 [𝑡 + 1] = 𝐴𝑥 [𝑡] + 𝐵𝑢 [𝑡] + 𝐸𝑤 [𝑡], (1)

where 𝑥 [𝑡], 𝑢 [𝑡] and𝑤 [𝑡] are, respectively, the system state, control input and external disturbance

at time step 𝑡 . The disturbance is assumed to be bounded𝑤 [𝑡] ∈𝑊 . A safe set 𝑋 defines the set of

safe system states. The control task computes a control input by a feedback control law 𝑢 = 𝐾𝑥

in each sampling and control period. When the job execution is skipped, the controller applies a

constant control 𝑢 = ^0 (usually ^0 = 0). The safety of SA tasks is then defined as:

Definition 3.3 (SA task safety). For a schedulable system, the SA task 𝜏𝑖 ∈ T𝑆𝐴 is safe if and only

if its controlled system state always belongs to the safe set 𝑋 (under possible job skippings), i.e.,

𝑥 [𝑡] ∈ 𝑋,∀𝑡 .
Note that our adaptation framework is not limited to linear controllers on LTI plant models.

More discussion on extending our approach to general control laws 𝑢 = ^ (𝑥) and non-linear plant

models can be found in Section 4.1.

4 OUR ADAPTATION FRAMEWORK
In this section, we present our cross-layer runtime adaptation framework that adaptively skips jobs

and assigns task priorities to achieve given adaptation goals, while maintaining architectural-level

schedulability and functional-level safety. An overview of our framework is shown in Fig. 2. We

assume that the system initially runs under a backup configuration that guarantees schedulability

and safety (it is called “backup” as the system can go back to it if the adaptation fails, as explained

later). During runtime, an adaptation goal, i.e., a set of target sampling periods of SA tasks, can be

given by an external party to our runtime adapter. The adapter then explores the configuration

space to search for a feasible solution that makes the SA tasks executed at their target periods,

while ensuring schedulability and safety within a finite time horizon Δ𝑡 from the current time. If

a solution is found, the system will run at this new configuration for the next Δ𝑡 time interval;

otherwise, it will stay at the backup configuration. Such exploration of the configuration space

will be performed again after Δ𝑡 , or when the system is under the backup configuration and there

is no remaining workload on the core (i.e., between two busy windows). If the adaptation goal

is changed within this Δ𝑡 time interval, the system will first finish the planned execution for the

Δ𝑡 time interval, and then switch back to the backup configuration, before it tries to explore the

configuration space for meeting the new adaptation goal. Such choice is to avoid the possibility of

entering unsafe states when switching between two adaptation goals.

Adaptation goal. In this work, we assume that the target periods of SA tasks are given from an

external source as the adaptation goal. Such goal can be updated during runtime and the adapter

will attempt to schedule the SA tasks at their latest target periods if possible. The adaptation goal

is decided based on the changing system needs and dynamic environment. For instance, some

task periods may be reduced to improve their quality of service [7], control performance [17], or

security level [33]. The objective of our framework is to find feasible configurations that can meet

such goals while ensuring system safety and schedulability.
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Fig. 2. Overview of our adaptation framework.

As a switching system, to ensure the system schedulability defined in Definition 3.1 and the

safety of all tasks defined in Definition 3.2 and 3.3, the feasibility of the backup configuration should

be considered together with the feasibility of the finite time adaptation solution, as explained below.

Backup configuration. The backup configuration is a static configuration that is designed offline.

It should guarantee that the system is scheduleable without any job skipping and the SA tasks are

always safe, under the assumptions that at the moment when the system switches to the backup

configuration: 1) there is no remaining workload on the core, and 2) the state of each SA task

satisfies a safety requirement of the backup configuration.

These assumptions will be guaranteed by the feasibility of the adaptation solution. The details of

the safety requirement and guarantee will be introduced in Section 4.1. The schedulability guarantee

of the backup configuration can be verified with hard real-time schedulability analysis (as there

is no job skipping). The no workload assumption makes the critical-instant based analysis sound.

The reason for not allowing job skipping in the backup configuration is that verifying weakly-hard

system schedulability with unknown prior job skippings is challenging and too restrictive (in the

worst case,𝑚 prior jobs are all skipped so the upcoming (𝐾 −𝑚) jobs are not allowed to skip).

Runtime adaptation. At runtime, when an adaptation goal is given, the adapter will run every

time when the previous Δ𝑡 time interval has passed (note that the length of Δ𝑡 could be different

each time) or the system is at the backup configuration and there is no workload on the core. When

the adapter runs at 𝑡 , it will search for a finite-time feasible configuration with a length of Δ𝑡 that
the configuration can remain feasible. This exploration is based on the current state of each SA task,

the past job skipping pattern of each SU task, and the offset of each task. The configuration includes

the priority assignment and which jobs to skip during [𝑡, 𝑡 + Δ𝑡]. A configuration is feasible within

interval [𝑡, 𝑡 + Δ𝑡] if:
• The skipping strategy of each SU task 𝜏𝑖 ∈ T𝑆𝑈 satisfies its weakly-hard constraint (𝑚𝑖 , 𝐾𝑖 )
in [𝑡, 𝑡 + Δ𝑡];1
• The skipping strategy of each SA task 𝜏𝑖 ∈ T𝑆𝐴 ensures that its state 𝑥𝑖 is safe during the

interval [𝑡, 𝑡 + Δ𝑡] and satisfies the safety requirement of the backup configuration at the

end of the interval;

• There is no remaining workload at the end of the interval [𝑡, 𝑡 + Δ𝑡];
• All non-skipped jobs in the interval [𝑡, 𝑡 + Δ𝑡] must meet their deadline.

1
The skipping pattern of 𝐾𝑖 − 1 previous jobs before the busy window also needs to be considered.
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Given the past job skipping pattern and the (𝑚𝑖 , 𝐾𝑖 ) constraints of SU task 𝜏𝑖 ∈ T𝑆𝑈 , the feasibility
of the skipping choice in [𝑡, 𝑡 +Δ𝑡] can be determined by checking every𝐾𝑖 consecutive jobs starting

from the (𝐾𝑖 − 1)-th job before 𝑡 .

For an SA task 𝜏𝑖 ∈ T𝑆𝐴, the maximum number of jobs to be skipped in [𝑡, 𝑡 +Δ𝑡] under the above
safety constraint can be determined based on its current state 𝑥𝑖 (𝑡). Details will be introduced in

Section 4.1.

The requirement of no remaining workload is to ensure that, at 𝑡 + Δ𝑡 , if there is no feasible

configuration for another time interval and the system needs to switch to the backup configuration,

the assumption of no remaining workload of the backup configuration is satisfied. This requirement

implies that the end of the time interval 𝑡 + Δ𝑡 must not overlap with any busy window of the

core, where the concept of busy window is formally defined as in Definition 4.1. Therefore, the

adaptation time interval [𝑡, 𝑡 + Δ𝑡] needs to be at least one busy window.

Definition 4.1 (System busy window). A system busy window [𝑡0, 𝑡1) is a time interval during

which the core is always busy. In this busy window, at least one job is released but not finished yet,

which satisfies: ∑
∀𝐽𝑖 𝑗 :𝑠𝑖 𝑗 ∈[𝑡0,𝑡 )

𝛿𝑖 𝑗𝐶𝑖 > 𝑡 − 𝑡0, ∀𝑡 ∈ [𝑡0, 𝑡1) (2)

Given the job skipping patterns, priority assignment and task offsets, we propose a finite-time

schedulability analysis in Section 4.2 to determine the length of the upcoming busy window (i.e.,

length of the adaptation interval) and whether there are non-skipped jobs missing their deadline.

Our runtime adapter explores the configuration space of job skipping and priority assignment

and verifies the schedulability and safety requirements to search for a feasible solution. In this

work, we proposed an efficient heuristic for the configuration space exploration in Section 4.3.

4.1 Task Job Skipping with Safety Guarantees
In this section, we focus on deriving safety guarantee for SA tasks, and propose a method to formally

verify the safety of an SA task with or without job skipping. Specifically, for an SA controller

without job skipping (e.g., in backup configuration), its infinite-time safety is verified. And for an

SA controller with job skipping, a finite-time safety is verified based on its current state. As this

safety verification problem is at the task level for each SA task 𝜏𝑖 ∈ T𝑆𝐴, we omit the subscript in

the remaining of the section for simplicity.

Consider a general discrete system 𝑥 [𝑡 + 1] = 𝑓 (𝑥 [𝑡], 𝑢 [𝑡],𝑤 [𝑡]) with a bounded disturbance

𝑤 ∈𝑊 and the control law 𝑢 = ^ (𝑥). The safety of the system is defined on the safe set 𝑋 . First, a

safe invariant set 𝑋𝐼 is defined as:

𝑋𝐼 = {𝑥 ∈ 𝑋 |∀𝑤 ∈𝑊, 𝑓 (𝑥, ^ (𝑥),𝑤) ∈ 𝑋𝐼 }. (3)

If there is no job skipping and 𝑥 [𝑡0] ∈ 𝑋𝐼 , for the infinite time interval 𝑡 ∈ [𝑡0, +∞), the system will

always be safe, i.e., 𝑥 [𝑡] ∈ 𝑋𝐼 ⊆ 𝑋 . The infinite-time safety of the backup configuration can be

verified based on the initial state and the safe invariant set.

To determine the set of states that is safe with job skipping, we leverage the idea of backward
reachable set [27], and define two new concepts of one-step hit set H(Ω) and one-step skip setM(Ω)
of set Ω:

H(Ω) = {𝑥 ∈ Ω |∀𝑤 ∈𝑊, 𝑓 (𝑥, ^ (𝑥),𝑤) ∈ Ω}. (4)

M(Ω) = {𝑥 ∈ Ω |∀𝑤 ∈𝑊, 𝑓 (𝑥, ^0,𝑤) ∈ Ω}. (5)

For any state 𝑥 [𝑡] ∈ H (Ω), if the job is not skipped, the state at the next step will be 𝑥 [𝑡 + 1] ∈ Ω.
Similarly, for any state 𝑥 [𝑡] ∈ M(Ω), if the job is skipped, the state at the next step will be

𝑥 [𝑡 + 1] ∈ Ω.
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Building upon the safe invariant set 𝑋𝐼 and the one-step hit/skip sets, we define an (𝑚,𝐾) safe
set, denoted as 𝑋 (𝑚,𝐾) , which is the set that ensures safety for the upcoming 𝐾 sampling periods if

there is no more than𝑚 skipped jobs. 𝑋 (𝑚,𝐾) can be derived recursively from 𝑋𝐼 by:

𝑋 (𝑚,𝐾) =M(𝑋 (𝑚−1,𝐾−1) )
⋂
H(𝑋 (𝑚,𝐾−1) ), (6)

where𝑋 (0,𝐾) = 𝑋𝐼 for𝑚 = 0, 𝐾 ≥ 0, and𝑋 (𝑚,𝑚) =M(𝑋 (𝑚−1,𝑚−1) )⋂H(𝑋 (𝑚−1,𝐾−1) ) for𝐾 =𝑚 > 0.

Because of the invariant property of 𝑋𝐼 , we have H(𝑋𝐼 ) = 𝑋𝐼 . Thus, 𝑋
(1,1) = M(𝑋𝐼 ), 𝑋 (1,𝐾) =

H(𝑋 (1,𝐾−1) ).

Theorem 4.2. If the current system state is in the (m,K) safe invariant set, i.e., 𝑥 [𝑡] ∈ 𝑋 (𝑚,𝐾) , and
the control task skips at most𝑚 jobs in the next 𝐾 (𝐾 ≥ 𝑚) steps, the following conditions will hold:
(1) The state will be in the safe invariant set in the next 𝐾 steps, i.e., 𝑥 [𝑡 + 𝑘] ∈ 𝑋𝐼 ,∀𝑘 ∈ [0, 𝐾].
(2) The system will remain safe if no job skipping occurs after the next 𝐾 steps.

Proof. Assume that the state at 𝑡 is 𝑥 [𝑡] ∈ 𝑋 (𝑚,𝐾) . For any 𝐾-step sequence of job skipping

pattern with at most𝑚 jobs being skipped, we denote𝑀 (𝑘) as the number of jobs skipped between

[𝑡, 𝑡 + 𝑘). We prove that 𝑥 [𝑡 + 𝑘] ∈ 𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘) for ∀𝑘 ∈ [1, 𝐾] by induction:

For 𝑘 = 1, if the first job at time 𝑡 is skipped, 𝑀 (1) = 1. Since 𝑥 [𝑡] ∈ 𝑋 (𝑚,𝐾) ⊆ M(𝑋 (𝑚−1,𝐾−1) ),
the next state will be

𝑥 [𝑡 + 1] ∈ 𝑋 (𝑚−1,𝐾−1) = 𝑋 (𝑚−𝑀 (1),𝐾−1) .

If the first job is not skipped,𝑀 (1) = 0. Since 𝑥 [𝑡] ∈ 𝑋 (𝑚,𝐾) ⊆ H(𝑋 (𝑚,𝐾−1) ), the next state is
𝑥 [𝑡 + 1] ∈ 𝑋 (𝑚,𝐾−1) = 𝑋 (𝑚−𝑀 (1),𝐾−1) .

Thus, 𝑥 [𝑡 + 𝑘] ∈ 𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘) is true for the base case 𝑘 = 1. For any 𝑘 ∈ [1, 𝐾 − 1], assume

that 𝑥 [𝑡 + 𝑘] ∈ 𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘) . If the job at time 𝑡 + 𝑘 is skipped, 𝑀 (𝑘 + 1) = 𝑀 (𝑘) + 1. Since

𝑥 [𝑡 + 𝑘] ∈ 𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘) ⊆ M(𝑋 (𝑚−𝑀 (𝑘)−1,𝐾−𝑘−1) ), we have the following:
𝑥 [𝑡 + 𝑘 + 1] ∈ 𝑋 (𝑚−𝑀 (𝑘)−1,𝐾−𝑘−1) = 𝑋 (𝑚−𝑀 (𝑘+1),𝐾−(𝑘+1)) .

If the job at time 𝑡 + 𝑘 is not skipped, 𝑀 (𝑘 + 1) = 𝑀 (𝑘). Since 𝑥 [𝑡 + 𝑘] ∈ 𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘) ⊆
H(𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘−1) ), the next state is

𝑥 [𝑡 + 𝑘 + 1] ∈ 𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘−1) = 𝑋 (𝑚−𝑀 (𝑘+1),𝐾−(𝑘+1)) .

Thus, the inductive step is also proven as true.

As𝑀 (𝑘) ≤ 𝑚 for ∀𝑘 ∈ [1, 𝐾], 𝑋 (𝑚−𝑀 (𝑘),𝐾−𝑘) ⊆ 𝑋𝐼 . Thus, the first condition 𝑥 [𝑡 + 𝑘] ∈ 𝑋𝐼 ,∀𝑘 ∈
[1, 𝐾] is proved.
For the second condition, as 𝑥 [𝑡 + 𝐾] ∈ 𝑋𝐼 and no further job skipping occurs, for ∀𝑘 > 𝐾 , the

system will remain in the safe invariant set 𝑥 [𝑡 + 𝑘] ∈ 𝑋𝐼 ,∀𝑘 > 𝐾 . □

Note that 𝑋 (1,1) is identical to the notion of the strengthened safe set in [27], which ensures that

one-step skipping will keep the system state inside 𝑋𝐼 at the next step.

In this work, we consider the discrete linear time-invariant (LTI) system
2
modeled as in Equa-

tion (1), with a linear feedback controller 𝑢 = 𝐾𝑥 . We assume that the safe set 𝑋 and disturbance

range𝑊 are both polyhedrons. When a job is skipped, the controller will apply a constant control

𝑢 = ^0. For such a discrete LTI system, the one-step hit/skip setsH(Ω) andM(Ω) of a polyhedron
Ω can be written as:

2
Our approach is applicable to any control system if there exist methods for deriving its invariant set and backward reachable

set and hence computing its (m,K) safe set. In this paper we use LTI system to demonstrate the derivation of (m,K) safe sets,

but our framework is not limited to linear controllers: There are methods in the literature to compute invariant sets for

nonlinear model-based controllers or even neural network controllers [25, 46].
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H(Ω) = [(𝐴 + 𝐵𝐾)+ (Ω ⊖ 𝐸𝑊 ) ⊕ N (𝐴 + 𝐵𝐾)]
⋂

Ω (7)

M(Ω) = [𝐴+ ((Ω ⊖ 𝐸𝑊 ) − 𝐵^0) ⊕ N (𝐴)]
⋂

Ω (8)

where ⊖ and ⊕ is the Minkowski difference and Minkowski sum operations. 𝐴+ is the pseudo

inverse of the matrix 𝐴 and N(𝐴) is the null space of 𝐴.
As the safe set 𝑋 of the discrete LTI system (1) is a polyhedron, the safe invariant set 𝑋𝐼 will

also be a polyhedron [6]. As introduced in [6], the largest invariant set inside the safe set 𝑋 can be

determined by

𝑋𝐼 = lim

𝑘→∞
𝑋−𝑘 , (9)

where 𝑋−𝑘 is computed recursively by 𝑋−𝑘 = H(𝑋−𝑘+1), and initially 𝑋−1 = H(𝑋 ).
With the invariant set 𝑋𝐼 in Equation (9) and the one-step hit/skip sets in Equations (7) and (8),

the (𝑚,𝐾) safe set 𝑋 (𝑚,𝐾) can be determined by Equation (6).

As 𝑋𝐼 and 𝑋
(𝑚,𝐾)

does not depend on the system state 𝑥 [𝑡], they can be evaluated offline. There

could be multiple candidate periods for each SA task. The invariant set and (𝑚,𝐾) safe sets of each
period need to be evaluated separately, as the discrete system dynamics and the control laws are

different for each sampling period. Meanwhile, as the online adaptation can switch to the backup

configuration, the controller should preserve the safety during the switching. Since the safety of

the backup period can only be guaranteed if the state is in its safe invariant set 𝑋𝑏𝑘
𝐼
, we enforce the

state to be always within 𝑋𝑏𝑘
𝐼

by setting the safe set 𝑋 of all other periods to be 𝑋𝑏𝑘
𝐼
.

At runtime, based on the current state 𝑥 [𝑡], the adapter can determine the number of allowed

skipping jobs in the next 𝐾 jobs according to the (𝑚,𝐾) safe set with the maximum𝑚 that 𝑥 [𝑡]
is in. Specifically, we assume that the system state can only be observed at each job release time.

Since there are multiple tasks in the system, the run time of the adapter cannot always align with

the SA job release time. The current state 𝑥 [𝑡] is actually the state of the last released job. Thus,

𝑥 [𝑡] ∈ 𝑋 (𝑚,𝐾) actually means that in the upcoming 𝐾 − 1 jobs,𝑚 − 1 jobs can be skipped if the last

released job is skipped, and𝑚 jobs can be skipped if otherwise.

When switch from the backup period to a different period, the last released job will still have the

backup period. Thus, a special type of (𝑚,𝐾) safe sets is needed, which is not recursively derived

from 𝑋𝐼 , but from 𝑋𝐼
⋂H𝑏𝑘 (𝑋𝑏𝑘

𝐼
), whereH𝑏𝑘 (𝑋𝑏𝑘

𝐼
) is the one-step hit set of the backup period.

4.2 Schedulability Analysis with Job Skipping
In this work, we developed an event-based analysis to determine both the length of the upcoming

busy window, and whether the response time of all non-skipped jobs are within their deadline.

Without loss of generality, the beginning of the busy window is denoted as 𝑡 = 0, and the release

time of the first job of task 𝜏𝑖 released no earlier than 𝑡 = 0 is denoted as the offset 𝑜𝑖 ≥ 0. The

skipping choices of the upcoming jobs of task 𝜏𝑖 is denoted by vector
®𝛿𝑖 = {𝛿𝑖 𝑗 |𝑠𝑖 𝑗 ≥ 0}.

At the moment when the adapter runs, it determines the offsets {𝑜𝑖 }, proposes the priority

assignment {𝑝𝑖 } and job skipping choices { ®𝛿𝑖 }, and calls the event-based analysis to derive the

schedulability for the upcoming busy window.
3
The event-based analysis simulates the scheduling

process and determines the worst-case response time for each non-skipped job. The analysis

terminates when either the first deadline is missed or the busy window ends. The details of the

event-based analysis are shown in Algorithm 1, which takes the skipping choices
®𝛿𝑖 , priority 𝑝𝑖 and

3
As the schedulability analysis routine is called whenever the adapter runs during runtime, unlike offline analysis approaches

that need to ensure schedulability for infinite time horizon, the online event-based analysis only needs to determine the

schedulability for a finite time interval, i.e., a busy window.
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Algorithm 1 Schedulability analysis for a busy window

Input: { ®𝛿𝑖 }, {𝑝𝑖 }, {𝑜𝑖 }
1: 𝑄 𝑓 𝑢𝑡𝑢𝑟𝑒 ← 𝑓 𝑢𝑡𝑢𝑟𝑒 𝐽𝑜𝑏𝑄𝑢𝑒𝑢𝑒 ({𝑜𝑖 }, {𝑇𝑖 }, { ®𝛿𝑖 })
2: 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 ← ∅ // Priority queue of released jobs
3: 𝐽𝑖 𝑗 ← 𝑄 𝑓 𝑢𝑡𝑢𝑟𝑒 .pop()

4: 𝑡 ← 𝑠𝑖 𝑗
5: repeat
6: while 𝑠𝑖 𝑗 = 𝑡 do
7: 𝑤𝑙𝑖 𝑗 ← 𝐶𝑖 // Workload of 𝐽𝑖 𝑗
8: 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 .push(𝐽𝑖 𝑗 )

9: 𝐽𝑖 𝑗 ← 𝑄 𝑓 𝑢𝑡𝑢𝑟𝑒 .pop()

10: if 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 is not empty then

11: 𝐽ℎ𝑝 ← 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 .pop()

12: if 𝑡 +𝑤𝑙ℎ𝑝 > 𝑑ℎ𝑝 then
13: return Unschedulable

14: if 𝑡 +𝑤𝑙ℎ𝑝 > 𝑠𝑖 𝑗 then
15: 𝑤𝑙ℎ𝑝 ← 𝑤𝑙ℎ𝑝 − (𝑠𝑖 𝑗 − 𝑡)
16: 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 .push(𝐽ℎ𝑝 )

17: 𝑡 ← 𝑠𝑖 𝑗
18: else
19: 𝑡 ← 𝑡 +𝑤𝑙ℎ𝑝
20: until 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 is empty

21: return Schedulable

release offset 𝑜𝑖 for each task ∀𝜏𝑖 ∈ T as inputs, and determines the schedulability of the upcoming

busy window.

During the event-based analysis, the releases and the response times (i.e., finishes) of non-skipped

jobs are denoted as events. Between two consecutive events, only one job is executing. Two priority

queues,𝑄 𝑓 𝑢𝑡𝑢𝑟𝑒 and𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 , keep tracking the unreleased jobs and the released jobswith remaining

workloads.𝑄 𝑓 𝑢𝑡𝑢𝑟𝑒 contains all unreleased jobs, which is initialized by function 𝑓 𝑢𝑡𝑢𝑟𝑒 𝐽𝑜𝑏𝑄𝑢𝑒𝑢𝑒 ().
Jobs in 𝑄 𝑓 𝑢𝑡𝑢𝑟𝑒 are sorted by their release time. 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 is sorted by the job priority, where the

released job with the highest priority is always at the top. Based on the chronological order of

events, the analysis simulates the fixed-priority scheduling procedure from the start of the busy

window until either the end of the busy window (no released job has remaining workload) or a

deadline is missed. At each event, the analysis will first check whether there are new jobs to be

released and pick the highest-priority released job 𝐽ℎ𝑝 , determine whether 𝐽ℎ𝑝 is going to miss

deadline and whether 𝐽ℎ𝑝 can finish before the next event, and update the remaining workload of

𝐽ℎ𝑝 . The correctness of such schedulability analysis process is proven below.

Theorem 4.3. Given the release offsets {𝑜𝑖 }, if for each task 𝜏𝑖 , any jobs released before 𝑜𝑖 are
finished before 𝑡 = 0 and Algorithm 1 terminates its simulation at 𝑡 = Δ𝑡 with a ‘Schedulable’ flag, the
next busy window will be [0,Δ𝑡) and all non-skipped jobs in [0,Δ𝑡) will meet their deadlines.

Proof. A job is only possible to be scheduled for execution on the core if either it is just released

or a higher priority job is finished. The simulation in Algorithm 1 checks and schedules the highest

priority job every time when a new job is released or a scheduled job is finished. Thus, Algorithm 1

exactly mimics the fixed-priority preemptive scheduling for the tasks released at offsets {𝑜𝑖 } and
executed with their WCETs, which 1) derives the WCRT of each non-skipped job released in [0,Δ𝑡),
and 2) guarantees that there is no remaining workload (i.e., released-but-not-finished jobs) at 𝑡 = Δ𝑡
if no scheduled job before Δ𝑡 misses deadline. Note that the length of the busy window, Δ𝑡 , is
determined by repeating the simulation until 𝑄𝑟𝑒𝑙𝑒𝑎𝑠𝑒𝑑 is empty, following Def. 4.1. □

4.3 Feasible Configuration Exploration
As shown in Fig. 2, every time when the adapter runs, it will explore the configuration space of

task priority assignment and job skipping pattern to look for a feasible configuration that satisfies

the adaptation goal. In this section, we will introduce an efficient heuristic we developed for the

configuration space exploration.

ACM Trans. Embedd. Comput. Syst., Vol. 1, No. 1, Article 1. Publication date: January 2021.



1:12 Z. Wang et al.

Algorithm 2 Skipping Decision Making

Input: Priority assignment {𝑝𝑖 }
Input: Busy window beginning time 𝑡

1: 𝜏𝑙 ← 𝑙𝑜𝑤𝑒𝑠𝑡𝑃𝑟𝑖𝑜𝑟𝑖𝑡𝑦 (T , {𝑝𝑖 })
2: for 𝑟 = 1 : 𝐾max do
3: Δ𝑡 ← 𝑑𝑙𝑟 − 𝑡
4: 𝛿𝑖 𝑗 ← 1, ∀𝐽𝑖 𝑗 ∈ {𝐽𝑖 𝑗 |𝑠𝑖 𝑗 ∈ [𝑡, 𝑡 + Δ𝑡]}
5: 𝑁𝑖 ← 𝑛𝑢𝑚𝐽𝑜𝑏𝑠 (𝜏𝑖 , [𝑡, 𝑡 + Δ𝑡]), ∀𝜏𝑖 ∈ T
6: 𝑛max

𝑖
← 𝑛𝐴𝑙𝑙𝑜𝑤𝑆𝑘𝑖𝑝 (𝜏𝑖 , [𝑡, 𝑡 + Δ𝑡]), ∀𝜏𝑖 ∈ T

7: repeat
8: 𝐽𝑙𝑟 𝑖𝑠𝑆𝑘𝑖𝑝𝑝𝑒𝑑 ← 𝐹𝑎𝑙𝑠𝑒

9: if 𝑖𝑠𝑆𝑐ℎ𝑒𝑑𝑢𝑙𝑎𝑏𝑙𝑒 (𝑡, {𝑝𝑖 }, { ®𝛿𝑖 }) then
10: return { ®𝛿𝑖 }
11: else

12: 𝐽𝑖𝑘 ← the deadline missed job

13: while 𝑟𝑖𝑘 > 𝑑𝑖𝑘 do
14: 𝐽 𝑗𝑝 ← 𝑡𝑜𝑆𝑘𝑖𝑝

(
𝐽𝑖𝑘 , { ®𝛿𝑖 , 𝑁𝑖 , 𝑛max

𝑖
|∀𝜏𝑖 }

)
15: if 𝐽 𝑗𝑝 not exist then
16: return No feasible skipping decision

17: if 𝐽 𝑗𝑝 is 𝐽𝑙𝑟 then
18: 𝐽𝑙𝑟 𝑖𝑠𝑆𝑘𝑖𝑝𝑝𝑒𝑑 ← 𝑇𝑟𝑢𝑒

19: break
20: if 𝐽 𝑗𝑝 is 𝐽𝑖𝑘 then
21: reset all skipped jobs in this while loop

22: 𝛿 𝑗𝑝 (𝑡) ← 0

23: 𝑟𝑖𝑘 ← 𝑢𝑝𝑑𝑎𝑡𝑒𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑇𝑖𝑚𝑒 (𝐽𝑖𝑘 )
24: until 𝐽𝑙𝑟 𝑖𝑠𝑆𝑘𝑖𝑝𝑝𝑒𝑑 = 𝑇𝑟𝑢𝑒

Our exploration heuristic has a two-level hierarchical structure. At the lower level, a Skipping
Decision Making algorithm is used to determine whether there exists a feasible job skipping strategy

for a given task priority assignment. A feasible skipping strategy is guaranteed to satisfy all

feasibility requirements (including safety and schedulability) for the upcoming busy window. At

the upper level, a Priority Decision Making heuristic searches through different priority assignments

to find one with feasible skipping strategy. If such priority assignment is found, the adapter will

update the task priorities, assign job skipping, and set its next wake-up time as the end of the busy

window. Otherwise, the system will switch to the backup configuration.

4.3.1 Skipping Decision Making. Algorithm 2 presents the skipping design making algorithm for a

given priority assignment. To determine the feasible skipping pattern, we first assume that no job is

going to skip, and check the schedulability of the corresponding busy window by the event-based

analysis introduced in Section 4.2. If there is a deadline missed job 𝐽𝑖𝑘 , eligible jobs are going to

be picked for skipping one by one, until either 𝐽𝑖𝑘 meets its deadline or there is no eligible jobs to

select. When the deadline miss of 𝐽𝑖𝑘 is eliminated, the algorithm will continue to resolve the next

deadline-miss job in the same way. This process will terminate until either there is no deadline miss

in the busy window (i.e., found the skipping strategy) or there is no eligible job to select during the

elimination of certain deadline miss (i.e., fail to find a feasible skipping pattern). During the process

of eliminating the deadline miss of 𝐽𝑖𝑘 , if the selected job is 𝐽𝑖𝑘 itself (lines 20-21), all skipped jobs,

which are previously selected to prevent the deadline miss of 𝐽𝑖𝑘 , will not need to be skipped.

From safety perspective, the functions 𝑛𝑢𝑚𝐽𝑜𝑏𝑠 () and 𝑛𝐴𝑙𝑙𝑜𝑤𝑆𝑘𝑖𝑝 () determine the total number

of jobs and maximum allowed number of skipped jobs in the busy window [𝑡, 𝑡 + Δ𝑡]. For SA task

𝜏𝑖 ∈ T𝑆𝐴, given the latest available state 𝑥 (𝑠𝑖 (−1) ), the maximum allowed skipping is:

𝑛max

𝑖 + (1 − 𝛿𝑖 (−1) ) = max{𝑚 ≥ 0|𝑥 (𝑠𝑖 (−1) ) ∈ 𝑋 (𝑚,𝑁𝑖+1)
𝑖

}.
Note that 𝑁𝑖 and 𝑛

max

𝑖 are related to the busy window size Δ𝑡 , which will impact the job skipping

choices. As we assume 𝐷𝑖 ≤ 𝑇𝑖 , the deadline of the first non-skipped job of the lowest priority

task 𝜏𝑙 is an upper bound of the busy window size Δ𝑡 . Since 𝑋 (𝑚,𝐾1) ⊆ 𝑋 (𝑚,𝐾2)
for ∀𝐾1 ≥ 𝐾2, 𝑛

max

𝑖

derived from the upper bound of the busy window is a lower bound for the allowed number of

skipped jobs. In Algorithm 2, starting with 𝑟 = 1, we assume that the 𝑟 -th job is the first non-skipped

job of 𝜏𝑙 . If this assumption is violated as this job is assigned to be skipped (lines 17-19), the first
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Algorithm 3 Priority Decision Making

Input: Period assignment {𝑇𝑖 }
1: Initialize {𝑝𝑖 }
2: { ®𝛿𝑖 (𝑡)} ← 𝑆𝑘𝑖𝑝𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛({𝑝𝑖 })
3: if Found feasible { ®𝛿𝑖 (𝑡)} then
4: return {𝑝𝑖 }, { ®𝛿𝑖 }
5: repeat
6: 𝜏𝑑𝑚 ← the deadline-miss task

7: 𝑛𝑒𝑤𝐴𝑡𝑡𝑒𝑚𝑝𝑡 = 𝐹𝑎𝑙𝑠𝑒

8: for 𝜏 𝑗 ∈ ℎ𝑝 (𝜏𝑑𝑚) do
9: 𝑝 𝑗 ← 𝑑𝑒𝑚𝑜𝑡𝑒𝑃𝑟𝑖𝑜𝑟𝑖𝑡𝑦 (𝜏 𝑗 , 𝜏𝑑𝑚)

10: { ®𝛿𝑖 (𝑡)} ← 𝑆𝑘𝑖𝑝𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛({𝑝𝑖 })
11: if Found feasible { ®𝛿𝑖 (𝑡)} then
12: return {𝑝𝑖 }, { ®𝛿𝑖 }
13: 𝜏𝑛𝑒𝑤

𝑑𝑚
← the deadline-miss task

14: if 𝜏𝑛𝑒𝑤
𝑑𝑚

≠ 𝜏 𝑗 then
15: 𝑛𝑒𝑤𝐴𝑡𝑡𝑒𝑚𝑝𝑡 = 𝑇𝑟𝑢𝑒

16: break
17: reset 𝜏 𝑗 ’s priority 𝑝 𝑗
18: until 𝑛𝑒𝑤𝐴𝑡𝑡𝑒𝑚𝑝𝑡 == 𝐹𝑎𝑙𝑠𝑒
19: return No feasible solution

non-skipped lowest-priority job will be assumed to be the next one. In that case, 𝑛max

𝑖 of each task

needs to be re-evaluated and the skipping decision of all jobs needs to be reset.

From scheduling perspective, the function 𝑡𝑜𝑆𝑘𝑖𝑝 () picks an eligible non-skipped job to skip by

leveraging the idea of level-𝑖 busy window [44].

Definition 4.4 (Level-𝑖 busy window). For task 𝜏𝑖 , a level-𝑖 busy window [𝑡0, 𝑡1) is a time interval

during which the core is always occupied by the jobs of 𝜏𝑖 or higher priority tasks.

To eliminate the deadline miss of 𝐽𝑖𝑘 , only the jobs in the same level-𝑖 busy window will impact

the response time of 𝐽𝑖𝑘 . Therefore, a non-skipped job is useful to skip only if it belongs to the

level-𝑖 busy window that 𝐽𝑖𝑘 is in.

Specifically, the function 𝑡𝑜𝑆𝑘𝑖𝑝 () selects a “skippable” and useful job from an eligible task.

A job is “skippable” if it is currently non-skip; and for SU tasks, skipping it will not violate the

(𝑚,𝐾) constraint. A job is useful if it is released before 𝑑𝑖𝑘 and is in the level-𝑖 busy window of the

deadline-miss job 𝐽𝑖𝑘 . A task 𝜏 𝑗 is eligible if its total number of skipped jobs in the busy window is

still less than 𝑛max

𝑗 . If there are multiple “skippable” and useful jobs, the function will select the

latest one. If multiple tasks are eligible with “skippable” and useful jobs, the function will choose the

least impacted task that has the least skipping percentage in the busy window, where the skipping

percentage is the ratio between the total number of skipped jobs and the maximum allowed one.
4

4.3.2 Priority Decision Making. In Algorithm 2, we have introduced the algorithm to determine a

skipping strategy with certain priority assignment. It is an NP-hard problem to optimize the priority

assignment with respect to finding a feasible skipping strategy. The complexity of enumerating all

possible priority assignments is exponential to the number of tasks, which is unacceptable for the

adapter because of its online nature. Thus, we develop an efficient heuristic to search for a priority

assignment with feasible skipping strategy in Algorithm 3.

In Algorithm 3, the heuristic first initializes the priority assignment. If the period assignment

is the same as before, the initial priority is also set as the same as before, which led to feasible

skipping strategy in the previous busy window. Otherwise, when some periods (and deadlines)

are changed, the priority assignment will be initialized by the deadline monotonic (DM) policy, a

reasonable starting point of the priority assignment exploration.

The heuristic then explores the priority assignments starting from the initial solution, until a

feasible skipping strategy is found by the 𝑆𝑘𝑖𝑝𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛() function, i.e., Algorithm 2. Every time

4
This order may be adjusted based on specific adaptation objective. For instance, certain tasks can have a higher priority

than others to skip jobs or not to skip jobs.

ACM Trans. Embedd. Comput. Syst., Vol. 1, No. 1, Article 1. Publication date: January 2021.



1:14 Z. Wang et al.

when a priority assignment leads to no feasible solution (i.e., a job’s deadline miss cannot be

eliminated, where the corresponding task is denoted as 𝜏𝑑𝑚), the heuristic attempts to pick a task

with higher priority than 𝜏𝑑𝑚 and demote its priority to be just lower than 𝜏𝑑𝑚 by the function

𝑑𝑒𝑚𝑜𝑡𝑒𝑃𝑟𝑖𝑜𝑟𝑖𝑡𝑦 (). Besides finding a feasible skipping strategy, the attempted priority demotion

will also be accepted if the new deadline-miss task is not the demoted one. As long as there is an

accepted priority demotion, the exploration will continue until a priority assignment leads to a

feasible skipping strategy. If none of the higher priority tasks of the unschedulable task 𝜏𝑑𝑚 is

accepted for the priority demotion, the heuristic will terminate with no feasible solution and the

system will switch to the backup configuration.

The efficiency of Algorithm 3 can be further improved by reducing the number of calls to the

𝑆𝑘𝑖𝑝𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛() function.
To avoid duplicated checks, the previously-explored infeasible assignments can be stored. For

each deadline-miss task 𝜏𝑑𝑚 , we store the corresponding higher priority task set ℎ𝑝 (𝜏𝑑𝑚) in the

collectionU(𝜏𝑑𝑚) of 𝜏𝑑𝑚 , i.e.,U(𝜏𝑑𝑚) = U(𝜏𝑑𝑚)
⋃{ℎ𝑝 (𝜏𝑑𝑚)}. Such higher priority task sets can

be represented as bitsets for compact storage and fast check. When demoting the priority of 𝜏 𝑗 , if

ℎ𝑝 (𝜏 𝑗 ) is a superset of any set inU(𝜏 𝑗 ), i.e., ∃ℎ𝑝 ′ ∈ U(𝜏 𝑗 ), ℎ𝑝 (𝜏 𝑗 ) ⊇ ℎ𝑝 ′, such demotion will cause

a deadline miss of 𝜏 𝑗 and can be directly rejected without calling 𝑆𝑘𝑖𝑝𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛(). Note that the
order to select a higher priority tasks 𝜏 𝑗 for priority demotion (line 8) should start from the lowest

priority task in ℎ𝑝 (𝜏𝑑𝑚) to the highest, since it is usually more likely to keep a task schedulable

after demoting its priority if the priority change is smaller.

4.4 Backup Configuration and Infinite-Time Guarantees
The adaptation solution proposed by the runtime adaptation method in Section 4.3 can ensure

system safety and schedulability for time interval [𝑡, 𝑡 +Δ𝑡]. To guarantee schedulability and safety

in infinite-time horizon, a backup configuration is designed to ensure that the system is safe and

schedulable when 1) running under the backup configuration and 2) switching between a normal

configuration
5
and the backup configuration. Below, we introduce more of the backup configuration

and prove the infinite-time schedulability and safety of our proposed adaptation framework.

First, a backup configuration includes: 1) the priority assignment for all tasks, 2) the backup period

𝑇𝑏𝑘 for each SA task, and 3) the safe invariant set 𝑋𝑏𝑘
𝐼

for each SA task. A backup configuration is

feasible if the following two conditions are satisfied.

• The backup configuration is schedulable under static hard real-time system scheduling for

arbitrary task offsets. This means that the worst-case response time of each task under the

worst-case (i.e., critical instant) analysis must be less than or equal to its deadline.

• For each SA task, the safe invariant set 𝑋𝑏𝑘
𝐼
⊆ 𝑋 is non-empty. For any other target period 𝑇 ,

the corresponding safe invariant set 𝑋𝑇
𝐼
needs to be a subset of 𝑋𝑏𝑘

𝐼
, i.e., 𝑋𝑇

𝐼
⊆ 𝑋𝑏𝑘

𝐼
.

When switching from a normal (adapted) configuration to the backup configuration at the

end of an adaptation interval, there is no remaining workload. When switching from the backup

configuration to a normal configuration, we also require that there is no remaining workload on

the core. Moreover, for each SA task, as introduced in Section 4.1, the verification of the allowed

number of skipped jobs needs to use the (𝑚,𝐾) safe sets that is derived from 𝑋𝑇
𝐼

⋂H𝑏𝑘 (𝑋𝑏𝑘
𝐼
),

whereH𝑏𝑘 (𝑋𝑏𝑘
𝐼
) is the one-step hit set of the backup period.

Based on these requirements for the backup configuration and rules for switching, our adaptation

framework can ensure infinite-time schedulability and safety, as shown below.

5
Normal here simply means any non-backup configuration, which in our framework could correspond to any configuration

generated under an adaptation goal.
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4.4.1 Schedulability. Based on the finite-time schedulability guarantee of each adaptation interval

(according to Theorem 4.3) and the requirements for the backup configuration, we can derive the

infinite-time schedulability as follows.

Theorem 4.5. Given a backup configuration that is schedulable under hard real-time constraints,
the system is always schedulable in the proposed adaptation framework.

Proof. In the proposed adaptation framework, switching from a backup configuration to a

normal configuration happens only when there is no remaining workload on the core, which

ensures that no non-skipped job will miss its deadline in the upcoming adaptation interval, based

on Theorem 4.3. Moreover, Theorem 4.3 ensures that there is no remaining workload at the end

of the adaptation interval, i.e., the end of the busy window. Therefore, if it is followed by another

adaptation interval, no job in the upcoming adaptation will miss deadline either. Similarly, when

switching back to the backup configuration, no jobs will miss its deadline as there is no remaining

workload from the previous interval and the backup configuration is schedulable under arbitrary

task release offsets. In summary, no remaining job between configuration switching, schedulability

of the backup configuration, and finite-time schedulability of normal configurations (Theorem 4.3)

together ensure the infinite-time schedulability of our adaptation framework. □

4.4.2 SU task Safety.

Theorem 4.6. The SU tasks are always safe in the proposed adaptation framework according to
Definition 3.2.

Proof. For each SU task, as the system is schedulable (Theorem 4.5), all non-skipped jobs can

meet their deadline. During the backup configuration, there is no job skipping. During a normal

configuration, the feasible job skipping decision (made in Algorithm 2) of the SU task ensures at

most𝑚 skipped jobs in any 𝐾 consecutive jobs. Since the skipping feasibility also considers 𝐾 − 1

jobs before the adaptation interval, the SU tasks will always satisfies their (𝑚,𝐾) constraints. □

4.4.3 SA task Safety. For an SA task, as introduced in Section 4.1, the safe invariant set 𝑋𝑇
𝐼
at

the target period 𝑇 is derived by treating 𝑋𝑏𝑘
𝐼

as its safe set, which ensures 𝑋𝑇
𝐼
⊆ 𝑋𝑏𝑘

𝐼
. When

switching from the backup period to the target period, the (𝑚,𝐾) safe set 𝑋 (𝑚,𝐾) is derived from

𝑋𝑇
𝐼

⋂H𝑏𝑘 (𝑋𝑏𝑘
𝐼
). When the task remains at the target period, 𝑋 (𝑚,𝐾) is derived from 𝑋𝑇

𝐼
.

Theorem 4.7. For each SA task, if its initial state is in the safe invariant set of the backup period,
i.e., 𝑥0 ∈ 𝑋𝑏𝑘𝐼 , it will always be safe in the proposed adaptation framework according to Definition 3.3.

Proof. As the system starts from the backup period with no skipped jobs, and the initial state is

in the invariant set 𝑋𝑏𝑘
𝐼
, the state 𝑥 will always remain within 𝑋𝑏𝑘

𝐼
until switching to the target

period. For the first adaptation interval switched from the backup period, where𝑚 jobs are skipped

among 𝐾 consecutive jobs, the system state of the last job before switching must be within 𝑋 (𝑚,𝐾)

derived from 𝑋𝑇
𝐼

⋂H𝑏𝑘 (𝑋𝑏𝑘
𝐼
). Thus, the system state in the entire adaptation interval is within 𝑋𝑇

𝐼
.

The skipping decisions for the following adaptation intervals are according to 𝑋 (𝑚,𝐾) derived from

𝑋𝑇
𝐼
. As long as the task is under the target period, its state 𝑥 ∈ 𝑋𝑇

𝐼
. Since 𝑋𝑇

𝐼
⊆ 𝑋𝑏𝑘

𝐼
, anytime when

it is switched back to backup period, we have 𝑥 ∈ 𝑋𝑏𝑘
𝐼
. In summary, when the task is at its backup

period, its state is always in 𝑋𝑏𝑘
𝐼
; when switched to the target period, the state is in 𝑋𝑇

𝐼
; when it is

at the target period, the state is always in 𝑋𝑇
𝐼
; and when switched back to the backup period, the

state is still in 𝑋𝑏𝑘
𝐼
. Therefore, the SA task state is always in 𝑋𝑏𝑘

𝐼
⊆ 𝑋 , i.e., it is always safe. □
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5 EXPERIMENTAL RESULTS
We evaluate our adaptation framework with a case study of a robot car. The robot car has a robotic

arm and a rotatable camera, and runs in an environment with other robots and accomplishes

the tasks distributed by a centralized server. It has three SA tasks, including an adaptive cruise

control (ACC) task 𝜏𝐴𝐶𝐶 to avoid collision with other robots, an arm control task 𝜏𝐴𝑅𝑀 to keep it at

certain position under external disturbance, and a camera control task 𝜏𝐶𝐴𝑀 to target the camera

to a desired direction. It also has several SU tasks such as power management, error monitoring,

trajectory planning, sensing data processing, message transmission, etc.

In the experiments, we evaluate the percentage of time when the system can meet the adaptation

goal, the performance of the control functions, and the robustness of the adapter to maintain safety

when the real external disturbance exceeds the bound assumed in verification. The results are

compared with three baseline approaches: a no-skipping adaptation approach that does not consider

job skipping, which is inspired by [15], and two static scheduling approaches that allow deadline

misses [2, 44] or job skippings [39]. We first conduct experiments in a Python-based simulation

environment we developed, where the system dynamics is precisely captured in our analysis model.

We then conduct further experiments in the open-source robotic simulator Webots [49], where the

non-linear system dynamics is approximated and bounded with errors in our linear analysis model,

to demonstrate how our approach can be applied to more practical and challenging scenarios.

Several ablation studies are also conducted to further demonstrate the benefits from considering

state-aware job skipping, and to evaluate the computation overhead of our adapter.

5.1 Robot Car Model
5.1.1 System Configuration. There are 3 SA tasks and 7 SU tasks sharing a single-core processor on

the robot car. The sampling periods of SU tasks span between 65ms to 1150ms. 4 out of the 7 SU tasks

are weakly-hard tasks with pre-defined (𝑚,𝐾) constraints as (2, 10), (1, 20), (3, 20), (1, 5). The total
utilization of all 7 SU tasks is 72.7%. For the SA tasks 𝜏𝐴𝐶𝐶 , 𝜏𝐴𝑅𝑀 and 𝜏𝐶𝐴𝑀 , the adaptive sampling

period candidates are 𝑇𝐴𝐶𝐶 ∈ {100, 150, 250, 400, 600, 1000, 1500}ms, 𝑇𝐴𝑅𝑀 ∈ {100, 150, 200, 250}ms,

and 𝑇𝐶𝐴𝑀 ∈ {300, 400, 500, 600, 800, 1000}ms. Each SA task is assumed to have the same WCET

for different sampling periods. For 𝜏𝐴𝐶𝐶 , the utilization is in the range of [1.73%, 26%] without
considering job skipping. For 𝜏𝐴𝑅𝑀 and 𝜏𝐶𝐴𝑀 , the utilization ranges are [15.2%, 38%] and [2.4%, 8%],
respectively. In the derived backup configuration, all SA tasks are under their longest periods, the

system utilization is 92.0%, and the priority assignment is based on the deadline monotonic policy.

5.1.2 Functional Models. We consider all three SA tasks as LTI systems with linear feedback control

and bounded external disturbance, which can be captured by the continuous-time dynamics:

¤𝑥 = 𝐴𝑐𝑥 + 𝐵𝑐𝑢 + 𝐸𝑐𝑤. (10)

The control task is assumed to update the control input at each deadline, which is equal to its

sampling period, and use zero-order hold for the next period. Thus, the control input is applied

with one period delay and the continuous-time dynamics can be discretized as 𝑥 [𝑡 + 1] = 𝐴𝑑𝑥 [𝑡] +
𝐵𝑑𝑢 [𝑡 − 1] + 𝐸𝑑𝑤 [𝑡], where 𝐴𝑑 = 𝑒𝐴𝑐𝑇

, 𝐵𝑑 = (
∫ 𝑇

0
𝑒𝐴𝑐𝑡𝑑𝑡)𝐵𝑐 , and 𝐸𝑑 = (

∫ 𝑇
0
𝑒𝐴𝑐𝑡𝑑𝑡)𝐸𝑐 for sampling

period 𝑇 . Then, it can be converted into the standard form discrete LTI as in Equation (1) by state

augmentation: 𝑥𝑎 [𝑡 + 1] = 𝐴𝑥𝑎 [𝑡] + 𝐵𝑢 [𝑡] + 𝐸𝑤 [𝑡], where

𝑥𝑎 [𝑡] =
[
𝑥 [𝑡]

𝑢 [𝑡 − 1]

]
, 𝐴 =

[
𝐴𝑑 𝐵𝑑
0 0

]
, 𝐵 =

[
0

1

]
, 𝐸 =

[
𝐸𝑑
0

]
.
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In this case study, the linear feedback control law 𝑢 [𝑡] = 𝐾𝑥𝑎 [𝑡] is derived by the discrete lin-

ear–quadratic regulator (LQR) for each sampling period. More details of the three SA tasks are

explained below.

ACC Control. We consider that the ego robot car with position 𝑦𝑒 and velocity 𝑣𝑒 follows a

reference car with position 𝑦𝑟 and velocity 𝑣𝑟 . The distance between two vehicles is Δ𝑦 = 𝑦𝑟 − 𝑦𝑒 ,
which satisfies the ODE Δ ¤𝑦 = −𝑣𝑒 + 𝑣𝑟 . The velocity of the ego car satisfies the ODE ¤𝑣𝑒 = 𝑎𝑒 − 𝑘𝑒𝑣𝑒 ,
where 𝑎𝑒 is the acceleration of throttle and the second term is the resistance that is proportional to

the speed. The goal of the ACC is to control the distance and the ego car velocity to the equilibrium

Δ𝑦 = 80, 𝑣 = 30 and maintain them within a safe range: Δ𝑦 ∈ [40, 120], 𝑣𝑒 ∈ [20, 40], while the
velocity of the reference car is bounded as 𝑣𝑟 ∈ [22, 38]. The ACC system states can be formed

as 𝑥𝑎𝑐𝑐 = [Δ𝑦 − Δ𝑦, 𝑣𝑒 − 𝑣]⊤, along with the control input 𝑢𝑎𝑐𝑐 = 𝑎𝑒 − 𝑘𝑒𝑣 , and the disturbance

𝑤𝑎𝑐𝑐 = 𝑣𝑟 − 𝑣 .

Robot Arm Control. For the robot arm control, we leverage a 2 degree-of-freedom (DOF) robot

arm. A linear system dynamics is linearized from the nonlinear model introduced in [21]. The ODE

can be written as𝑀0
¥\ +𝐺 (\0) + ∇\𝐺 (\0) (\ −\0) = 𝜏 +𝑤 , where \ = [\1, \2]⊤ are the angles of two

arms and \0 = [−𝜋/6, 2𝜋/3] is the equilibrium. 𝜏 = [𝜏1, 𝜏2]⊤ and 𝑤 = [𝑤1,𝑤2]⊤ are respectively

the torques of two motors and the disturbance on two arms.𝑀0 = 𝑀 (\0) is the inertia matrix at

the equilibrium. 𝐺 (\0) and ∇\𝐺 (\0) are the gravity torques of two arms and their gradients. To

form a LTI system, the system states is choosen as 𝑥𝑎𝑟𝑚 = [\ − \0, ¤\ ]⊤, and the control input as

𝑢𝑎𝑟𝑚 = 𝜏 −𝐺 (\0).

Rotatable Camera Control. For the camera control task, we use the image tracking example

described in [6] to model the dynamics of the control system. The camera has 1 DOF and the goal

is to rotate towards the target direction. The system state includes the relative position and camera

speed 𝑥𝑐𝑎𝑚 = [𝑦, 𝑣𝑐 ]⊤, while the disturbance includes the target movement speed and a disturbance

force caused by the moving of the robot: 𝑤𝑐𝑎𝑚 = [𝑣𝑡 , 𝑓 ]⊤. The control input 𝑢𝑐𝑎𝑚 is the torque

controlling the camera.

The ODEs of these three controllers can all be in the form of the LTI continuous system dynamics

as in Equation (10), with the transaction matrices:

𝐴𝑎𝑐𝑐𝑐 =

[
0 −1

0 −𝑘𝑒

]
, 𝐵𝑎𝑐𝑐𝑐 =

[
0

1

]
, 𝐸𝑎𝑐𝑐𝑐 =

[
1

0

]
, 𝐴𝑎𝑟𝑚𝑐 =

[
0 𝐼

−𝑀−1

0
∇\𝐺 (\0) 0

]
, 𝐵𝑎𝑟𝑚𝑐 = 𝐸𝑎𝑟𝑚𝑐 =

[
0

𝑀−1

0

]
,

𝐴𝑐𝑎𝑚𝑐 =

[
0 1

0 0

]
, 𝐵𝑐𝑎𝑚𝑐 =

[
0

1

]
, 𝐸𝑐𝑎𝑚𝑐 =

[
−1 0

0 −1

]
.

The safety verification of these control systems, including the computation of safe invariant set

and (𝑚,𝐾) safe sets, follows the procedure introduced in Section 4.1.
6

5.2 Comparison with a No-Skipping Adaptation Approach
To evaluate our adaptation framework, we first build a simulation environment with a combination

of Matlab and Python code, and simulate the dynamics of the aforementioned control systems. We

randomly generate the external disturbance for controllers and evaluate the system performance for

different adaptation goals. For comparison, we also implement a No-Skipping adaptation approach

that is similar to the cross-layer runtime adaptation approach in [15], which adapts the sampling

6
Note that each control task has its own (𝑚,𝐾) safe sets. The choice of𝑚 and 𝐾 values depends on the specific controller.

In our experiments, we choose all non-empty (𝑚,𝐾) safe sets for𝑚 ≤ 20 and𝑚 ≤ 𝐾 ≤ 40. As the polyhedron safe set is

stored as linear constraints, the storage requirement is at MB-level ( 14MB in total) and can be further reduced with simpler

inner approximation for the polyhedron.
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period of a control task and the priority assignment for all tasks during runtime. Unlike [15], which

considers only one SA task in the system and focuses on its stability, we extend the approach to

support multiple SA tasks in the no-skipping adaptation approach and ensure their reachability-

based safety under external disturbance. This no-skipping adaptation approach provides a more

fair comparison to our proposed adaptation framework, as the main difference between the two is

whether job skipping is allowed.

5.2.1 Control Performance Improvement. We randomly generated 50 cases. In each case, the ran-

domly generated external disturbance is always under the disturbance bound𝑊 , and the initial

states are in the safe invariant set 𝑋𝐼 . Each case is simulated for 1000 seconds. For each case, the

adaptation goals of all possible combinations of the periods of SA tasks are evaluated. All the

following results are the average among all 50 cases.

Fig. 3a shows the percentage of the time when the system is meeting adaptation goals (the system

is in the backup configuration for the rest of the time). The X and Y axis are the periods set for

ACC and ARM tasks in the adaptation goal, while the adaptation goal for the CAM task is fixed to

300ms. From the figure, we can see that our adaptation framework significantly outperforms the

no-skipping adaptation approach in meeting the adaptation goals. In fact, the adaptation success

rate is close to 100% in our framework when the desired ACC period is no less than 400ms.

The objective of choosing a smaller sampling period for a control task (motivation of the

adaptation goal) is usually to improve the performance of the controller. For the controllers in

this experiment, we consider the control performance in the form of

∫
𝑥 (𝑡)⊤𝑄𝑥 (𝑡)𝑑𝑡 , which is the

quadratic cost of their system states. As there are job skipping and the adaptation may not always

succeed, the control performance variation for different adaptation goals is not monotonic with the

sampling period. The average control performance among all three controllers are shown in Fig. 3b.

Compared with the no-skipping adaptation approach, our adaptation framework can significantly

improve the average control performance for most adaptation goals.

5.2.2 Safety Improvement under Stronger Disturbances. In previous experiments, we assume that

the external disturbance is within the bound 𝑤 [𝑡] ∈ 𝑊 that is used for deriving the safe set

in Section 4.1. In such case, both allowing skipping (our approach) and not allowing skipping

(no-skipping adaptation) can always ensure the system safety, and the difference is only in their

capabilities in meeting adaptation goals and improving control performance.

In practice there may be unexpected scenarios where the disturbance exceeds our assumption.

Thus, we evaluate the safety of control tasks under such stronger disturbances to assess the

robustness of our approach. In this experiment, we set the range of disturbance as 1.5 times of

the assumed bound. Other settings are the same as in the previous experiments. Fig. 3c shows the

percentage of time when the system is in unsafe state. A system is in unsafe state when at least

one controller is unsafe, i.e., its state 𝑥 (𝑡) is out of the safe set 𝑋 .
From Fig. 3c, we have following observations:

• In the no-skipping adaptation, if the adaptation goal is chosen properly, the unsafe rate can

be reduced from 31.6% (backup configuration) to 11.4% (with adaptation goal 𝑇𝐴𝐶𝐶 = 250,

𝑇𝐴𝑅𝑀 = 250, and 𝑇𝐶𝐴𝑀 = 1000).

• In our approach, by allowing job skipping, the unsafe rate can be further reduced to 10.6%

(with adaptation goal 𝑇𝐴𝐶𝐶 = 250, 𝑇𝐴𝑅𝑀 = 200, and 𝑇𝐶𝐴𝑀 = 500).

• For most adaptation goals, by allowing skipping, the unsafe rate can be significantly reduced.

For instance, when the adaptation goal is 𝑇𝐴𝐶𝐶 = 250, 𝑇𝐴𝑅𝑀 = 200, and 𝑇𝐶𝐴𝑀 = 300, the

unsafe rate can be reduced from 28.3% to 10.7% by allowing skipping.
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Fig. 3. Comparison between our approach and the no-skipping adaptation approach: (a) The percentage of
the time the system can meet the adaptation goals using the two approaches. The adaptation goals are set as
desired periods (in milliseconds in the figure) for SA tasks, which are changing for the ACC and ARM tasks,
and fixed to 300ms for the CAM task. (b) The average control performance among all three controllers under
each adaptation goal (the lower the better). (c) The percentage of the time when at least one controller is
unsafe. The disturbance range in this experiment is 1.5x of the assumed range in deriving the safe set.

In summary, the comparison with the no-skipping adaptation approach demonstrates that by

enabling safety-assured job skipping, our adaptation framework can significantly improve the success
rate to reach adaptation goals, the control performance, and the system robustness with respect to
strong environment disturbances.

5.3 Comparison with Static Scheduling Approaches that Allow Deadline Misses
In this section, we compare our runtime adaptation framework with two static scheduling methods

that allow deadline misses, the weakly-hard scheduling in [2, 44] and the (𝑚,𝐾)-firm scheduling

in [39], to demonstrate the importance of developing runtime adaptation approaches. Weakly-hard

scheduling allows tasks to miss their deadlines under the (𝑚,𝐾) constraints, but the missed job

will continue its execution until finished. (𝑚,𝐾)-firm scheduling will evenly pick𝑚 fixed jobs in

every 𝐾 consecutive jobs to skip, while all other jobs need to meet deadline.

For both methods, there is no online verification of task safety. Thus, we leverage the state-of-

the-art weakly-hard control system verification tool SAW [24] to evaluate the (𝑚,𝐾) constraints of
all three SA tasks under their targets periods. Through the verification, both the ACC controller and

ARM controller are only safe when no jobs are skipped. For CAM controller, when𝑇𝐶𝐴𝑀 = 300, the

controller is safe under (1, 4) constraints, and for other targets periods, no jobs skipping is allowed.

As there is no runtime adaptation, SA tasks are assumed to execute under their target periods,

and the priorities are assigned based on the rate-monotonic policy. Combining the weakly-hard

constraints of SU tasks with the SAW-verifiedweakly-hard constraints of SA tasks, the schedulability

of every adaptation goal is evaluated. For weakly-hard scheduling, the schedulability is evaluated

based on the hyper-period analysis from [2]. For (𝑚,𝐾)-firm scheduling, it is evaluated based on

the critical instance analysis from [39].

As presented in Table 1, schedulability analyses show that only several adaptation goals out of

the 168 goals in total (7 × 4 × 6) are schedulable for either static approach. In contrast, both online

adaptation approaches, ours and the no-skipping adaptation, have 100% goal meeting rates for

the adaptation goals listed in Table 1. This demonstrates the importance of developing runtime

adaptation approaches. As for control performance, the best performance of weakly-hard scheduling,

(𝑚,𝐾)-firm scheduling, and our approach are respectively 82.9, 93.0, and 67.9, which occurs at
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𝑇𝐴𝐶𝐶/𝑚𝑠 600 1000 1000 1000 1000 1500 1500 1500 1500 1500 1500

𝑇𝐴𝑅𝑀/𝑚𝑠 250 250 250 250 250 250 250 250 250 250 250

𝑇𝐶𝐴𝑀/𝑚𝑠 1000 500 600 800 1000 300 400 500 600 800 1000

Weakly-hard [2, 44] ✓ ✓ ✓ ✓ ✓ - - ✓ ✓ ✓ ✓
(m,K)-firm [39] - - - - ✓ ✓ ✓ ✓ ✓ ✓ ✓

Table 1. Schedulable configurations under weakly-hard scheduling and under (m,K)-firm scheduling. The
other 157 adaptation goals (not listed in this table) are not schedulable for either static scheduling approaches.
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Fig. 4. Results of our approach when 0, 1, 2 or 3 SA tasks are treated as SU tasks. (a) The percentage of the
time the system can meet the adaptation goals. The desired periods are changing for the ACC and ARM tasks,
and fixed to 300ms for the CAM task. (b) The average control performance among all three controllers under
each adaptation goal (the lower the better). As reference, the feasible results for the baseline approaches are
also shown. Note that (𝑚,𝐾) firm scheduling is only feasible at the period configuration (1500, 250, 300), and
no adaptation goals in the plot are feasible under weakly-hard scheduling.

configuration (1000, 250, 500), (1500, 250, 400) and (400, 200, 300), respectively. We can see that by

allowing runtime adaptation, our approach can significantly improve control performance (lower

is better) by adapting to the period configuration that is not schedulable for the two static methods.

5.4 Further Analysis of the Benefit of Our State-Aware Approach
Methods that do not consider the runtime state of tasks address worst-case scenarios in their safety

verification (e.g., evaluating (𝑚,𝐾) constraints with offline verification tools such as SAW [24]).

In contrast, our adaptation approach explores the state-aware job skipping, where SA tasks can

ensure their safety based on the analysis of runtime system state. Such consideration of runtime

state usually provides more skipping choices and leads to a larger feasible adaptation space – while

we cannot theoretically guarantee this is always the case (given that the system state is affected

by the skipping choices), we conduct empirical analysis in the following experiments that further

demonstrate the benefit of considering system state in safety-assured adaptation.

Specifically, our adaptation framework is evaluated in the same setting as previous experiments,

except that some of the aforementioned SA control tasks are treated as SU tasks. That is, we

compare the performance of our approach with the cases where zero, one, two, and three SA tasks

are treated as SU tasks (the zero case is the same as our original approach). Note that when an

SA task is treated as an SU task, we still try to adapt its period to the one in the adaptation goal.

However, its job skipping is based on the offline (𝑚,𝐾) constraint verification, which is the same

as the one derived for static weakly-hard scheduling as mentioned in Section 5.3.
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Table 2. Webots simulation results for adaptation goal 𝑇𝐴𝐶𝐶 = 150𝑚𝑠 and 𝑇𝐶𝐴𝑀 = 50𝑚𝑠 .

𝑇𝐴𝑅𝑀 20ms 30ms 40ms 50ms 70ms 90ms

Utilization 153% 138% 130% 126% 121% 118%

Adaptation goal Our approach 8.06% 59.5% 90.3% 96.7% 98.9% 99.6%

meeting rate No-skipping adaptation 1.45% 2.22% 2.83% 5.58% 13.6% 15.5%

Average control Our approach 65.2 62.8 59 58.1 58.8 61.6

performance No-skipping adaptation 65.0 67.3 65.8 65.6 63.0 67.4

The comparison results are shown in Fig. 4. In Fig. 4a, we can observe that the adaptation goal

meeting rates are notably reduced when one or more SA tasks are treated as SU tasks, i.e., without

considering their runtime state. Such drop is more significant when the target periods are smaller

(i.e., harder to achieve). This clearly shows the benefit of our state-aware adaptation approach. We

also compare the average control performance in Fig. 4b, which also demonstrates that considering

more SA tasks leads to better performance. The baseline methods are also plotted as reference,

which behave significantly worse than our approach.

5.5 Application to More Practical Scenarios in Webots
We also carry out experiments in the Webots simulator to demonstrate the applicability of our

approach in more practical scenarios. The robot is youBot developed by KUKA. The simulation

scenario is shown in Fig 5a. The left youBot car (ego car) is adaptively controlled by three controllers:

the wheel controller controls the wheels to follow the right youBot car; the arm controller controls

the robotic arm to keep the first arm with 30 degree and keep the second arm horizontal; the

camera controller controls the camera to the direction that has an interest object in its view. The

ego car is required to maintain a distance with the front car (the car at right side hand in this case)

between 0.25m to 1.75m, with the speed of the front car in the range between 0.25m/s to 0.75m/s.

The camera direction is required to be within 30 degree of the target direction. And the two robot

arms are required to be within 15 degree and 10 degree of the set points. The sampling periods

of the wheel control, camera control and arm control are in the range of [100, 600] milliseconds,

[30, 170] milliseconds, and [20, 90] milliseconds, respectively. These controllers are assumed to

run with seven other tasks on a resource-limited processor. The periods of these seven tasks are in

the range of [30, 620] milliseconds, where 4 of them allow bounded job skipping captured by their

weakly-hard constraints.

The overall setting is similar to the previous experiments, except that the model parameters such

as robot arm length and mess, the operation points, and the safety ranges are updated based on the

Webots models. In addition, as Webots simulates the robots with its own physical engine, the robot

system dynamics is much close to reality, and the inaccuracy of the LTI system models used for

controllers is not negligible anymore. The inaccuracy includes inaccurate system state perception

(i.e., the angular velocities of the robot arm and the rotatable camera are not accurate), and the

abstraction of system model (for example, by linearizing the robot arm dynamics, the Coriolis

and centrifugal forces are ignored). To ensure system safety, we model the inaccuracy as internal

disturbance. The external disturbance for the wheel controller is from the front (right) car. The

external disturbance for the camera controller is from the movement of its target. The external

disturbance for the robot arm is from the acceleration /deceleration of the robot car. By combining

both internal and external disturbance into the disturbance term in the system dynamics, the safety

verification will provide a correct safety guarantee.

We compare our adaptation framework with the no-skipping adaptation approach inWebots, and

the results similarly demonstrate the significant advantages of our approach. During the simulation,
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Fig. 5. (a) Webot simulation scenario: the ego youBot car (left) is following the other youBot car (right) while
keeping its robot arm in a fixed position. A rotatable camera is mounted on the ego youBot and targets at
interest object(s). (b) The camera control performance in the Webots simulation for different adaptation goals
of 𝑇𝐶𝐴𝑀 and 𝑇𝐴𝑅𝑀 . 𝑇𝐴𝐶𝐶 is set to 150𝑚𝑠 .

with our proposed adaption framework, all controllers always satisfy their safety requirements.

The simulation results for some adaptation goals are summarized in Table 2. Specifically, the target

period of the ACC and CAM are fixed to 𝑇𝐴𝐶𝐶 = 150𝑚𝑠 and 𝑇𝐶𝐴𝑀 = 50𝑚𝑠 . The utilization is

the processor utilization when the system successfully meets the adaptation goal. As shown in

Table 2, our adaptation framework provides a much higher goal meeting rate and better average

control performance (lower cost) than the no-skipping adaptation approach. In Fig. 5b, we further

demonstrate the camera control performance for different adaptation goals. We can observe that

our adaptation framework provides better control performance than the no-skipping adaptation

approach for most of those adaptation goals. These comparisons in Webots again demonstrate the

effectiveness of our approach in meeting adaptation goals via safety-assured job skipping, and

show the applicability of our approach in more practical scenarios.

5.6 Overhead Analysis
The computational complexity of our adaptation approach depends on a number of system pa-

rameters. For instance, the complexity of schedulability analysis and skipping decision making

are both related to the number of jobs in a busy window. The complexity of online job skipping

safety verification is related to the control system state dimension, the number of (𝑚,𝐾)-safe sets,
and the complexity of each (𝑚,𝐾)-safe set. In the worst case, the priority decision making may

enumerate all possible priority assignments, which is𝑂 (𝑛!) with respect to the number of tasks. By

recording the non-schedulable higher priority tasksets of each task, as introduced in Section 4.3.2,

the worst-case complexity of priority decision making can still be 𝑂 (2𝑛). However, because our
framework can handle cases where there is no feasible adaptation solution, the complexity of the

priority exploration can be simply reduced by setting a timeout threshold.

Quantitatively, We evaluate the overhead of our approach for the experiments introduced before,

which were run on a 3.6GHz Intel Xeon processor. The average execution time of the adapter task

was 1.1 ms, while the average activation interval between two runs of the adapter was 820 ms,

resulting in an average overhead of 0.14%. The execution time was 40 ms at the longest, under

16 ms for 99.9% of the cases, under 11 ms for 99%, and under 5.5 ms for 95%. The entire distribution

of the execution time is shown in Fig 6a. The inter-arrival time between two consecutive adapter

executions is in the range of [30, 2970] ms, of which the entire distribution is shown in Fig. 6b.

As for the execution time of each component in our framework, one run of skipping decision

making (Algorithm 2) takes 0.87 ms in average; one run of the schedulability analysis (Algorithm 1)
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Fig. 6. Overload analysis of our approach: (a) The distribution of the execution time of each run of the adapter.
(b) The distribution of the inter-arrival time between two runs of the adapter, i.e., the busy window size. (c)
The percentage of the total execution time for each component of the adapter.

takes 0.18 ms in average; and one run of the online safety verification (i.e., line 6 in Algorithm 2)

takes 0.13 ms in average. Note that the schedulability analysis and safety verification are part of the

skipping decision making, and will be called different numbers of times during execution. Fig. 6c

shows the percentage of the total execution time for each component of the adapter.

For priority assignment, even though its worst-case complexity is 𝑂 (2𝑛), in experiments the

initial solution is feasible for 91.0% of the cases, and in the rest 9.0%, 43.5% of them can eventually

find a feasible solution. This shows that our initial solution design is usually good and consequently

the priority assignment is efficient in experiments (taking 1.5% of the total execution time).

To evaluate the average timing complexity with respect to the the number of tasks in the task

set, besides the original 10-task system we considered (7 SUs and 3 SAs), we also evaluate our

approach on three additional tasksets, which include 5 tasks (3 SUs and 2 SAs), 15 tasks (11 SUs and

4 SAs), and 20 tasks (15 SUs and 5 SAs), respectively. The average execution time of the adapter is

0.36 ms, 2.3 ms, and 6.7 ms, respectively. These results show that the average computation time

𝐶𝑎𝑑𝑝 is exponential to the number of tasks 𝑛, where 𝐶𝑎𝑑𝑝 ∼ 1.2𝑛 .

6 CONCLUSION
In this work, we present a cross-layer runtime adaptation framework for real-time safety-critical sys-

tems. The framework explores proactive skipping of control task jobs and task priority assignment

to meet adaptation goals, while guaranteeing reachability-based system safety and schedulability

(when the external disturbance is within the assumed bounds). The framework includes three novel

elements: a formal state-aware safety verification method that is based on computing invariant

sets and backward reachable sets, an event-based schedulability analysis method that considers

job skipping, and an efficient runtime adaptation algorithm that explores the adaptation space.

Experimental results demonstrate that our approach can significantly outperform a no-skipping

adaptation approach and two static weakly-hard scheduling approaches, in terms of meeting adap-

tation goals, improving control performance, and being robust under unexpected disturbances that

exceed the assumed bounds.
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