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Abstract—Load frequency control (LFC) of modern power sys-
tems tends to employ open communication networks to transmit
measurement/control signals, which makes the LFC scheme more
vulnerable to random time delays and time delay attacks. In
this paper, a resilient and active time-delay-compensation-based
LFC scheme is proposed to compensate the random time delays
and time delay attacks. At first, a state observer is employed
to estimate the state of the LFC system. Then a networked
predictive control method is used to predict the control signals
of the system at the future moments. Next, an evaluation and
compensation scheme for random time delays and time delay
attacks is constructed in the actuator side of the LFC scheme
based on the updating period of the actuator and the timestamp
technique. Due to the stochastic characteristics of the random
time delays or TDAs, the stability condition of the proposed
scheme is developed with the aid of the mean square stability
theory. Moreover, a dual-loop open communication is employed
in the proposed scheme to improve the reliability and resilience.
At last, simulation and experiment tests are undertaken to
demonstrate the effectiveness of the proposed scheme.

Index Terms—Power systems, Load frequency control, Ran-
dom time delays, Time delay attacks, Time delay compensation.

I. INTRODUCTION

A. Research background

Load frequency control (LFC) plays an important role in
frequency regulation of power system. The main function of
LFC is to remain the balance between load consumption and
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power generation in the power system, so as to maintain the
frequency and tie-line power in the system at a predetermined
value [1]. The dedicated communication channel is used to
transmit measurements and control signals in the LFC of a
traditional power system [2], and may be subjected to small
time delays. Such time delays are usually ignored in the
control scheme design. However, with the increasing deploy-
ment of dispersed renewable energy sources and demand-
side responses, an efficient modern power system is suggested
to use open communication networks to support these dis-
tributed devices [3]. Due to factors such as communication
protocol, network loading, and routing over different types
of communication lines, random and large time delays are
presented in communication links of the open communication
networks [4, 5]. Such delays cannot be ignored in the design
for an effective LFC scheme and are detrimental to the control
performance and the stability of the system [6].

Furthermore, the modern power system is more vulnerable
to malicious cyber-attacks, since the shared and open com-
munication network is employed [7–9]. Typical cases include
that the management system of supervisory control and data
acquisition distribution (SCADA) in Ukraine was attacked by
hackers [10] and an Iranian nuclear power station was attacked
by the StuxNet virus at Natanz [11]. A time-delay attack
(TDA) is a cyber-attack to destabilize the power system by
injecting time delays on the sensing loop or control line of the
LFC system [12]. Similar to the natural time delay mentioned
above, the system control performance will be significantly
degraded by time delays from TDAs.

B. Literature review and motivation

Several studies have been completed on the LFC scheme
with random time delays or TDAs. The impact of time
delays on the traditional and deregulated LFC scheme was
discussed and some delay-dependent stability conditions of
LFC scheme were derived in [13, 14]. In order to mitigate
the adverse impact of time delays, a series of robust PID-
type LFC schemes were presented, such as H∞ thoery [6]
and internal model control method [20]. Moreover, a practical
LFC is a sampled-data system, as stated in [21, 22]. Con-
sidering the sampling characteristic, a robust delay-dependent
PI-type LFC scheme was proposed in [23]. Furthermore, to
reduce communication burden in power system with a limited
communication bandwidth, a series of delay-dependent H∞
robust LFC schemes were proposed based on event-triggered
communication scheme [24–26]. As to TDAs, a state space
model of LFC scheme under TDAs was formulated and used
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to analyse how a TDA to sabotage and destabilize the LFC in
[12, 27]. To cope with TDAs, some resilient LFC schemes,
which can estimate the TDAs in real time and overcome
its effects were proposed in [28, 29]. Nevertheless, only
constant or time-varying TDAs were considered in [28, 29]
while the random TDAs (RTDAs) are not taken into account.
Additionally, countermeasure on RTDAs was proposed in [33]
by adopting authenticated timestamp on each data packet to
calculate the packet delay and drop the delayed packet. Yet,
this countermeasure may generate steady-state control errors
and deteriorates the system performance. To address above
problems, a perturbation estimation-based robust LFC scheme
for power system was introduced, where perturbation term
is defined to describe the measurement deviation caused by
RTDAs [31].

To sum up, many LFC schemes above are passive control
method to cope with the random time delays or TDAs, such
as the schemes in [6, 20, 23–26, 33]. However, these schemes
are usually robust against a preset time delay. Therefore, the
first motivation is to design an active control scheme for LFC
system to dynamically compensate to the random time delays
or TDAs. Although the active control schemes were proposed
for LFC in [28, 31], the schemes are only suitable to deal
with the random time delays or TDAs in the sensing loop.
If the control lines in LFC are also subjected to random time
delays or TDAs, these two schemes may lose their advantages.
Then, the second motivation is to design an effective scheme
to evaluate the combined time delays in sensing loop, control
line and other aspects of the LFC.

On the other hand, the control schemes for networked
systems with random time delays or RTDAs have been widely
studied. Many passive control schemes have been proposed
against random time delays or RTDAs. For example, a robust
mixed H2/H∞ control was introduced for networked control
systems with random time delays in both forward and back-
ward communication links [16], and an observer-based non-
linear H∞ controller was designed for a class of stochastic
non-linear systems subject to the random delays and multiple
packet dropouts in [15]. Additionally, many active control
scheme have been introduced. For instance, an observer-based
incremental predictive control scheme was proposed for the
networked multi-agent systems with random delays and packet
dropouts in [18], while an output feedback delay compensation
control scheme was presented for networked control systems to
compensate the random network delay in [19]. However, these
schemes cannot address the random time delays and TDAs in
control line. To cope with this problem, a networked predictive
control scheme was proposed to overcome the effects of
network delay and data dropout in [17] and such method has
been successfully applied into the wide-area damping control
of power system [32]. However, the control performance of
the effective scheme in [17, 32] may be degraded when it
is used in a practical LFC, due to a large updating period
(usually 2-4s) of the power commands in LFC. Therefore, the
third research motivation is to design an effective network
prediction-based LFC scheme considering the larger updating
period characteristics.

C. Contributions

Motivated by the above discussions, a time delay compen-
sation (TDC) scheme based on the network prediction control
is proposed for LFC of the power system resilient to synthetic
time delays (STDs), including natural random time delays and
random TDAs. The main contributions as follows.

1) The LFC schemes in [6, 20, 23–26, 33] are all passive and
effective for preset time delay. It is difficult to deal with
random STDs for these schemes. To address this problem,
an active and resilient control scheme based on TDC is
proposed for LFC with STDs. The proposed scheme can
compensate the random STDs and provide better control
performance than the existing LFC schemes.

2) The LFC schemes in [28, 31] are only suitable to deal
with the random STDs in the sensing loop, and may
be not effective for random STDs in control line or the
computational time delay and the waiting time delay. As
an improvement, the proposed TDC-based LFC scheme
evaluates the STDs based on timestamp technique in
the actuator side of the LFC, and can compensate the
STDs both in the sensing loop and control line, the
computational time delay and the waiting time delay.

3) The networked predictive control scheme in [17, 32] may
be not effective in LFC system, since there are a large
updating period of 2-4 seconds of the power commands
in a practical LFC. To cope with this issue, the updating
period of the actuator is set to a large one of 2 − 4s
in this paper, which is taken into account in modelling
and control scheme design of the proposed scheme.
Therefore, the proposed scheme caters to the updating
characteristic of the power commands in LFC system and
ensures the control performance of the proposed scheme
under a large updating period.

4) A dual-loop open communication network is suggested to
be employed into the proposed TDC-based LFC system.
When the time delays are detected to exceed the preset
maximum of time delay in the main channel, the main
communication channel will be switched to the standby
communication channel to mitigate the impact of the se-
vere STDs on the system, so as to improve the reliability
and resilience.

The remainder of this paper is organized as follows. Section
II presents the sampled-data-based LFC and STD models.
Section III introduces the proposed TDC-based LFC scheme.
In Section IV, MATLAB simulation tests and experiment tests
based on hardware-in-loop are undertaken. Conclusions are
presented in Section V.

II. SAMPLED-DATA-BASED LFC AND STD MODELS

This section introduces a multi-area LFC model of power
system and a synthetic time delay (STD) model for the
following design of TDC-based LFC scheme.

A. Multi-area LFC model

A multi-area power system comprises N control areas that
are interconnected by tie-lines. The linearized LFC model
without the sampling and STDs for area i is presented in Fig.
1 , which includes the governor, the turbine, the rotating mass
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and load and the tie-line power. The remote terminal units
(RTUs) in a SCADA system are used for acquisition of the
measurements (∆fi and ∆Ptie−i). Assume that the generator
in every control area is equipped with non-reheat turbine. The
equations that govern the dynamics of the ith area are given

∆ḟi(t)=
1
Mi

(∆Pmi(t)−∆Pdi(t)−∆Ptie−i(t)−Di∆fi(t))

∆Ṗmi(t) = 1
Tchi

(∆Pvi(t)−∆Pmi(t))

∆Ṗvi(t) = 1
Tgi

(
∆Pci − 1

Ri
∆fi(t)−∆Pvi(t)

)
∆Ṗtie−i(t) = 2π

∑n
j=1,j 6=i Tij (∆fi(t)−∆fj(t))

(1)
where ∆Pci, ∆Pvi, ∆Pmi, ∆Pdi, ∆fi and ∆Ptie−i denote
the control input, the valve position deviation, the generator
mechanical output deviation, the load change, the frequency
deviation and the tie-line power exchange deviation of the
ith area of the power system, respectively; βi, Ri, Mi, Di,
Tchi, and Tgi are the frequency bias factor, the speed drop,
moments of inertia of the generator, damping coefficient of the
generator, time constant of the turbine, and time constant of
the governor of the ith area in the power system, respectively;
Tij is the tie-line synchronizing coefficient between area i and
area j, and vi =

∑N
j=1,j 6=i Tij∆fj . ACEi represents the area

control error (ACE) of the ith area and is the linear combi-
nation of ∆fi and ∆Ptie−i, i.e., ACEi = βi∆fi + ∆Ptie−i.

Fig. 1. LFC Structure of area i without sampling and STDs.

To simplify the LFC design, the decentralized control strat-
egy is applied. The exchange of tie-line power in each area is
regarded as a disturbance. At this point, the same procedure is
used to design the LFC scheme for each control area. The LFC
scheme design for a multi-area power system can be treated as
a repetitive LFC scheme design of a single area power system.
Then, define xi = [∆fi,∆Ptie−i,∆Pmi,∆Pvi,

∫
ACEi]

T ,
yi = [ACEi,

∫
ACEi]

T , and ωi = [∆Pdi; vi]. The following
LFC model of the ith control area can be obtained:{

ẋi(t) = Āixi(t) + B̄iui(t) + F̄iωi(t)
yi(t) = C̄ixi(t)

(2)

where

Āi=


−Di

Mi
− 1

Mi

1
Mi

0 0

2π
∑N

j=1,j 6=i Tij 0 0 0 0

0 0 − 1
Tchi

1
Tchi

0

− 1
RiTgi

0 0 − 1
Tgi

0

βi 1 0 0 0

, B̄i=


0
0
0
1

Tgi

0


T

,

C̄i =

[
βi 1 0 0 0
0 0 0 0 1

]
, F̄i =

[
− 1

Mi
0 0 0 0

0 −2π 0 0 0

]T
.

The balance point’s inner stability of system (2) is equiva-

lent to the origin’s stability with ωi(t) = 0. Thus, the state-
space model studied in this paper can be rewritten:{

ẋi(t) = Āixi(t) + B̄iui(t)
yi(t) = C̄ixi(t)

(3)

B. LFC and STD model in sampled-data control mode

In practical, the LFC system is a sampled-data system. The
updating period of the control signal is usually 2–4 s. The
measurements from the RTUs are not used directly, but are
sampled and sent out to the control center at a time interval
of Tk. Then, the control signal generated by the control center
is updated at a time interval of Ta at the actuator side. Assume
that the sensors and the actuators are synchronized and work
in a time-triggered mode, while controller works in an event-
triggered mode. On the other hand, the signal transmission in
the LFC scheme is affected not only by these intervals of Tk
and Ta but also by time delays. The detailed process of the
signal transmission is shown in Fig. 2.

Fig. 2. The process of the signal transmission in LFC with sampling and
time delays.

The time delays come from natural random time delays
and RTDA. The natural time delays comprise the network-
induced delays in sensing loop or control line, the computation
delays in control center. As to the RTDA, when time delays
are introduced in a control system by a hacker, she or he
is performing RTDA. The RTDA can be injected into the
measurement signals in the sensing loop and the control
signals in the control line. The combined influence of natural
time delays and random TDA will be studied in this paper,
and their combination is called as synthetic time delay (STD).
The time delays generated by natural random time delays and
RTDAs in the sensing loop and the control line are defined as
τsci (t) and τ cai (t), respectively; the computation time delays
are defined as τ comi (t); and their combination, STD, is named
as τ ri (t). These time delays satisfy

0 < τsci (t) + τ cai (t) + τ comi (t) = τ ri (t) ≤ τmax (4)

where the τmax is the upper bound. With the aid of the
sampled-data control, the STD in LFC scheme can be de-
scribed as a multiple of the sampling period. Assume that
the time interval of the actuator is h. Then, STD (4) can be
rewritten as follows at the sampling time k.

0<τ sci (k)+τ cai (k)+τ comi (k)=τ ri (k) ≤ mh,m = 1, 2, . . . ,M.
(5)

where M is the upper bound, and mh ≤ τmax ≤ Mh. Note
that when a new control signal is sent to the actuator, there is
a waiting time delay 0 ≤ τwi (k) < h before updating the new
control signal, as shown in Fig. 2. Therefore, the redefined
STD τi(k) for the LFC system can be calculated as follows

0 < τi(k) = τ ri (k) + τwi (k) ≤ mh,m = 1, 2, . . . ,M. (6)
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The value of the waiting time delay varies according to the
value of τ ri (k). To clear illustrate the sampling intervals and
time delays suffered by the LFC system, the timeline of the
signal transmission in LFC system with sampling and STDs is
presented in Fig. 3. For example, the measurement y(0) from
the sensor will be subjected to τsci (0) in the sensing loop,
then a computational delay of τ comi (0) in the control center
to obtain the control signal u(0). The control signals will be
subjected to a combined time delay of τ cai (0) in the control
line. Finally, the control signal u(0) is updated at sampling
moment of 2h after a waiting time delay of τwi (0) in the
actuator. Therefore, the STD in the whole process is 2h.

Fig. 3. The timeline of the signal transmission in LFC system with sampling
and STDs.

In order to complete the design of the following TDC based
LFC scheme, system (3) is discretized and rewritten as follows
based on the time interval h of the actuator{

xi(k + 1) = Aixi(k) +Biui(k)
yi(k) = Cixi(k)

(7)

where Ai = eĀih, Bi =
∫ h

0
eĀihdtB̄i, and Ci = C̄i; k =

0, 1, 2, 3, · · · are the sampling instants of the sensor and the
actuator.

Remark 1: LFC model and the subsequent scheme design
of the proposed TDC scheme are established based on the
updating period of the actuator. When the updating period is
set to 2 − 4s, it meets the updating characteristic of power
command in LFC and ensures the proposed control scheme
operate stably in a large updating period.

Fig. 4. The schematic of TDC based LFC scheme of area i.

III. DESIGN OF THE TDC-BASED LFC SCHEME

In this section, the design scheme of the TDC-based LFC
is proposed. Firstly, the three main aspects of the TDC-based
LFC scheme is introduced. Then the stability of the whole
control scheme is analyzed. At last, a summarised design
procedure for the TDC-based LFC scheme is described.

A. The TDC-based LFC scheme

The TDC-based LFC scheme comprises three parts, the
state estimate based on the state observer, the control signal
prediction based on system model, and the delay evaluation
and compensation based on timestamp. The schematic of the
proposed scheme is shown in Fig. 4.

1) State estimate: In the most LFC schemes, frequency ∆fi
and tie-line power ∆Ptie−i of the ACE are measured and used
to design output feedback controller. However, to predict the
future control outputs, the full state information of the system
is needed in this paper. Therefore, the following Luenberger
observer is employed to estimate the system state to avoid to
measure the whole states of the LFC system.

x̄i(k + 1) = (Ai − LiCi)x̄i(k) +Biui(k) + Liyi(k) (8)
where Li is the gain matrix of the state observer. Under
sampling instant k, based on the received measurements yi(k)
of the area i and the current control output ui(k), the observer
is designed in control center to estimate the system state x̄i(k).

Based on the obtained system state, the following state
feedback controller is designed to realize the stability of the
system without the influence of STDs.

ui(k) = Kix̄k (9)
where Ki is the state feedback controller gains.

The gains of Li and Ki are designed in normal operation
with no STDs. For convenience, the discrete LQR method is
used to obtain the gains via the MATLAB toolbox in this
paper.

2) Control signal prediction: In the network prediction
control system, the system state estimated x̄i(k) is regarded
as the state x̃i(k) of the following prediction model, i.e.,
x̃i(k) = x̄i(k).

x̃i(k + 1) = Aix̃i(k) +Biui(k) (10)
Based on the prediction model, the system state of the future
M sampling instants, x̃i(k+1), . . ., x̃i(k+M), can be derived
by the following equation

x̃i(k + p) = Ap
i x̃i(k) +

p−1∑
j=0

Aj
iBiui(k), p = 1, · · · ,M. (11)

Then, under the action of the state feedback control gains Ki,
the control signals at future M sampling instants are obtained
by ui(k+p) = Kix̃i(k+p) with p = 1, . . . ,M . The predicted
control signals ui(k + 1), . . ., ui(k + M) and the current
authenticated timestamp kh are packaged together and sent to
the buffer of the actuator in the LFC scheme.

In order to prove the stability of the proposed scheme, the
following reference model is introduced

x̂i(k + 1) = Aix̂i(k) +Biui(k) (12)
As shown in Fig. 4, the predicted state x̃(k) is transformed
into the reference model, i.e., x̂(k) = x̃(k), then the control
output is updated by ui(k) = Kix̃(k). At this moment, the
LFC system is controlled as a closed loop. If a new system
state cannot be received by the prediction model, the state of
the reference model is used to update the control output. That
is ui(k) = Kix̂(k). At this point, the LFC system is a open-
loop system. Overall, the feedback control law of the whole
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TDC-based LFC system is written as follows.

ui(k) =

{
Kix̂(k) open loop
Kix̃(k) closed loop

(13)

Note that the prediction control signal is calculated based
on only the system model. No any objective function is used
to optimize the control signals. Specifically, the current state
of the system is first estimated by using the state observer,
and then the state of the system is predicted at the future
time by using equation (11) based on the system model. Then,
the control signal of the future time is obtained by the state
feedback control law (13).

3) Time delay evaluation and compensation based on times-
tamp: At first, a dual-loop communication network is sug-
gested to be installed in the proposed scheme. Assume that
the main channel and the standby channel are set exactly the
same, data are simultaneously transmitted over both channels,
and the two channels can switch seamlessly. The time delays
in the two channels are monitored and evaluated at the same
time.

Then, based on the dual-loop communication network, the
time delay evaluation and compensation process is shown in
Fig. 4. kh is the timestamp of the signal from the sensor
and α1 and α2 represent the timestamps when the control
signal of the time kh is received at the actuator in the main
channel and the standby channel, respectively. The time delays
suffered from the main channel and the standby channel can
be calculated by (α1 − k)h and (α2 − k)h, respectively. The
control signal ui(k + (α1 − k)) or ui(k + (α2 − k)) in the
packets will be selected to compensate the time delay when
the main channel or the standby channel is used.

To improve the reliability and the resilience of the proposed
scheme against severe STDs, the channel switching method is
used in the dual-loop communication network. Specifically,
when α1 − k ≤ M , the main channel is selected to transmit
signals; when α1 − k > M and α2 − k ≤ M , the standby
channel is selected; when α1 − k > M and α2 − k > M ,
the LFC will be interrupted and an alarm will be triggered.
Manual repair will be executed until the alarm is cleared, and
then LFC will restart. Mh stands for the preset upper bound
of the time delay.

Remark 2: Compared with the passive LFC schemes in
[6, 20, 23–26, 33], the proposed TDC based LFC scheme is
active and can evaluate the STDs and select the control signal
obtained by the networked predictive control to compensate
the time delay in real-time. Additionally, the evaluation and
compensation system for STDs equipped in the actuator side
almost takes into account the influence of all random time
delays or TDAs in the signal transmission process, which
solves the problem that the method proposed in [28, 31] is
only suitable for time delays in sensing loop.

Remark 3: The network-induced delay, the computation
delay, time delays from TDAs and the waiting delay are not
identified and considered in the modelling. Instead, all kinds
of time delays are treated as a STD and it is identified based on
the timestamp technique at the actuator side. Then, the control
signals affected by STD are compensated. It is a convenient
way to realize the unified mitigation to the effects of random

time delays and TDAs.
Remark4: The usage of the dual-loop communication net-

work will increase the communication cost. However, using
only a single channel will increase the risk of LFC system
instability due to communication failure or serious cyber-
attacks. The instability will cause blackouts of the power
system in severe cases. Therefore, it is acceptable to spend
certain communication cost of installing one more communi-
cation channel so that the dual-loop communication network
can improve the reliability and resilience of the LFC system,
and enhance the safe and stable operation ability of the LFC
system.

B. Stability analysis of the TDC-based LFC system

Based on the section III-A-1), the controller and observer
gains of the proposed TDC-based LFC are developed by
discrete LQR method. The stability of the proposed TDC-
based LFC scheme is guaranteed under these controller and
observer gains via the LQR method when the LFC system
in the absence of STDs. However, when the proposed TDC-
based LFC is subjected to STDs, the LQR has not been used
to evaluate the stability. Then, in this section, the stability
analysis condition of the proposed TDC-based LFC scheme
in the presence of STDs is proposed based on the above
controller and observer gains. There are two key steps to obtain
the stability analysis condition, as follows.

1) The first step is to obtain the state response of system
(7): According to the states of systems (8) , (10) and (12),
their error are defined as: e3(k) = x̂i(k)− x̃i(k)

e2(k) = x̃i(k)− x̄i(k)
e1(k) = x̄i(k)− xi(k)

(14)

Based on closed-loop control law ui(k) = Kix̃(k), LFC
system (7) can be represented by the above error states e1(k)
and e2(k) as follows:

xi(k + 1)=(Ai+BiKi)xi(k)+BiKie1(k)+BiKie2(k)

Meanwhile, e1(k+1) = x̄i(k+1)−xi(k+1) can be obtained
by e1(k) = x̄i(k)− xi(k), and can be rewritten as:

e1(k+1) = LiCi(Ai +BiKi − I)xi(k)

+ (Ai − LiCi − LiCiBiKi)e1(k)− LiCiBiKie2(k)

Similarly, e2(k + 1) can be derived by

e2(k + 1) = LiCi(I −Ai −BiKi)xi(k)

+ (LiCi − LiCiBiKi)e1(k) + (Ai − LiCiBiKi)e2(k)

e3(k + 1) can be obtained by

e3(k + 1)=Aie3(k)

That is

xi(k + 1)=(Ai+BiKi)xi(k)+BiKie1(k)+BiKie2(k)
e1(k + 1)=LiCi(Ai +BiKi − I)xi(k)

+ (Ai − LiCi − LiCiBiKi)e1(k)− LiCiBiKie2(k)
e2(k + 1)=LiCi(I −Ai −BiKi)xi(k)

+ (LiCi − LiCiBiKi)e1(k) + (Ai − LiCiBiKi)e2(k)
e3(k + 1)=Aie3(k)

(15)
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Defining a new state ξi(k) = [xi(k), e1(k), e2(k), e3(k)]T ,
then equation (15) can be transformed as

ξi(k + 1) = Θξi(k) (16)

where

Θ =


Ai +BiKi BiKi BiKi 0

Θ1 Θ2 Θ3 0
Θ4 Θ5 Θ6 0
0 0 0 Ai

 .
with Θ1 = LiCi(Ai+BiKi−I), Θ2 = Ai−LiCi−LiCiBiKi,
Θ3 = −LiCiBiKi, Θ4 = LiCi(I−Ai−BiKi), Θ5 = LiCi−
LiCiBiKi and Θ6 = Ai − LiCiBiKi.

Defining a new sampling instants as tk (k = 1, 2, 3, · · · )
when the actuator receives the control signals. The following
system state update law can be obtained based on the control
law (13) {

x̃i = x̄i, tk−1 = k − r(tk)
x̂i = x̃i, tk = k

(17)

where r(tn) = tn − tn−1 ∈ 1, 2, · · · ,M under the impact
of τi(k). Then, the following equations can be derived by
combining equations (16) and (17).{

e2(tk−1) = 0, tk−1 = k − r(tk)
e3(tk) = 0, tk = k

(18)

For the sake of simplicity, system (7) is assumed to start at
instant t0. Based on the above equation, the following equation
can be obtained

e2(t0) = 0 (19)
When the initial state ξi(t0) runs at instant t−1 , the following
equation can be obtained

e3(t−1 ) = 0 (20)
Then combining (19) and (20), the following equation is
derived

ξi(t
−
1 ) = η2Θr(t0)η1ξi(t0). (21)

Next, the following equations can be developed at instant t+1 ,
x̂i(t

+
1 )− x̃i(t+1 ) = x̃i(t

+
1 )− x̄i(t+1 ){

e2(t+1 ) = 0
e3(t+1 ) = e3(t+1 ) + e2(t+1 )

(22)

Based on (21) and (22), the following equation is obtained

ξi(t
+
1 ) = η1η3η2Θr(t0)η1ξi(t0) (23)

With the aid of the above derivation, the state response system
of system (7) can be derived by analogy
ξi(tn+1) = (η3η2Θr(tn)η1) · · · (η3η2Θr(t0)η1)ξi(t0) (24)

where

η1 =


I 0 0 0
0 I 0 0
0 0 0 0
0 0 0 I

 , η2 =


I 0 0 0
0 I 0 0
0 0 I 0
0 0 0 0

 ,

η3 =


I 0 0 0
0 I 0 0
0 0 0 0
0 0 I I

 .
2) The second step is to derive the stability condition:

System (24) can be rewritten as the following discrete system:

ξi(tn+1) = Ψr(tn)ξi(tn) (25)
where Ψr(tn) = η3η2Θr(tn)η1.

In LFC scheme, network-induced time delays are presented
in communication links of the open communication networks.
Note that such delays are random due to factors such as
communication protocol, network loading, and routing over
different types of communication lines. Additionally, for the
time delay attacks, the limitation of attack resources is in
conflict with the huge number of sensors, communication
facilities and hosts of the power system. A practical solution is
to launch random attacks. Consequently, the selected remote
signals will only be attacked with a certain probability. There-
fore, r(tn) ∈ 1, 2, · · · ,M is a set of random variables. Under
this case, r(tn) is assume to have Markov random properties.
1, · · · ,M are treated as the Markov random variables, and
their state transition probability is written as follows:

Pr{rk+1 = j|rk = i} = pij ,∀i, j ∈ Z+. (26)
The state transition matrix is assumed to be as follows:

PM×M (u, v), u, v ∈ [1, · · · ,M ].

Then, state response system (25) of system (7) can be
treated as a stochastic system due to the Markov random
properties of r(tn). Therefore, based on the mean square stable
theory of a stochastic system, the following theorem can be
derived to analyze the stability of the proposed scheme.

Theorem 1: Considering system (25) with zero disturbance.
The system is random mean square stable if there are M pos-
itive definite symmetric matrices Gu > 0 with u = 1, · · · ,M ,
such that, for u = 1, · · · ,M , satisfy the following inequalities
hold:

ΨT
uNuHN

T
u Ψu −Gu < 0 (27)

where Nu =[
√
Pu1I, · · · ,

√
PuMI], H=diag{G1, · · · , GM}.

Proof: The following segmented and random Lyapunov
functional is selected:

Vn(ξi(tn), rk) = ξTi (tn)G(rk)ξi(tn)

where G(rk) = Gu > 0 when rk = u. By defining Ḡu =∑M
v=1 PuvGv , then Ḡu = NuHN

T
u is obtained. Based on

the mean square stable theory, the following equation can be
derived

E{Vn+1((ξi(tn+1, rk+1))|ξi(tn), rk =u)−Vn(ξi(tn), rk =u)}
= ξT (u)(ΨT

u ḠuΨu −Gu)ξ(u) (28)

= ξT (u)(ΨT
uNuHN

T
u Ψu −Gu)ξ(u)

If equation (28)< 0, then system (25) is random mean square
stable. This completes the proof.

Remark 5: By means of the Lyapunov direct method, the
stability condition of Theorem 1 is derived via constructing a
Lyapunov functional. However, the functional constructed is
relatively simple, and the information of the STD is not taken
into account. Therefore, the stability condition in Theorem 1
is still conservative.

C. Procedure of the TDC based LFC design
In this subsection, a summarised procedure is introduced to

present the design of a resilient TDC-based LFC scheme a-
gainst STDs. The details are shown in the following algorithm.

Algorithm 1: Design TDC-based LFC scheme.

Step 1 Preset initial system parameters: Āi, B̄i, F̄i and C̄i.
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Step 2 Set sampling period h and obtain system (7).
Step 3 Set proper matrices Q and R, and apply LQR toolbox to

obtain the gain matrices Li and Ki; select an appropriate M .
Equip the designed controllers to each control area. Install a
dual-loop communication network into power system.

Step 4 The implementation of the TDC-based LFC scheme.
1) Based on the state observer (8), estimate the system state.
2) Predict the future M system state based on prediction

model (10), and calculate the future M control signals
based on equations (13) and (17). Then package the M
control signals and the current timestamp t1 = kh.

3) The actuator receives the package through the main
channel at sampling instant t21 = α1h and the standby
channel at sampling instant t22 = α2h, and stores the
package into a buffer. Then the control signal is selected
from the buffer.

4) Compare M with α1−k and α2−k, respectively. When
M ≥ α1 − k, the main channel is selected. If M <
α1 − k and M ≥ α2 − k, the communication channel is
switched from the main channel to the standby channel.
The control signal ui(k+ (α1−k)) or ui(k+ (α2−k))
in the packets will be selected to compensate the time
delay when the main channel or the standby channel is
used. In addition, if M < α1−k and M < α2−k, then
an alarm is triggered and the LFC will be interrupted.
Execute manual repair until clear the alarm, and then
restart LFC.

Remark 6: An appropriate upper bound of time delay M
will be determined by combining the following three aspects.
First, it is necessary to consider whether the stability condition
of the system, Theorem 1, is satisfied. Second, performance
evaluation based on simulation test is required, since larger
maximum delay will reduce the accuracy of the proposed pre-
dictive control method and degrade the control performance.
Thirdly, when the time delay exceeds the upper bound of the
time delay, the LFC services will be interrupted and an alarm
will be triggered. Manual repair will be executed until the
alarm is cleared, and then LFC will restart. An excessively
small upper bound will cause frequent interruptions of LFC
service, resulting in manual maintenance and waste of costs.

IV. CASE STUDIES BASED ON SIMULATION AND
EXPERIMENT TEST

In this section, the proposed TDC-based LFC scheme for
a three-area power system is undertaken in the MATLAB
simulation tests and RTLAB experiment tests. The parameters
of the three-area LFC system can be found in [25]. To meet
the requirements in the practical LFC, the generation rate
constraint for every generator and the sampling period of the
actuator are set as ±0.1 pu/min and h = 4s, respectively.
Moreover, a dual-loop SDH optic fiber open communication
networks are applied in the tested systems [34]. The rest of
this section will be developed from the following four aspects,
control scheme design, MATLAB simulation tests, experimen-
tal tests based on hardware-in-loop and robust performance
evaluation. The effectiveness and superiority of the proposed
TDC-based LFC scheme are demonstrated by comparing with
the following three LFC schemes: the state feedback control
(SFC) based on state observer without TDC in this paper;
the robust exponential decay rate based PI-type (EDRPI) LFC
considering sampling and constant time delay proposed in
[23]; the robust H∞ event-triggered PI-type (HETPI) LFC
schemes (HETPI-1 in [26] and HETPI-2 in [25]).

A. Control scheme design

To complete the control scheme design, the main task is
to obtain the controller parameter and select an appropriate
upper bound M of time delay. At first, following the steps
of Algorithm 1, the state-feedback controller gains Ki and
observer gains Li can be calculated by using discrete LQR
method, and obtained as follows:

Area gains

1 K1=−[0.6461 − 0.0006 0.0191 0.0234 0.0645]

L1=−
[

0.0021 0.0283 −0.0423 −0.0576 0.3565
−0.0005 0.0066 0.0058 0.0076 0.3151

]T
2 K2=−[0.7745 0.0033 0.0109 0.0257 0.0645]

L2=−
[

0.0001 0.0294 0.0088 0.0031 0.4003
−0.0004 0.0091 −0.0089 0.0088 0.3699

]T
3 K3=−[0.7763 0.0037 0.0129 0.0225 0.0645]

L3=−
[

−0.0002 0.0300 0.0063 0.0023 0.4014
−0.0004 −0.0091 −0.0089 0.0088 0.3687

]T

Secondly, it can be found that when M is chosen as 2h−6h,
the TDC-based LFC system is stable based on Theorem 1.
The integral time absolute error (ITAE) and integral absolute
error (IAE) of the frequency deviation of the three-area LFC
scheme based on simulation tests are calculated under different
upper bound, and their results are shown in Fig. 5 under five
random STDs. It can be seen that when M is 2h, 3h and
4h, the control performance is basically the same, while the
control performance degrades significantly when M changes
to 5h and 6h. Considering the costs of manual maintenance
and LFC service, 4h is an optimal value as the upper bound
M of the time delay. Then, the random STDs may exist in the
four state of 1h, 2h, 3h and 4h. STDs are assumed to satisfy
the following Markov state transition matrix:

Pr =

 0.2 0.2 0.2 0.4
0.2 0.4 0.1 0.3
0 0.2 0.3 0.5
0 0.5 0.2 0.3



Fig. 5. Performance evaluations for different M under random STDs.

The Markovian time delays Γ1−Γ4 are randomly generated
via the MATLAB toolbox and shown in Figs. 6 (a)-(d),
respectively. In addition, a slight STD Γ5 and a serious STD
Γ6 are constructed through the MATLAB random sequence
toolbox and displayed in Figs. 6 (e) and (f), respectively. The
six STDs will be used in the following tests and exist in
the control line. Additionally, every area is assumed to be
subjected to a same STD in the three-area LFC system.
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Fig. 6. Random Markovian time delays Γ1 − Γ4.

B. MATLAB simulation tests

The three-area LFC system is established in the MAT-
LAB/Simulink platform. In the simulation tests, the system
is subject to step changes of load. Area 1, area 2 and area 3
are simultaneously subjected to load changes of 0.01pu, 0.06pu
and 0.05pu at t = 0s, respectively, and then changed to 0.02pu,
0.01pu and −0.02pu at t = 300s, respectively. The changes
of load are shown in Fig. 7 (a).

1) Control performance in comparison with the SFC, E-
DRPI and HETPI: Responses of the frequency deviation, the
tie-lie power deviation and the control input of area 1 of power
system under STD Γ1 are displayed in Figs. 7 (b), (c) and (d),
respectively. The responses of area 1 under STDs Γ2−Γ4 are
similar and omitted here. Additionally, the frequency deviation
of area 1 of power system under a slight STD Γ5 is depicted
in Fig. 8. To clear show their differences, the ITAE and IAE
of the frequency deviation of three-area LFC scheme under
Γ1 − Γ5 are calculated and shown in Fig. 9.

As can be seen from Figs. 7 (b)-(d) and 8, the TDC-based
LFC scheme proposed can restore the balance between load
and generation in a shorter time than SFC LFC scheme, EDR-
PI LFC scheme in [23] and HETPI LFC scheme in [25, 26].
Especially, the system is divergent under the HETPI LFC
scheme in [25]. Moving on to Fig. 9, the performance index,
ITAE and IAE of the TDC-based LFC scheme proposed are
lower than other control schemes. Firstly, the results illustrate
that the proposed TDC-based LFC scheme can operate stably
in the sampling period of 4 seconds and provide better control
performance than other robust LFC schemes. Secondly, by
comparing the proposed TDC-based LFC scheme with the
SFC scheme (with out TDC), it can be found from Figs.
7 (b)-(d) and Fig. 9 that the LFC with TDC significantly
improves the control performance under STDs Γ1−Γ4, which
demonstrates the effectiveness of the proposed TDC scheme.
Finally, through a simple repeat test of setting STDs Γ1 − Γ6

in the sensing loop, the test results are exactly the same as the

Fig. 7. Step changes of load and responses of area 1 under STD Γ1.

Fig. 8. STD Γ5 and frequency deviations of area 1 under STD Γ5.

Fig. 9. ITAE and IAE of frequency deviations under step disturbances.

above results of setting these STDs in the control line. This
shows that the proposed scheme can deal with the STDs in
the control line and illustrates the advantage of designing the
TDC-based LFC based on the actuator side in this paper.

2) The advantage of the channel switching: To show the
advantage of the channel switching, the responses of the
frequency deviations for the three-area LFC without/with
channel switching are respectively displayed in Figs. 10 (b)
and (c) under the case of severe STD Γ6. The time of the
switching channel is also marked in Fig. 10. Specifically, a
severe time delay 5h more than 4h is detected at the actuator
side via the timestamp technique. At this time, the first channel
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switching is carried out from the main channel to the standby
channel. After 300s, the second channel switching will be
performed from the standby channel to the main channel. The
third channel switching is undertaken at t = 560s from the
main channel to the standby channel when the signals sent
at t = 540s experiences a time delay of 5h. The responses
of area 2 and area 3 are similar and omitted here due to
space limitation. The ITAE and IAE of the frequency deviation
of three-area LFC scheme under Γ6 with/without channel
switching are recorded in Fig. 11. It can be seen from Figs.
10 (b) and (c) and Fig. 11 that the control performance
are significantly improved by using the channel switching
technique. The adverse impact of a severe STD on the LFC
system can be mitigated via channel switching in the dual-loop
communication network.

Fig. 10. STD Γ6 and frequency deviations of area 1 under STD Γ6.

Fig. 11. ITAE and IAE of frequency deviations under step disturbances for
STD Γ6.

C. Experiment tests based on hardware-in-loop

To further verify the effectiveness of the resilient LFC
scheme, an experimental test platform of LFC systems has
been built based on the real-time simulator OPAL-RT, as
shown in Fig. 12. The computer’s RTLAB software is used to
compile the LFC model and the proposed TDC control model,
and load them into the hardware OP4510 and OP5700, respec-
tively. The communication between OP4510 and OP5700 is

realized through the signal line. The oscilloscope is applied
to display the system responses. In the following tests, the
above studied three-area LFC system is compiled and loaded
into the hardware. The studied system is tested under step
changes of load within 180s. Assume that area 1, area 2 and
area 3 are simultaneously subjected to load changes of 0.03pu,
0.02pu and 0.05pu at t = 0s, respectively, and then changed
to −0.05pu, 0.04pu and −0.03pu at t = 80s, respectively. The
oscilloscope is applied to record the frequency responses of
the tested system.

Fig. 12. Experimental test platform of a one-area LFC system.

1) Control performance in comparison with the SFC, EDR-
PI and HETPI: To validate the effectiveness and superiority
of the TDC-based scheme in the experimental tests, the three-
area is assumed to be subjected to the STD Γ3. The frequency
deviations of area 1 of the three-area LFC with the TDC,
SFC, HETPI-1 and EDRPI schemes under Γ3 are shown in
the Figs. 13-16, respectively. The responses of area 2 and
area 3 are similar and omitted here due to space limitation.
Moreover, to further illustrate the superiority, the ITAE and
IAE of frequency under STDs Γ3 and Γ5 are calculated and
shown in Fig. 17.

Fig. 13. Frequency deviation of area 1 of the three-area LFC with TDC
scheme under Γ3.

Fig. 14. Frequency deviation of area 1 of the three-area LFC with SFC
scheme under Γ3.

It can be seen from Figs. 13-16 that the TDC-based LFC
scheme proposed in this paper can provide faster dynamical
performance than SFC scheme, EDRPI scheme in [23] and
HETPI-1 scheme in [26]. From the results in Fig. 17, the
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values of ITAE and IAE of the proposed TDC scheme are also
lower than SFC, EDRPI and HETPI-1 schemes under STDs Γ3

and Γ5. Therefore, it can be concluded that the proposed TDC-
based LFC scheme is effective under the sampling period of
4 seconds and performs better control performance than other
control schemes.

Fig. 15. Frequency deviation of area 1 of the three-area LFC with HETPI-1
scheme under Γ3.

Fig. 16. Frequency deviation of area 1 of the three-area LFC with EDRPI
scheme under Γ3.

Fig. 17. ITAE and IAE of the three-area LFC in the experimental tests based
on hardware-in-loop.

On the other hand, it can be observed from Figs. 13, 14 and
17 that the LFC with TDC significantly improves the control
performance of SFC LFC scheme without TDC under STD Γ3

, which demonstrates the effectiveness of the proposed TDC
scheme. Moreover, through a simple repeat test, the test results
of setting STD Γ3 in the sensing loop are totally the same as
the above results of setting STD Γ3 in the control line. This
shows that the proposed scheme can deal with the STDs in
the control line well and illustrates the superiority of designing
the TDC-based LFC based on the actuator side in this paper.

2) The advantage of the channel switching: To show the
advantage of the channel switching, the LFC system is tested
under random STD Γ7. As shown in Fig. 18, Γ7 exceeding
the preset upper bound M = 4h occurs at t = 56s, then
it will be detected by the actuator side after 24s, and the
channel switching will be implemented at t = 80s. Then, the
responses of the frequency deviation of area 1 of the three-
area under Γ7 with/without channel switching are shown in

Figs. 19 (a) and (b). The ITAE and IAE of frequency under
STD Γ7 with/without channel switching are all calculated and
shown in Fig. 17, where Γ7 − 1 represents the results under
STD Γ7 without channel switching and Γ7 − 2 represents the
results under STD Γ7 with channel switching.

Fig. 18. Random STD Γ7.

Fig. 19. Frequency deviation of area 1 of the three-area LFC with TDC
scheme under Γ7.

As can be seen from Fig. 19, the control performance
is significantly improved by using the channel switching
technique at 80s. By referring to the results in Fig. 17, the
results of ITAE and IAE under Γ7−2 with channel switching
are also lower than the results under STD Γ7 − 1 without
channel switching. Therefore, these results demonstrate the
advantage of the channel switching method proposed in this
paper.

D. Robustness performance evaluation

In this subsection, the proposed TDC-based LFC scheme
of the three-area power system is undertaken with parameter
variations (PVs) and random packet losses (RPLs) to show
the robustness. In the following tests, assume that the system
parameters M , D, Tch and Tg are subjected to PVs of
[−25%,+25%]. Additionally, the system is assumed to suffer
from three different types of random packet losses (RPLs), as
shown in Fig. 20.

In the MATLAB simulation tests, the proposed scheme
is tested under STD Γ1. The results of ITAE and IAE of
frequency deviations are recorded in Fig. 21. Additionally, in
the experimental tests based on hardware-in-loop, the proposed
scheme is tested under STD Γ3, and their ITAE and IAE of
frequency deviations are recorded in Fig. 22.

It can be seen from Fig. 21 that the performance index ITAE
and IAE of the proposed TDC-based LFC scheme increase
with the introduction of PVs and RPLs. That is, the control
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performance of the proposed scheme will degrade under the
effect of PVs and RPLs. However, the ITAE and IAE of
the proposed scheme are less than 90 and 0.5 under the
given PVs and RPLs, respectively. Moving on to the results
recorded in Fig. 9, the performance index ITAE and IAE of
SFC, EDRPI and HETPI schemes are all more than 100 and
0.6, respectively. Therefore, the control performance of the
proposed TDC-based scheme with PVs and RPLs is still better
than that of other control schemes without PVs and RPLs.
Moreover, it can be observed from Fig. 22 that the control
performance is slightly reduced when the system is subjected
to RPLs, while the control performance is basically same when
the system subjected to PVs. To sum up, these test results show
the good robustness of the proposed scheme against certain
PVs and RPLs by simulation and experiment tests.

Fig. 20. Random packet losses.

Fig. 21. ITAE and IAE of frequency deviation of the three-area LFC with
PVs and RPLs under step changes of load in the MATLAB simulation tests.

Remark 7: The LFC system may be subjected to false
data injection (FDI) attack, denial-of-service (DoS) attack and
replay attack in addition to the time delay attack. Since the
state estimation may be manipulated in FDI attack and the
DoS attack will result in the data packet losses, the scheme
proposed in this paper cannot be extended to compensate
for FID and DoS attacks. In the replay attack, some packets
received by the actuator are copied and re-dispatched by the
attacker. If the timestamp is added to the packet, the timestamp
is not modified when copying the packet. Under this case,
when the re-distributed packets are sent to the actuator, the

Fig. 22. ITAE and IAE of frequency deviation of the three-area LFC with
PVs and RPLs in the experimental tests.

time delay of the packet can be evaluated by comparing the
timestamp of the actuator and the timestamp of the packet,
then the method proposed can be extended to compensate it.

Remark 8:The signal transmission in LFC system may be
subjected to packet loss, packet disorder and clock jitter. The
packet disorder can be dealt with based on the proposed
control scheme. It is assumed that the LFC system uses a
single packet to transmit signals, rather than using a multi-
packet transmission. Under this case, regardless of whether
the received data packet is sent from the control center
first or later, the predicted control signal can be selected to
compensate the time delay based on the time when the packet
is received in the actuator side. The clock jitter is usually a
deviation with a shorter time. In this paper, the STDs may
exist in a form of h, 2h, 3h, · · · with h ∈ (2, 4)s. When the
timestamps of the packet are used to evaluate the time delay,
the clock jitter is relatively small with respect to the time delay.
Therefore, the influence of clock jitter on the control scheme
is ignored. Although the packet loss is not considered, the
proposed control scheme has still good robustness to packet
loss.

V. CONCLUSION

A resilient and active TDC-based LFC has been proposed
for multi-area power systems to alleviate the impact of STDs.
The mean square stability of the proposed scheme has been
analyzed when the system is subject to a random Markovian
STD. In addition, a dual-loop communication network is
installed in the proposed scheme to improve the reliability
and resilience. The simulation and experimental tests based
on the three-area LFC scheme are undertaken. In the test
results, the STDs suffered by the LFC are effectively evaluated
by the proposed TDC scheme in real-time and the control
performance is significantly improved by compensating STDs
based on the predictive control signals. The channel switching
method based on the dual-loop open communication network
is proved to alleviate the adverse effect of severe STDs on
system performance. Additionally, the better robustness of the
proposed scheme against parameter uncertainties and random
packet losses have been verified. The future research direction
is prospected to use robust state observer or optimal predictive
control scheme to improve the performance of the proposed
control scheme.
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