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Abstract—This paper investigates an artificial randomness-
based key generation scheme in near-field extremely large-
scale multiple-input multiple-output (XL-MIMO) communica-
tions, aiming to overcome the limitations of static wireless chan-
nels in generating secret keys. The proposed approach introduces
artificial randomness via the precoding vector, enabling legitimate
users to generate secret keys while preventing eavesdropping.
To maximize the secret key rate (SKR), the singular value
decomposition (SVD) method is utilized to identify the legitimate
subspace for generating secret keys and its orthogonal subspace
to thwart eavesdropping. Additionally, a Dinkelbach method-
based power allocation algorithm is designed to inject noise into
both the legitimate subspace and its orthogonal subspace. Our
simulation results validate the efficiency of the proposed key
generation scheme, demonstrating its superiority over existing
approaches.

Index Terms—Artificial randomness, extremely large-scale
MIMO, near-field communications, physical layer key generation.

I. INTRODUCTION

Significant research has been dedicated to developing ad-
vanced technologies, such as millimetre-wave (mmWave)/Tera
Hertz (THz) networks as well as XL-MIMO, to meet the
increasing requirements for widespread connectivity in the
sixth generation (6G) wireless communications [1]. Ensur-
ing secure communication services is a crucial objective for
6G networks. Alongside cryptographic techniques, physical
layer key generation (PLKG) leverages channel randomness,
channel reciprocity, and spatial decorrelation properties to
generate secure keys [2], without introducing complicated key
distribution and management procedures.

The advent of XL-MIMO systems [3] has led to a significant
increase in the number of antennas operating within the
mmWave and THz frequency bands, which fundamentally
alters the structure of the electromagnetic (EM) field. The EM
radiation field can be categorized into two regions: the far-
field and the radiating near-field regions [3]. The Rayleigh
distance acts as the boundary that separates these two distinct
regions [4]. Beyond the Rayleigh distance is the far-field
region, where the propagation channel model is based on
planar waves (PWs). Within the Rayleigh distance, on the
other hand, the spherical waves (SWs) channel model is
applied [4]. Consequently, this transition towards near-field
communications introduces unique characteristics to PLKG.

Current PLKG research concentrates on sub-6GHz systems
with a focus on far-field scenarios. PLKG experiences signif-
icant challenges in sub-6GHz scenarios characterized by poor
channel conditions, particularly when the channel variation is
slow, such as in static environments. Madiseh et al. utilized
the random beamforming within a MIMO system to simulate
artificial “fast fading” channels, thereby improving the SKR
in scenarios with slow channel variations [5]. However, a
limitation of random beamforming arises when the direct
channel is blocked or exhibits poor quality. In response,
Ding et al. introduced the retrodirective array (RDA) concept
as an alternative solution to induce artificial noise [6]. A RDA
is particularly effective in scenarios where the direct channel
is obstructed or has low quality. Aldaghri et al. proposed the
implementation of an untrusted relay for generating secret keys
in static conditions [7]. Lu ef al. utilized a reconfigurable
intelligent surface (RIS) as a passive technique to address the
low-entropy problem in PLKG [8]. Gao et al. conducted pro-
totype experiments to validate the feasibility of RIS-assisted
key generation in static settings [9].

To address the issue of static channels, it is typically
assumed that there exists a disparity in spatial angles between
Bob and the eavesdropper in far-field key generation systems.
Alice leverages spatial angles as a spatial degree of freedom
(DoF) to introduce artificial randomness. For example, Jiao et
al. utilized perturbed beamforming weights to introduce arti-
ficial randomness [10]. They harnessed the high directionality
provided by massive MIMO-based beamforming to safeguard
legitimate users from potential eavesdroppers in close prox-
imity in mmWave channels. However, it is challenging for
traditional secret beam schemes [10] to ensure a positive SKR
in situations where Eve occupies the same spatial angle as
Bob, for example, when Bob is obstructed by Eve, and Eve is
closer to Alice than Bob.

To address the aforementioned challenges, this paper studies
the near-field XL-MIMO key generation problem. Near-field
communications present an advantageous opportunity to utilize
distance as a novel spatial DoF to induce artificial randomness.
Our main contributions are summarized as follows:

o« We first investigate the key generation in near-field

XL-MIMO communications. To solve the low-entropy
problem, we exploit the DoF of distances in near-field



communications and design a random precoding vector
to induce artificial randomness in order to increase the
SKR. We derive the analytical expression of the SKR.

e We use an SVD method to find the legitimate subspace
for generating secret keys and the orthogonal subspace
for interrupting Eve. In order to maximize the SKR, a
Dinkelbach-based power allocation method is proposed
to achieve optimal allocation of the noise power for
legitimate and orthogonal subspaces.

e« We conduct simulations to evaluate the SKR of the
proposed schemes in terms of the transmit power, the
distance between Eve and BS, and the spatial angle of
Eve. Our results showcase that the proposed scheme
outperforms the existing state of the art.

Notations: Italic letters, boldface lower-case letters, bold-
face upper-case letters and calligraphic letters denote scalars,
vectors, matrices and sets, respectively; (-), (-)~! and (-)*
denote the conjugate transpose, inverse and conjugate, respec-
tively; C™*™ is the complex space of a m x n matrix; Iy
denotes the N x N identity matrix; CA'(u, o) denotes the cir-
cularly symmetric complex Gaussian distribution with mean p
and variance 0; E{-} denotes the statistical expectation, while
I(.) denotes mutual information. The zero vector, denoted by
0, is a vector whose components are all zero.
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Fig. 2. Overview of key generation protocol.

II. SYSTEM MODEL
A. Overview

Figure 1 presents the setup for the mmWave near-field XL-
MIMO key generation system, comprising a base station (BS),
a user equipment (UE), and an Eve. The BS is equipped

with a N-antenna uniform linear array (ULA) while the UE
and Eve are equipped with a single antenna. The BS designs
an algorithm for controlling the precoding vector to induce
artificial randomness to generate secret keys, which will be
further discussed in Section IV. Eve tries to eavesdrop on
transmissions so as to recover secret keys.

As shown in Fig. 2, the key generation protocol comprises
four stages, namely channel probing, quantization, informa-
tion reconciliation, and privacy amplification. During channel
probing, the UE and BS transmit pilots to each other in turn
and measure the channels between them. Additionally, these
channel measurements are converted into binary sequences
using a quantization algorithm. Due to the presence of noise,
discrepancies may arise between the quantized sequences,
which can be rectified during the subsequent information
reconciliation stage. Finally, privacy amplification algorithms
are employed to eliminate any potential information leakage
from the preceding stages. The BS and UE agree on a unique
secret key, K. This paper focuses on the design of channel
probing, which will be explained in Section III.

B. Device Configuration

We consider a two-dimensional coordinate system consist-
ing of BS (Alice), UE (Bob) and Eve, as shown in Fig. 1. The
BS is deployed along the z-axis. The coordinate of the central
antenna of BS is situated at (0, 0). The coordinates of the n-th
antenna are (d,d,0) with §,, = 22=N+ ' = 0,... N — 1,
where d is the antenna spacing. Notably, a, b, and e are denoted
as Alice, Bob, and Eve. The coordinates of u, u € {b, e}, are
(rybu, rur/1 — 02), where 6, = sinyp, € [—1,1], ry is the
distance between the user v and the centre of BS and %, is
the azimuth angle of arrival. The angle v, is 0 degrees with
the y-axis, ranging counterclockwise from 0 to 90 degrees and
clockwise from 0 to —90 degrees. The BS designs a precoding
vector, w € CV*1, for inducing artificial randomness.

C. Near-Field Channel Model
The Rayleigh distance is mathematically defined as

2D?
R= B (D

where D represents the array aperture, and A corresponds to
the wavelength [4]. For a ULA, the array aperture is given by
D = Nd. Thus, the Rayleigh distance of a ULA is R = %NQ)\
with d = \/2. For instance, when the carrier frequency is
28 GHz and there are 100 antennas, any user located within
a distance of 53.57 meters from the antenna is considered to
be in its near-field region.

When the distance between the BS and the UE is less than
the Rayleigh distance, the UE is positioned within the near-
field region of the array. Consequently, the channel character-
istics are best modeled as a near-field channel using the SW
assumption.

The UE-BS line-of-sight (LoS) channel in near-field com-
munications is modeled as

f= \/Nc(wbﬂ“b), (2)



where the array response vector is given by
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where [, is the path-loss effect from the receiver u to the
n-th antenna and r,,, = \/rﬁ + d?62 — 2r,0,do,,.

Similarly, we model the Eve-BS LoS channel in near-field
communications as h = v/ Nc(te, Te).

III. CHANNEL PROBING

The channel probing process consists of two steps. Firstly,
using the designed precoding vector w, the BS transmits
downlink packets, while the UE probes the channel to generate
secret keys. Secondly, the UE transmits uplink packets, and the
BS measures the channel. The BS then multiplies the measured
channel with the precoding vector w to enable further key
generation. Since the LoS is static, the BS employs a precoding
vector, w, to create artificial randomness to mimic fast fading
for generating secret keys, as described in Section IV.

A. Channel Probing for Secret LoS Channels

1) Downlink Channel Probing: The BS transmits the down-
link packet, and the UE receives it, which is given by

yo = £ wsg +m, €

where s is the downlink pilot symbol with length 1, sgqs}; = 1,
np ~ CN(0,07) and o7 is the noise power variance at the UE.
The UE applies the least square (LS) estimation to measure

the near-field channel, f € CV*1, as follows:
2 = Fw 4 nysi(sqss) ™t = fHw + 7y, (5)

where 1, ~ CN(0,57) is the estimation noise at the UE and
o7 is the estimation noise variance that is equal to o7.
Eve receives the downlink packet, which is given by

Yae = hHWSd + Nge, (6)

where 14, ~ CN(0,02) is the noise and o2 is the noise power
variance at Eve. By the LS estimator, Eve measures the near-
field channel, h, which is given by

Zae = WIW + ngesj(sas5) " = hIW + e, (D)

where 7, ~ CN(0,52) represents the estimation noise at Eve
when it measures s from the downlink packet, whilst 82 is the
estimation noise variance that is equal to o2.

2) Uplink Channel Probing: The UE transmits the uplink
packet and the BS receives it, which is given by

Ya = fs, +n,, )

where s,, is the uplink packet with the length 1, s,s), = P,
equals the transmit power at UE, and n, ~ CN(0,02Iy) is
the noise vector at the BS. The BS gets the measurements as

z, =f+ na32(5u32)71 =f +1,, €))

where 1, ~ CN(0,02/P,1y) is the LS estimation noise.

Furthermore, the BS applies the random precoding vector
to obtain the same equivalent channel, wif, as observed by
the UE, which is given by

z, =whz, = wif +win,. (10)
The BS gets the conjugate transpose of the measurements as

(1)

where 7, = nXfw ~ CN(0,52) is the estimation noise after
recoding, and 52 = £202 is the estimation noise variance.
a P, “a
b

Eve gets the measurement from the uplink packet as

20 = FHW + g,

Zpe = hpe + ﬁbea (12)

where Mg ~ CN (O,Ege) is the estimation noise, hy, is the
channel from the UE to Eve, and 67, is the estimation noise
variance at Eve when it measures s, from the uplink packet.
B. Secret Key Rate

Passive eavesdropping is a threat to key generation, in which
listeners intercept the signals in an effort to guess the secret
keys. According to [11], under the passive eavesdropping
attack, the SKR is given by I(z4; 2b|Zae, 2be)-

We assume that Eve is able to 1) receive the uplink pilot
and downlink pilot from the UE and BS, respectively; 2) be in
close proximity to the UE for experiencing correlated channels
as the UE. Therefore, the SKR is simplified as

KZ z, KZ z
I(Za;zb|zae) = 10g2 (la‘“"'”b“‘i> .

0551 Ko 220 |
The channel variances of the measurements are derived as
oiha =E{(f W +7,) (7w +7,) "} = £FWF + 52,
opp =E{(f"w +7,)(f'w +7,)"} = fTWF + 57,
o3y =E{(h"w+7,)(hw +7.)7} = W Wh + 52,
ohp =0pp =7 Wh. (14)
We define 0% = fZWf and 0% = hf Wh. Note that W =

E{ww} is the pilot covariance matrix.
The covariance matrix of Eve’s and BS’s measurements is

2 2
— Ra |1x x10 _ | %44 OAE
szzae - E{ |:Zae:| [Za Zae]} - |:(0’124E)* 02EE:| . (15)

The covariance matrix of Eve’s and UE’s measurements is
2 2
Zb * % OBB OBE
K =E 2z = . (16
ZbyZae { |:Zae:| [ b ae} } |:(0-2BE)* O-%E:| ( )
The covariance matrix of the full measurements is given by

(13)

2 2 2
UAQA UQB UglE
K., 220 = 0p BB OBE a7
2 2 2
(0ar)* (oBE)" obp

We calculate the determinants of the above three matrices
in (13) as follows:

K.,...| = (6% +02)(ch +02) — ozl (18)
K., | = (03 +53) (0% +52) — |04l (19)

K..2z0.] = (0% +02) (0% +03)(0F +02) — |oapl®
x (02 40;) —oplor +07) (20)



Substituting (18) and (19) into the numerator of (13), we
have

Kz Kz | = (0123 + 8121)(02B + 33)(0% + 83)2

—|ohpl?(oh +02)(20% + 02 +73) + |04 pl"

(21)
Substituting (20) into the denominator of (13), we have

055K zn 2,200 | = (05 +50) (0 + ) (0 +52)°
— (0% +0)(op(0k +52) + |ohpl (@2 +57)).  (22)

Substituting (21) and (22) into (13), the objective function
is simplified as (23), shown at the top of the next page.

C. The Monotonicity of the SKR

Next, we investigate the monotonicity of (23). We define
4
a=o0%— (031%2). We also define the function f(«) in terms

of o, which is given by

a2

(62 +062)a+025}%

fla) =1+ (24)
We derive the first-order derivative of (23) in terms of «,
which is given by
of (62+407)a*+ 20203 (25)
0o ((62 +62)a +5252)°

From the first-order derivative, we find that % > 0 for
a > 0. Therefore, the objective function in (23) increases
monotonically with a. Next, we only have to maximize a.

IV. SVD-BASED PRECODING VECTOR DESIGN FOR SKR
OPTIMIZATION

The random precoding vector, w, can be represented as
a sum of random coefficients, pg, multiplied by the N x 1
beamforming weight vectors, wy, i.e., w = Zk PrWi. The
random coefficients, py, are complex Gaussian-distributed and
contribute to the artificial randomness simulating fast fading in
the LoS channel for key generation. However, to mitigate Eve’s
eavesdropping, the BS needs to carefully control the random
coefficients py by introducing additional random noise. Note
that wy serves the purpose of steering the direction of the
random signals, either for key generation or for disrupting
Eve’s eavesdropping attempts.

Since the SKR monotonically increases with « and « is
a function of W, we design W to optimize « and then
decompose it to w. To design W to maximize the SKR, the BS
leverages the knowledge of the LoS channel. For accurately
estimating the LoS channel in near-field communications, a
channel estimation method can be found in [4].

With the constraint on the transmit power, we formulate the
optimization problem as follows:

Pl)' 2 |0-124E‘2
(P1): max oy — 7(0% +52)
s.t. Tr(W) < Py, (26)

where P, is the transmit power at the BS. Since the objective
function of (P1) is non-concave, we introduce an SVD-based

method to simplify (P1). To determine the legitimate subspace
for inducing artificial randomness to generate secret keys and
the orthogonal subspace to interrupt Eve, we compute the SVD

AS} , where

of the vector f as follows: f = UAV = [u; U, 0

V = 1since f is a vector. Notably, u, represents the legitimate
subspace for generating secret keys, whilst U,,, the matrix
constituting vectors that are orthogonal to ug, indicates the
orthogonal subspace for preventing Eve from eavesdropping
on secret keys. We set B= usuf and C = UnEnUnH, where
3., is a diagonal matrix with identical elements 1/(N —1). We
define W = Wg + Wy, where Wg = PsB, Wy = PyC,
Pg is the transmit power for key generation and Py is the
noise power for interrupting Eve. We also define A = hh’!
and B = fff1. Thus, we have 0% = ffWf = Tr(WB),
0% = h#Wh = Tr(WA), and |0% ;|?> = Tr(WAWB).

The optimization problem (P1) is transformed to (P2) in
matrix form as follows:

Tr(WAWB)
Tr(WA) + 52
s.t. Tr(W) < P,
W =Ws+ Wy.

(P2): min — Tr(WB)

27

Given W = Wg + Wy, we calculate Tr(WB) =
Tr(WsB) = PgTr(B). Through mathematical steps, we can
simplify the objective function of (P2) as follows:

oo P§Tr(EiAB) + Ps(P; — PS)Tr(CAP) _ PTH(B)
PsTr(BA) + (P, — Ps)Tr(CA) + 62
mng + mo Pg

_ mabs +mabs 28
mzPs +my (28)

where the coefficients in the above objective function are
presented as follows:

my = Tr(BAB)-Tr(B)Tr(BA)+Tr(CA)Tr(B)-Tr(CAB),
my = P,Tr(CAB) — P,Tr(B)Tr(CA) — 52Tr(B),

ms = Tr(BA) — Tr(CA), my = P,Tr(CA) + 2. (29)
The optimization problem (P2) is reformulated as
P2 P
(P3): min LS 2T
Pg mgps + my
st. 0 < Pg < P,. (30)

In order to make the problem (P3) tractable, we can use the
Dinkelbach method to solve the following problem.

(P4): min y(Ps)

s.t. 0 < Pg < P, 31)

where y(Ps) = my P% + (ma — fm3)Ps — Bmy and 3 is the
slope parameter. The algorithm for solving the problem (P4) is
presented in Algorithm 1. In line 1, we set the initial power for
generating secret keys as Ps o = P,. From line 3 to line 7, for
the t-th loop, we calculate the slope parameter 3;. Given [,
we then find the optimal transmit power Pg ;. Upon reaching



(0% +52)(0h +0;) (0%, +

02)? —ohplog +02)(20% +52+0;) + 0%p

I(24; 2b| Zae) = logg (

(0% +52) (03 +67) (0% +52)2 — (02 + 52) (0%

)

(0% +02) + 04p(0; + 7))

4
(0129 — AL, )2
=log, [ 1+ e UE:ZG
(62 +03)(0h — (g%i%g)

— (23)

) + 050}

Algorithm 1 Dinkelbach Algorithm

Input: mq, mo, ms, ma, Prnaz, €
Output: Ps, 3, t.
1: Set Pgo = P,, Sett =1;
2: while [m P, +maPs — fi(m3Ps; +ma)| > € do

3:  In the t¢-th loop, the slope parameter, /3;, is calculated
foll ﬂ . m1P§,t,1+m2Ps,t71_
as follows fy = = op =
4:  In the t-th loop, the optimal value of (P4) can
be determined based on the expression: Pg; =
argmin{y(0),y(Pa), y(2155="2)}, Set t =t + 1;
5: end while

the stopping criterion |m; Pg,t—i—mgPS’t—ﬂt (m3Pgi+ma)| <
€, we designate /3, as the optimal value.

Given W, the precoding vector, wg, is expressed as
Wg = poUs, Where pg follows a complex Gaussian distribution
with variance Pg. The precoding vector, wy, is defined as
wWN = ng\;l prUg, with uy representing the k-th column
of U,, while coefficients p; follow a complex Gaussian
distribution with variance Py /(N — 1). Here, u, denotes the
beamforming weight vector to shape the transmitted signal’s
direction for secret key generation, while uy signifies the
beamforming weight vector tailored to direct the signal to
prevent eavesdropping on secret keys by Eve. The coefficient
po controls the amplitude of the signals to induce artificial
randomness for generating secret keys. The coefficients py,
where kK = 1,..., N — 1, contribute to injecting random noise
to prevent Eve from eavesdropping on secret keys. The overall
precoding vector is obtained by w = wg + wy.

V. SIMULATION RESULTS

This section presents numerical results that demonstrate the
efficiency of the proposed near-field key generation scheme.

A. Setup

The BS equipped with N = 256 antennas is positioned
along the y-axis, with its central antenna located at the origin
(0,0). The antennas are spaced at a distance of d = /2.
The carrier frequency is set as f. = 30 GHz. The transmit
powers of both the BS and the UE are configured to be equal,
denoted as P; P, = P, dBm. The noise powers are set
as 02 = o2 = 02 = —105 dBm. The path-loss effect from
u € {a,e} to the n-th antenna is B, = Bo("3>)"?, where
Bo = (2)? denotes the path-loss effect at dy = 1 m.
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Fig. 3. SKR versus the transmit power. Here, N = 256, r, = 12.2 m,
re = 12 m, ¢, = 0.2 radian and ¢, = 0.2 radian.

B. Considered Algorithms

The considered algorithms are described as follows:

1) Maximal-Ratio Combining (MRC): The BS applies
the MRC beamforming to let the precoding vector align
with the channel [12] , ie., w = /P,f/|/f||r. This
process enhances the signal-to-noise ratio (SNR) of the
desired signal while mitigating the effects of noise.
SVD without Power Allocation (SVD w/o PA): The
design of the precoding vector is based on Section IV.
The transmit power is equally allocated to Ps and Pl.
SVD with Power Allocation (SVD w/ PA): The design
of the precoding vector is based on Section IV. The
transmit power allocated to generate secret keys, Pg,
and interrupt the Eve, Py, is according to the algorithm
for solving the optimization problem (31).

2)

3)

C. Results

We evaluate the SKR against the transmit power P,, the
distance between Eve and BS, and the spatial angle of Eve.

Figure 3 presents the SKR versus the transmit power. The
relationship between the SKR and the transmit power is
evident, as increasing the transmit power leads to a higher
SNR, which is beneficial for SKR. As depicted in Fig. 3,
the MRC scheme exhibits the poorest performance due to its
failure to introduce artificial noise to disrupt Eve’s reception.
The SVD w/ PA scheme outperforms the SVD w/o PA, thereby
validating the efficacy of the power allocation algorithm for
Pg and Py.

Figure 4 illustrates the SKR when the distance between
Eve and BS, 7., varies. The UE is located 14 m away from
the BS. When Eve and UE share the same spatial angle, i.e.
Uy = 1 = 0.2 radian, the top two curves initially decrease,
attaining their minimum values at 14 m and then increase
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Fig. 4. SKR versus the distance between Eve and BS. Here, P; = 30 dBm,
N = 256, r, = 14 m, ¢, = 0.2 radian and ¢ = 0.2 radian.

as r. varies. This behavior indicates that Eve’s location is
gradually shifting from being closer to the UE to being farther
away from the UE. The correlation between the near-field
channels of UE and Eve gets stronger when Eve is gradually
near the UE. The MRC scheme can still generate secret keys
if re > rp. If ro < 13, the SKR of MRC approaches 0
because Eve has better channel quality than UE and there is no
artificial noise to interrupt it. This phenomenon is inherently
typical in traditional far-field key generation [10], where the
artificial noise is injected into the legitimate channels and
the scheme in [10] used the spatial angles to distinguish UE
from Eve. To address the problem, more transmit antennas
should be employed to find the difference between the spatial
angles of Eve and UE. However, in near-field communications,
the distance difference can be used to help the UE gain an
advantage over Eve to generate secret keys. Other than Eve
having the same distance and spatial angle as the UE, the
schemes in the near-field can generate secret keys. Besides,
the proposed SVD w/ PA scheme shows better performance
than the baseline schemes SVD w/o PA and MRC schemes.
Figure 5 presents the SKR plotted against Eve’s spatial
angles. When Eve shares the same spatial angle with the UE,
the SKR approaches 0. The SKR exhibits symmetry, which is
due to the spatial angle of the BS being set at O radian. Besides,
the SKR aligns with the peak of each sidelobe, resulting in
periodic fluctuations with increasing and decreasing values
[11]. The MRC scheme yields satisfactory performance when
there is a notable difference in spatial angles between the UE
and Eve. This is because the channels of the UE and Eve
become less correlated, enhancing security. The SVD w/ PA
scheme shows an advantage over the MRC and SVD w/o PA
schemes, indicating the superiority in enhancing the SKR.

VI. CONCLUSION

This paper has investigated the PLKG in near-field XL-
MIMO communications. We have used a precoding vector to
induce artificial randomness in LoS channels to generate secret
keys at the BS and UE as well as prevent Eve from eavesdrop-
ping. We have derived the SKR and proposed an SVD-based
method to allocate the transmit power for generating secret
keys and the noise power for interrupting Eve. Our theoretical
analysis has been validated in terms of the transmit power, the
distance between Eve and BS and the spatial angle of Eve.
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Fig. 5. SKR versus the spatial angle of Eve. Here, P, = 30 dBm, N = 256,
rp, = 15 m, 7. = 15 m and 1, = O radian.
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