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Abstract—Radio frequency fingerprint identification (RFFI) is an emerging device authentication technique, which exploits the
hardware characteristics of the RF front-end as device identifiers. The receiver hardware impairments interfere with the feature
extraction of transmitter impairments, but their effect and mitigation have not been comprehensively studied. In this paper, we propose
a receiver-agnostic RFFI system by employing adversarial training to learn the receiver-independent features. Moreover, when there
are multiple receivers, collaborative inference are designed to enhance classification accuracy. Finally, we show how it is possible to
leverage fine-tuning for further improvement with fewer collected signals. To validate the approach, we have conducted extensive
experimental evaluation by applying the approach to a LoRaWAN case study involving ten LoRa devices and 20 software-defined radio
(SDR) receivers. The results show that receiver-agnostic training enables the trained neural network to become robust to changes in
receiver characteristics. The collaborative inference improves classification accuracy by up to 20% beyond a single-receiver RFFI
system and fine-tuning can bring a 40% improvement for underperforming receivers. The system is further evaluated on a more
practical testbed. By making additional use of online augmentation and multi-packet inference, the identification accuracy is improved
from 50% to 90% at 10 dB.
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1 INTRODUCTION

THE number of Internet of things (IoT) devices has ex-
ploded in recent years with the emergence of different

standards such as Bluetooth low energy (BLE), WiFi, LoRa,
Sigfox, etc. The authentication of IoT devices is critical for
ensuring that received messages are sent from authorized
and legitimate devices [1]. Conventional device authen-
tication schemes usually rely on cryptographic solutions
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and use software addresses (e.g. MAC address) as device
identifiers, but they are highly susceptible to tampering, re-
sulting in possible spoof attacks [2]. Cryptographic solutions
include public key-based authentication and symmetric key-
based authentication. For the former, public-key cryptog-
raphy is quite complex and its implementation might be
beyond the resources affordable in IoT devices. Indeed,
it is quite challenging to securely and efficiently establish
symmetric keys in IoT [3].

Radio frequency fingerprint identification (RFFI) is a
promising non-cryptographic device authentication tech-
nique. Like human fingerprints, wireless devices have
unique radio frequency fingerprints (RFFs) resulting from
the impairments of the hardware components in the trans-
mitter front-end which are usually challenging to mimic.
The impairments generally include oscillator drift, mixer
imperfection, power amplifier nonlinearity, etc. These have
been modeled in previous studies [4], [5] and are deemed
to be suitable for device identification. The RFFI system
extracts unique features from wireless signals transmitted
by IoT devices to infer their identities. The RFFI can be
formulated as a multi-class classification problem, and there
are numerous examples of where deep learning has been
used to boost RFFI performance [5]–[31].

There are several key challenges with RFFI development.
Firstly, the captured signals are not only distorted by the
transmitter hardware impairments but also by the wireless
channel [7], [11], [13], [22]. To address this, researchers
design channel-agnostic signal representations or use data
augmentation techniques for mitigation [7], [11], [22]. In ad-
dition, the transmitter hardware characteristics can change
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over time, thus degrading the RFFI performance. Previous
studies indicate that the transmitter oscillator is the primary
contributor to the characteristics drift, and frequency offset
compensation is demonstrated to be an effective mitiga-
tion [9], [13].

Although tremendous efforts have been made to im-
prove RFFI performance, the receiver effect is often over-
looked in previous studies. The changes in receiver hard-
ware characteristics can seriously affect RFFI performance.
Most existing RFFI work assumes that the same receiver
is used during training and inference and that the receiver
characteristics do not change over time [7]–[10], [22], [26].
However, this assumption does not always hold in practical
IoT applications. For instance, mobile IoT devices will be
served by different access points/gateways, depending on
their coverage. Furthermore, even if the same receiver is
used, the hardware characteristics of low-cost receivers may
vary over time. Although re-training on the new receiver
is a possible solution, the long training time is often not
affordable when there are numerous end nodes operating
in the IoT network. Therefore, there is an urgent need for
a receiver-agnostic RFFI system that can be deployed in a
highly practical manner.

As wireless transmissions are broadcast and can be cap-
tured by any receivers within range, it is, therefore, possible
to design a collaborative RFFI protocol that can enhance
system performance. In IoT applications, multiple receivers
can be present with numerous gateways in LoRaWAN and
multiple access points in WiFi enterprise networks, but
critically, to the best of our knowledge, there are only two
papers that have explored using multiple receivers in RFFI
systems [18], [32]. However, the algorithm in [32] is not
applicable to deep learning-based RFFI systems, and the
method proposed in [18] is only evaluated with limited
experimental work.

In this paper, a receiver-agnostic and collaborative RFFI
protocol is designed which is robust to receiver characteris-
tic variations. In particular, multiple receivers were used to
collect sufficient packets from devices under test (DUTs) in
order to train a receiver-agnostic neural network. During the
inference, receivers are equipped with the trained receiver-
agnostic neural network model. Once a packet is captured,
the receivers initially make independent inferences which
are then fused to permit better classification performance.
For our experimental evaluation, we used LoRa/LoRaWAN
as a case study as it is a suitable technique to demonstrate
the ideas. Specifically, we employed ten commercial-off-
the-shelf (COTS) LoRa nodes as DUTs and 20 software-
defined radio (SDR) platforms as the LoRa gateways. Whilst
the work focuses on LoRa/LoRaWAN as a case study, our
receiver-agnostic approach is applicable to any RFFI system
and the collaborative protocol is suitable for any wireless
technique with multiple receivers operating simultaneously.
The detailed contributions of this work include:

• The receiver effects on RFFI are experimentally inves-
tigated. The RFFI system implemented on low-end
SDR receivers (e.g., RTL-SDR) shows an accuracy
drop of 40% over four continuous days, which is
probably due to the unstable hardware characteris-
tics. Moreover, we show that changing the receiver

in an RFFI system can result in serious perfor-
mance degradation. For example, the neural network
trained with an RTL-SDR only achieves less than 20%
accuracy when the test was using a USRP B200 SDR.

• A receiver-agnostic neural network for RFFI is pro-
posed using adversarial training. We guide the neu-
ral network to learn receiver-independent features so
that it is robust to performance degradation caused
by receiver drift and change. We propose two train-
ing strategies for receiver-agnostic RFFI, namely ho-
mogeneous and heterogeneous training, depending
on the diversity of the training receivers. The results
show that the neural network trained with hetero-
geneous adversarial training achieves better perfor-
mance than the homogeneous one. Its classification
accuracy is over 75% for all of the 20 SDRs and
even exceeds 95% on receivers other than RTL-SDRs.
Compared to the conventional approach, receiver-
agnostic training effectively prevents drastic perfor-
mance degradation on previously unseen receivers.

• A collaborative RFFI system with soft or adaptive
soft fusion schemes is proposed and experimentally
evaluated in both residential and office building en-
vironments. All the receivers are equipped with the
same receiver-agnostic neural network. They make
independent inferences at the edge and upload them
to a network server. The inferences are then fused by
soft fusion or adaptive soft fusion schemes to achieve
higher accuracy. The experimental results show that
collaborative RFFI can improve the classification ac-
curacy by up to 20% compared to the single-receiver
RFFI system. When combining the online augmenta-
tion and multi-packet inference techniques proposed
in our previous work [31], the system performance is
enhanced by approximately 40% at 10 dB, i.e., from
50% to 90%.

• A further fine-tuning technique is proposed to mit-
igate receiver effects as even after receiver-agnostic
training, the neural network still may not reach
satisfactory accuracy on some unseen receivers. To
address this, we propose a fine-tuning approach that
can collect a few packets with the new receiver to
slightly adjust the neural network parameters. The
neural network achieves higher performance with
fine-tuning because it better adapts to the new re-
ceiver by re-learning the characteristics of the re-
ceived signal. Experimental results show a further
accuracy improvement of up to 40% on receiver-
agnostic neural networks.

It is worth noting that this paper focuses on the closed-
set classification problem, i.e., the training and test devices
are the same. The design methodology of openset RFFI
protocols with rogue device detection function can be found
in [11], [28]. The code and dataset will be released to the
community upon formal acceptance of the paper.

The rest of the paper is organized as follows. Section 2
introduces conventional RFFI systems and defines the re-
search challenge. Section 3 gives a system overview and
elaborates on each of the system modules. Section 4 gives
details of the LoRa/LoRaWAN case study. A controlled ex-
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Fig. 1: Overview of a conventional deep learning-based RFFI
system.

perimental evaluation of the receiver-agnostic training and
collaborative RFFI system carried out in a residential room,
is given in Section 5. Section 6 provides the experimental
results in an office building in which the collaborative RFFI
is further evaluated. Related work is provided in Section 7
and Section 8 concludes this paper.

2 CONVENTIONAL APPROACH AND PROBLEM
STATEMENT

2.1 Conventional Deep Learning-based RFFI Approach
An RFFI system aims to classify K IoT end nodes, i.e. de-
vices under test (DUTs), in a wireless network by analyzing
the received physical layer signals, as shown in Fig. 1. The
received baseband signal y(t) can be mathematically given
as

y(t) = G
(
h(t) ∗ Fk(x(t))

)
+ n(t), (1)

where G(·) denotes the hardware effects of the receiver, h(t)
is the wireless channel impulse response, Fk(·) represents
the transmitter chain effect of DUT k, n(t) is the additive
white Gaussian noise (AWGN) and ∗ denotes the convolu-
tion operation. The goal of an RFFI system is to predict the
transmitter label k by analyzing the collected signal, y(t).
Deep learning algorithms are seen as a suitable solution due
to their excellent feature extraction capabilities.

As shown in Fig. 1, a conventional deep learning-based
RFFI system1 comprises two stages, namely training and
inference. In the training stage, the receiver first collects
signals from the K end nodes operating in the IoT network.
The signal collection procedure is elaborated in Section 3.2.
The collected signals are stored as a training dataset, Dtrain,
given as

Dtrain = {(ym,pm)}Mtrain

m=1 , (2)

where ym is the mth training sample and pm is the corre-
sponding one-hot encoded DUT label, given as

pm = O(ℓm), (3)

1. In some literature conventional RFFI refers to a system based on
handcrafted features. In this paper, conventional RFFI refers to a typical
deep learning-based system, in contrast to our proposed receiver-
agnostic RFFI.

where O(·) denotes one-hot encoding operation, ℓm is the
ground truth DUT label of the mth training sample, Mtrain

is the number of training samples. After building the train-
ing dataset, we define a neural network f and optimize its
parameters Θ using Dtrain as defined below:

Θ = argmin
Θ

∑
(y,p)∈Dtrain

L(f(y; Θ),p) (4)

where L(·) is the loss function that is usually cross-entropy
in RFFI systems.

In the inference stage, the receiver captures a signal y′(t)
and feeds it into the well-trained neural network f(·; Θ) for
prediction. A probability vector p̂ is obtained via inference
and is mathematically defined as

p̂ = f(y′; Θ), (5)

where p̂ = {p̂1, ..., p̂k, p̂K} is a probability vector over all
the K DUTs, and p̂k is the estimated probability for the
kth DUT. The predicted transmitter label, ℓ̂, is derived by
simply selecting the index of the element with the highest
probability as defined below:

ℓ̂ = argmax
k

(p̂). (6)

2.2 Problem Statement

As highlighted in the introduction, the receiver effect G′(·)
during inference is probably different from the receiver dis-
tortion G(·) during training. In this case, the signal captured
by the new receiver, y′(t), has different characteristics from
the training signals, y(t). This distribution shift violates the
basic independent and identically distributed (i.i.d) assump-
tion of deep learning. For instance, when we feed y′(t)
collected by another receiver into the neural network to
make a prediction, then the predicted label, ℓ̂, is given as:

ℓ̂ = argmax
k′

(f(y′; Θ)) (7)

which is probably different from the true label, ℓ. This can
lead to misclassification.

As will be experimentally demonstrated in Section 5,
both changing a new receiver for inference and the drift of
receiver features over time can seriously degrade RFFI per-
formance. A solution capable of training receiver-agnostic
neural networks is urgently needed.

3 RECEIVER-AGNOSTIC AND COLLABORATIVE
RFFI SYSTEM

3.1 System Overview

This paper presents a receiver-agnostic and collaborative
RFFI system. It involves two essential stages, as shown in
Fig. 2(a) and 2(b), namely training a receiver-agnostic neural
network and collaborative inference of multiple receivers.
There is also an optional fine-tuning stage shown in Fig. 2(c).
These stages are summarized below.
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Fig. 2: Overview of the proposed receiver-agnostic and collaborative RFFI system. (a) Training of a receiver-agnostic neural
network. (b) Collaborative inference using multiple receivers. (c) Fine-tuning of a trained neural network.

3.1.1 Train a Receiver-Agnostic Neural Network
As discussed in Section 2.2, neural networks trained with a
conventional approach suffer from varying receiver char-
acteristics. Therefore, we propose to leverage adversarial
training to obtain a receiver-agnostic neural network.

During the training stage, there are K DUTs and I
training receivers. Each receiver carries out the signal col-
lection (Section 3.2) separately to capture wireless transmis-
sions from the DUTs within range. The captured signals,
i.e. IQ samples, along with the transmitter and receiver
labels, comprise the training dataset. The dataset is then
augmented with a wireless channel simulator to improve
the channel robustness of the neural network (Section 3.3).
The augmented time-domain IQ samples can be converted
to appropriate signal representations to be used as the input
to the neural network (Section 3.4). We can then obtain
a receiver-agnostic neural network by adversarial training
(Section 3.5).

3.1.2 Collaborative Inference of Multiple Receivers
During the inference, K end nodes and J receivers are
involved. Note that the J inference receivers can be different
from the I training ones. Take the kth end node as an
example, its transmission will be captured by all receivers in
the range thanks to the broadcast nature of wireless trans-
missions. Each receiver will be equipped with a receiver-
agnostic neural network. They will first carry out inferences
independently, and then the results will be fused to obtain
a more reliable prediction of the transmitter label. This part
will be explained in Section 3.6.

3.1.3 Fine-Tuning
The performance of the receiver-agnostic neural network
can be further improved by fine-tuning. A few packets can
be collected by the underperforming receiver to slightly
update the parameters of the trained neural network, which

will be elaborated in Section 3.7. Note that fine-tuning is
optional, which can be adopted by receivers with low-end
RF front-ends when further improvements are required.

3.2 Signal Collection
The wireless transmissions will be first captured by the
antenna and then downconverted to the baseband. The
baseband signal will then undergo several steps including
synchronization & preamble extraction, frequency offset
compensation, and signal normalization.

3.2.1 Synchronization & Preamble Extraction
Synchronization is used to find the accurate start of the
received packet. We then extract the preamble part for RFFI,
in order to prevent the neural network from learning the
identifiable information contained in the packet header or
payload.

3.2.2 Frequency Offset Compensation
There are two reasons for performing frequency offset com-
pensation:

• The frequency offset feature is easy to spoof by
simply changing the transmitter carrier frequency,
making the system vulnerable to attacks [14], [25],
[33].

• The frequency offset is sensitive to temperature
changes. A slight temperature change may make the
system fail to work properly [9], [10], [34].

3.2.3 Signal Normalization
This is a standard operation in deep learning-based RFFI
systems to prevent the neural network from classifying
devices based on the received power. The normalization
is achieved by dividing the signal by its root mean square
value.
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The processed signals along with the transmitter and
receiver labels are stored in the training dataset, given as

X train = {(ym,pm,qm)}Mtrain

m=1 , (8)

where ym is the mth training signal, i.e. IQ samples,
and Mtrain is the total number of captured transmissions.
pm = {p1, ..., pk, ..., pK} and qm = {q1, ..., qi, ..., qI} are
the corresponding one-hot encoded transmitter and receiver
labels, respectively. Note that X train for receiver-agnostic
training additionally includes receiver labels, q, compared
to the training dataset Dtrain for conventional RFFI systems
given in (2).

3.3 Data Augmentation
As revealed in (1), variations of channel impulse response
h(t) can affect the received signal y(t). As discussed in
Section 2.2, the characteristic change of y(t) can seriously
degrade the RFFI performance. It is therefore necessary to
mitigate the channel effects on the RFFI system.

Data augmentation has been widely used to address
the channel problem in RFFI [11], [13], [16], [22], [24], [33].
The training signals are replicated and passed through a
channel simulator to emulate multipath and Doppler effects.
With data augmentation, the training process can cover as
many channel distributions as possible that may be present
during inference, thus improving the system’s robustness to
channel variations.

3.4 Signal Representation
After data augmentation, the signals y can be converted to
suitable signal representations S as neural network inputs.
There have been many types of signal representations in pre-
vious studies, such as error signal [25], channel independent
spectrogram [11], frequency spectrum [8], and differential
constellation trace figure [17], to name but a few. Note that
the unprocessed IQ samples y can also serve as neural
network inputs after separating the I and Q components
as two independent dimensions.

After signal representation, the data used for adversarial
training becomes {(Sm,pm,qm)}R·Mtrain

m=1 , where Sm is the
signal representation converted from ym. R is the replication
factor which indicates how many times the training set is
enlarged during data augmentation.

3.5 Adversarial Training
Adversarial training is an effective method to solve the
problem of data distribution shift in deep learning [35].
Specific to RFFI, we leverage it to guide the neural network
to learn receiver-independent features. As shown in Fig. 3,
there are three components in adversarial training, namely
the feature extractor, transmitter classifier, and receiver
classifier. Their parameters are updated in an adversarial
approach.

3.5.1 Feature Extractor
The feature extractor, g(·), converts the input signal repre-
sentation, S, to a feature vector, given as

feature = g(S; θ), (9)

Transmitter Classifier

feature

ෝ𝒑 ෝ𝒒

Signal Representation

Receiver Classifier

Feature extractor
Adversarial Training

Grad. Reversal Layer

Fig. 3: Model architecture during adversarial training.

where θ denotes the learnable parameters2 in the feature
extractor which will be continuously updated during train-
ing. The feature extractor can be designed as a convo-
lutional neural network (CNN), recurrent neural network
(RNN) such as long short-term memory (LSTM) network,
etc, depending on the characteristics of the input S. For
example, CNN is usually good at processing images while
RNN/LSTM performs well for time-series signals. The ad-
versarial training aims to train a feature extractor whose
output contains receiver-independent information.

3.5.2 Transmitter Classifier
The transmitter classifier accepts the extracted feature and
makes predictions on the transmitter label. The output of
the transmitter classifier, p̂, is a list of probabilities. The kth

element, p̂k, is mathematically given as

p̂k =
ezk∑K
k=1 e

zk
, (10)

where zk is the output of the kth neuron before the softmax
activation. We use cross-entropy for the transmitter classifier
loss Ltx, which is widely adopted in classification problems
and is mathematically given as

Ltx = −
K∑

k=1

pk log(p̂k), (11)

where pk is the corresponding ground truth in p. The
adversarial training process aims to maximize the perfor-
mance of the transmitter classifier, which can be achieved
by minimizing the loss Ltx.

3.5.3 Receiver Classifier
The receiver classifier predicts the receiver label from the
extracted feature vector. Its loss is defined as cross-entropy
as well, given as

Lrx = −
I∑

i=1

qi log(q̂i), (12)

where q̂i is the estimated probability of the packet being
captured by the ith receiver and qi is the ground truth. The
adversarial training aims to restrict the performance of the
receiver classifier, i.e., to make the feature vector receiver-
independent. This can be accomplished by interfering with
the minimizing process of the receiver loss Lrx.

2. θ is different from the Θ in (4). θ only denotes the parameters of the
feature extractor while Θ represents that of the entire neural network.
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3.5.4 Gradient Reversal Layer
The gradient reversal layer was first proposed in [35] to
address the distribution shift problem. It does not affect
forward propagation and only takes effect during backprop-
agation. We leverage it to guide the feature extractor to learn
receiver-independent features.

As discussed in Section 2, the objective of an RFFI system
is to predict from which DUT the signal is sent, which is
identical to the goal of the transmitter classifier. Therefore,
the performance of the transmitter classifier should be max-
imized during training, which can be achieved by minimiz-
ing the transmitter classifier loss, Ltx. In contrast, the goal of
the receiver classifier is to predict the receiver label from the
extracted feature vector. However, this conflicts with the ob-
jective of the proposed receiver-agnostic RFFI protocol since
we expect the feature vector to not contain any receiver-
related information. This is equivalent to ensuring that the
receiver classifier cannot predict the correct receiver label
from the feature extractor. Therefore, the performance of
the receiver classifier should be restricted during training,
which can be achieved by limiting the minimization process
of Lrx.

The gradient reversal layer can be used to limit the
performance of the receiver classifier. In a standard gradient
descent process, the θ in the feature extractor is updated by

θ ← θ − µ(
∂Ltx

∂θ
+

∂Lrx

∂θ
), (13)

where µ is the learning rate. The role of the gradient reversal
layer is to multiply ∂Lrx

∂θ by a negative factor −λ during
backpropagation, modifying the updating process to

θ ← θ − µ(
∂Ltx

∂θ
− λ

∂Lrx

∂θ
). (14)

In other words, the parameters θ of the feature extractor
are updated in the opposite direction as instructed by the
receiver classifier. Therefore, the receiver classifier cannot
be improved as its feedback is not correctly followed. With
this adversarial approach, we can train a feature extractor to
extract transmitter-specific but receiver-independent infor-
mation. Note that the parameters of the feature extractor,
transmitter classifier, and receiver classifier are updated
simultaneously.

Once the training is completed, the receiver classifier is
removed since we do not need to predict the receiver label
in an RFFI system. In the inference stage, the transmitter
classifier is directly connected to the feature extractor to
predict the transmitter identity.

3.6 Collaborative Inference
As illustrated in Fig. 2(b), each receiver uses the signal
collection module explained in Section 3.2 to capture wire-
less transmissions. The captured signal is then converted to
signal representation S and fed into the receiver-agnostic
neural network. The output of the neural network at re-
ceiver j is a list of probabilities p̂j . After this, the predicted
probability vector p̂j and the estimated SNR of the received
packet, γj , are gathered for collaborative identification. This
can be performed on a cloud server or a central node.

The predictions from all the J receivers are then fused.
Two fusion schemes are proposed, namely soft fusion and

adaptive soft fusion. In the soft fusion scheme, the predic-
tions p̂j are directly summed, which is given as

p̂fused =
1

J

J∑
j=1

p̂j , (15)

where p̂fused = {p̂fused1 , ..., p̂fusedk , ..., p̂fusedK } is the fusion
result. While in the adaptive soft fusion scheme, infer-
ences from gateways with higher SNRs are assigned higher
weights in the fusion process, which is mathematically
expressed as

p̂fused =
1

J

J∑
j=1

γj∑J
j=1 γ

j
p̂j . (16)

After fusion, the label corresponding to the highest value
in p̂fused is returned as the final prediction, formulated as

ℓ̂fused = argmax
k

(p̂fused), (17)

where ℓ̂fused is the final predicted label.

3.7 Fine-Tuning

The trained receiver-agnostic neural network performs well
on most receivers. However, sometimes its performance is
still not satisfactory. This issue can be alleviated by fine-
tuning, which refers to slightly adjusting the parameters of
the neural network to make it better suited to a new task.
The procedure of fine-tuning is shown in Fig. 2(c).

We need to first identify the underperforming receiver
j as the fine-tuning target, which can be accomplished by
comparing the decoded transmitter software address, e.g.,
MAC address, with the predicted device identity. If there
are a significant number of packets where the software
addresses do not match the predicted labels, then receiver j
is deemed underperforming and requires fine-tuning.

After determining the underperforming receiver j, we
use it to collect very few labeled signals yj and store them
in a fine-tuning dataset X tune, given as

X tune =
{
(yjm,pm)

}Mtune

m=1
, (18)

where Mtune is the number of fine-tuning packets. Note that
compared to the training dataset X train in (8), X tune does
not contain receiver labels because no adversarial training
is used during fine-tuning. It is also worth noting that the
labels pm in X tune are converted from the decoded trans-
mitter software addresses, e.g., MAC addresses, and are not
related to the predictions made by the underperforming
neural network. These packets are too few to train a neural
network from scratch, but sufficient for fine-tuning. Then we
convert yj to the selected signal representation Sj , and the
data served for fine-tuning becomes

{
(Sj

m,pm)
}Mtune

m=1
. With

these data, the parameters of the receiver-agnostic neural
network can be adjusted with a low learning rate. The cross-
entropy loss given in (11) is used during fine-tuning. Once
fine-tuning is completed, the fine-tuned neural network is
updated at the underperforming receiver to obtain higher
classification performance.

An important note is that fine-tuning needs to be carried
out in a controlled environment, e.g., labs without attackers
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Fig. 4: The preamble part of a LoRa packet. (a) In-phase
component. (b) Spectrogram generated by STFT.

present, so that the decoded MAC addresses can be con-
sidered reliable. Otherwise, the procedure of detecting un-
derperforming receivers and fine-tuning may be interfered
with by spoofers.

4 CASE STUDY: LORA/LORAWAN-BASED IM-
PLEMENTATION

4.1 LoRa/LoRaWAN Primer

4.1.1 LoRa Physical Layer
LoRa is a low-power wide-area network (LPWAN) mod-
ulation technique based on chirp spread spectrum (CSS)
technology. The information is encoded in a modulated
linear chirp whose frequency changes linearly within a LoRa
symbol. Due to the frequency-varying nature of LoRa sig-
nals, the spectrograms derived from time-frequency analysis
algorithms such as short-time Fourier transform (STFT) are
often used for representation/visualization [9], [36], [37].
The preamble part of a LoRa packet and its spectrogram
is shown in Fig. 4, respectively. The preamble part of a LoRa
packet contains eight unmodulated LoRa symbols.

4.1.2 LoRaWAN Star-of-Stars Topology
LoRaWAN defines a star-of-stars network topology, which
is shown in Fig. 5. It allows one LoRa end node to establish
wireless communication links (dashed lines) with multiple
gateways at the same time. The LoRa gateways are con-
nected to a server by using, e.g., WiFi, cellular communi-
cations, or Ethernet (solid lines). They relay the captured
messages to the network server for collaborative decoding.
The server runs network and application layer protocols.

The star-of-stars topology of LoRaWAN is suitable for
implementing and exploring our proposed receiver-agnostic
and collaborative RFFI protocol. Firstly, there are multiple
gateways in a LoRaWAN network, and we desire a receiver-
agnostic neural network that can be directly equipped on

…
…

…
…

Gateways

LoRa transmissions

End nodes Server

WiFi, Ethernet 
or Cellular

Fig. 5: LoRaWAN star-of-stars topology.

all LoRa gateways. Secondly, LoRaWAN already allows one
LoRa transmission to be captured by multiple gateways.
Applying collaborative RFFI to LoRa/LoRaWAN does not
require any changes to the existing communication protocol.
Moreover, the LoRa network server has vast computing
resources thus the computing-expensive, receiver-agnostic
training can be done efficiently.

4.2 Signal Collection

The LoRa signal collection is implemented using existing al-
gorithms. The used LoRa packet synchronization algorithm
is presented in [38], and LoRa frequency offset estimation
and compensation algorithms are introduced in [9], [10].

4.3 Data Augmentation

The collected LoRa signals are replicated and passed
through a channel simulator that emulates the multipath
and Doppler effects in real communication scenarios. The
used channel simulator is the same as that in [11], which
uses the tapped delay line (TDL) model. More specifically,
the exponential power delay profile (PDP) is employed to
characterize the multipath effect, which is mathematically
given as

E(p) =
1

τ
e−pTs/τ (19)

where E(p) denotes the power of the pth path and Ts is
the receiver sampling rate. τ is the root mean square delay
spread, which is set randomly in the range of [5 ns, 300 ns].
The Doppler effect of each path is depicted by the well-
known Jakes’s spectrum [39], given as

J(f) =
1

πfm
√
1− (f/fm)2

. (20)

fm denotes the maximum Doppler shift, which is uniformly
distributed in the range of [0 Hz, 10 Hz]. The AWGN is
also added to the training signals to improve the system
performance in low SNR scenarios. The augmented signals
with AWGN are uniformly distributed in the range of [0 dB,
50 dB].

4.4 Signal Representation

The channel-independent spectrogram proposed in [11] is
used as the signal representation. The reason is twofold.
Firstly, it is an effective approach to mitigate channel effects,



8

7x7 Conv. 32 

3x3 Conv. 32 

3x3 Conv. 32 

3x3 Conv. 32 

3x3 Conv. 32

3x3 Conv. 64

3x3 Conv. 64

3x3 Conv. 64

3x3 Conv. 64

1x1 Conv. 64 ReLU

Add

Avg. Pool 2D

Dense 512 ReLU

Add

Add

Add

L2 Norm.

Dense 128 ReLU

Softmax

Dense 128 ReLU

Softmax

Grad. Reversal Layer

Feature Extractor

Tx Classifier Rx Classifier

feature

ෝ𝒑 ෝ𝒒

Adversarial Training

Channel Independent Spectrogram

Fig. 6: Model architecture during adversarial training for the
LoRa case study.

which has been experimentally verified in [11]. Secondly, it
is a time-frequency representation that is suitable for CSS
modulation [37]. Our prior work compares the signal repre-
sentations in time, frequency, and time-frequency domains,
concluding that time-frequency domain representation is
the most appropriate for LoRa signals [9].

A channel-independent spectrogram of the preamble
part of a LoRa packet is shown in Fig. 6 as the input to the
neural network. In this paper, it is calculated with a window
length of 128 and an overlap of 64. Interested readers should
refer to [11] for more details.

4.5 Adversarial Training

The neural network shown in Fig. 6 is designed to process
the converted channel independent spectrograms. The fea-
ture extractor refers to the neural network designed in [11].
It has nine convolutional layers with skip connections and
each activated by a ReLU function. We perform L2 normal-

ization on the extracted feature vector, which can increase
system performance [28]. Both the transmitter and receiver
classifiers consist of a 128-neuron dense layer activated by
the ReLU function and a softmax layer for classification.

4.6 Collaborative Inference

The architecture of LoRaWAN is suitable for collaborative
RFFI. When multiple LoRa gateways capture one packet,
they perform independent inference using the receiver-
agnostic neural network. The predictions and estimated
SNRs are uploaded to the LoRaWAN network server and
then fused to make a more reliable inference.

4.7 Fine-Tuning

Fine-tuning can be leveraged to improve the performance of
underperforming LoRa gateways, as detailed in Section 3.7.
Fine-tuning is feasible on edge LoRa gateways because the
fine-tuning dataset is small and it can stop within a few
training epochs. Nevertheless, we must recall that this is an
optional process.

5 EVALUATION OF THE RECEIVER-AGNOSTIC AND
COLLABORATIVE PROTOCOL

In this section, we experimentally evaluate the performance
of the proposed receiver-agnostic and collaborative RFFI
system in controlled environments, using the LoRa-based
case study implementation.

5.1 Experimental Setup

5.1.1 Device Information
We used ten LoRa devices as the DUTs to be identified and
20 SDR platforms to emulate the LoRa receivers/gateways.

• LoRa DUT: As shown in Fig. 7(a), we employed ten
LoRa devices of two models, i.e., five of LoPy43 and
five of mbed SX12614. We configured all LoRa DUTs
with a spreading factor of seven and bandwidth of
125 kHz. The carrier frequency was set to 868.1 MHz.

• SDR Receiver: As shown in Fig. 7(b), 20 SDR plat-
forms of six models were used to investigate the
receiver effect. The detailed SDR information is given
in Table 1. These SDR platforms are made of dif-
ferent RF chipsets and analog-to-digital converters
(ADCs) of different resolutions so that their hard-
ware characteristics can be considered distinct. We
used MATLAB Hardware Support for SDR5 to access
the SDR receivers. Though the MATLAB drivers for
SDR receivers are different, all the SDRs run the
same code to perform the signal collection procedure
introduced in Section 3.2. Their receiver sampling
rates were all set to 1 MHz.

Note that we collect packets from ten DUTs with each
of the 20 SDR receivers. Therefore, there are 200 DUT-SDR
pairs in total in the dataset.

3. https://pycom.io/product/lopy4/
4. https://os.mbed.com/components/SX126xMB2xAS/
5. https://www.mathworks.com/discovery/sdr.html



9

DUT 1-5

DUT 6-10

(a)

N210 1-3

B210 1-2 B200 1-2

PLUTO 1-2B200 mini 1-2

RTL 1-9

(b)

Fig. 7: Experimental devices. (a) Ten LoRa DUTs. (b) 20 SDR
receivers.

TABLE 1: Software-Defined Radios Receivers.

SDR name Model ADC RF Chipset

RTL-1 ∼ RTL-9 RTL-SDR 8 bit RTL2832U
PLUTO-1,
PLUTO-2

ADALM-
PLUTO 12 bit AD9363

B200-1, B200-2 USRP B200 12 bit AD9364
B200 mini-1,
B200 mini-2 USRP B200 mini 12 bit AD9364

B210-1, B210-2 USRP B210 12 bit AD9361

N210-1 ∼ N210-3 USRP N210 14 bit UBX RF
Daughterboard

5.1.2 Dataset Description

We collected datasets from various SDRs to evaluate the
receiver effect. In this section, all the datasets were collected
in a typical residential room with line-of-sight (LOS) be-
tween the DUT and SDR receiver. The distance between
the DUT (transmitter) and SDR (receiver) was one meter,
and the received signals had a quite high SNR of above
50 dB. The transmitter and receiver locations are kept un-
changed during all the collections. In such controlled envi-
ronments, the wireless channel remained almost constant.
This allowed investigation of the algorithm performance
with minimal influence from channel effects. 800 packets
were captured from each LoRa DUT-SDR pair, which were
then pre-processed and augmented to construct the training
dataset. Every test dataset contained 100 packets from each
DUT-SDR pair. The detailed descriptions are given in the
following subsections.

The controlled experiments in this section allow us to
investigate the impact of the receiver without being signif-
icantly affected by the multipath effects. Additionally, the
experimental setup enables us to precisely control the SNR
of the test data, which is advantageous for evaluating the
collaborative RFFI protocol.

5.1.3 CNN Training Configuration

We trained various CNN models with different configu-
rations, which differ in two aspects, namely the number
of training receivers I , and the types of training receivers.
Since each subsection serves a specific evaluation purpose,
we trained different CNN models with specially collected
training datasets and evaluated them with corresponding
test datasets. A summary is given in Table 2. It is worth
noting that all the trained CNN models have the same
structure, as introduced in Section 3.5.

The number of training receivers, I , is increased from
one to five. When I = 1, the training can be simplified to
the conventional approach introduced in Section 2. In this
case, the deep learning model is constructed by directly
connecting the feature extractor and transmitter classifier
shown in Fig. 6.

When there are multiple receivers in the training dataset,
we further divide the adversarial training into two cate-
gories, namely homogeneous and heterogeneous schemes,
based on the diversity of the I training receivers.

• Homogeneous training: a low diversity of the I train-
ing receivers, i.e., the hardware characteristics of the
I receivers are similar to each other.

• Heterogeneous training: a high diversity of the I
training receivers, the hardware characteristics of the
I receivers are significantly different from each other.

For example, when I = 5, homogeneous training receivers
are all RTL-SDRs while heterogeneous training receivers are
deliberately selected from different SDR models, namely
RTL-1, PLUTO-1, B200-1, B200 mini-1, and B210-1.

5.1.4 Training Hyperparameters

All the CNN models in this paper were trained with the
same settings. 10% of the training data was split out for
validation. The CNN parameters were optimized by the
stochastic gradient descent (SGD) optimizer (momentum
0.9) with an initial learning rate of 0.001 and a batch size
of 64. The validation loss was monitored during training,
and the learning rate was reduced by a factor of 0.2 when
the validation loss did not drop within 10 epochs. Training
stopped when the validation loss did not change within 20
epochs. The deep learning model was implemented using
the TensorFlow library.

When fine-tuning was adopted, a lower learning rate of
0.00001 and a smaller batch size of 32 were used. The fine-
tuning process stopped after 20 epochs and no learning rate
scheduler was employed.

5.1.5 Evaluation Metric

The RFFI system is evaluated using the overall classification
accuracy, which is calculated by dividing the number of
correctly predicted packets by the total number of packets,
given as

Accuracy =
Number of correctly classified packets

Total number of packets
. (21)

5.2 Evaluation of Conventional Training

In this section, the impact of the receiver on RFFI systems
is experimentally examined. It is found that the hardware
characteristics of low-cost SDRs drift over time, making
the conventional RFFI system unstable. Moreover, changing
another receiver for signal acquisition also results in serious
performance degradation. As only one receiver is involved
during training and inference, all the CNN models used in
this subsection are trained with the conventional scheme.
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TABLE 2: Summary of Experimental Evaluation

Section Purpose Training Data Test Data

5.2.1 The effect of receiver drift on RFFI
RTL-1 Day 1 RTL-1 Day 1, Day 2, Day 3, Day 4

N210-1 Day 1 N210-1 Day 1, Day 2, Day 3, Day 4

5.2.2 The effect of receiver change on
RFFI

RTL-1 Twenty SDRs

N210-1 Twenty SDRs

5.3.1 The effect of receiver-agnostic
training on receiver drift problem

RTL-1 to RTL-5 RTL-1 Day 1, Day 2, Day 3, Day 4

RTL-1, PLUTO-1, B200 -1, B200 mini-1, B210 -1 N210-1 Day 1, Day 2, Day 3, Day 4

5.3.2 The effect of receiver-agnostic
training on receiver change problem

RTL-1 to RTL-5 Twenty SDRs

RTL-1, PLUTO-1, B200 -1, B200 mini-1, B210 -1 Twenty SDRs

5.3.3 Impact of number of training
receivers

Different number of RTL-SDRs N210-1

Different number of SDRs of various models N210-1

5.3.4 The effect of fine-tuning
RTL-1 to RTL-5 Twenty SDRs

RTL-1, PLUTO-1, B200 -1, B200 mini-1, B210 -1 Twenty SDRs

5.3.5 Performance on low-end receivers
RTL-1, PLUTO-1, B200 -1, B200 mini-1, B210 -1 RTL-1 to RTL-9

PLUTO-1, B200 -1, B200 mini-1, B210-1, N210-1 RTL-1 to RTL-9

5.4.1 Collaborative RFFI in a balanced
SNR scenario

RTL-1 to RTL-5 Data from seven SDRs with various SNRs

RTL-1, PLUTO-1, B200 -1, B200 mini-1, B210 -1 Data from seven SDRs with various SNRs

5.4.2 Collaborative RFFI in an imbalanced
SNR scenario

RTL-1 to RTL-5 Data from N210-1 to N210-3

RTL-1, PLUTO-1, B200 -1, B200 mini-1, B210 -1 Data from N210-1 to N210-3

6.2 The effect of collaborative RFFI in
real environments RTL-1, PLUTO-1, B200 -1, B200 mini-1, B210 -1 Data collected at six locations

5.2.1 Receiver Drift
We select RTL-6 and N210-1 to represent low-end and high-
end SDR platforms, respectively, to study the receiver drift
problem. We specifically train two CNNs and test them with
the datasets collected on four continuous days:

• Training dataset from RTL-6 Day 1. Test datasets
from RTL-6 Day 1, Day 2, Day 3, and Day 4.

• Training dataset from N210-1 Day 1. Test datasets
from N210-1 Day 1, Day 2, Day 3, and Day 4.

The classification results are given in Fig. 8(a). It can be
observed that the CNN trained with N210-1 is relatively
stable over time, with its accuracy remaining nearly un-
changed during the four days. There are likely two reasons
for this result. Firstly, the transmitter and receiver loca-
tions are kept unchanged during all the collections, thus
the channel variation is not severe. Secondly, the stability
should also be attributed to the use of CFO compensation,
data augmentation, and channel-independent spectrogram.
More specifically, the CFO compensation prevents the per-
formance degradation caused by the frequency change of
transmitter oscillators [9]. While the data augmentation and
channel-independent spectrogram prevent the degradation
caused by the wireless channel changes [11].

In contrast, the performance of RTL-6 degrades seriously
by around 40% on Day 2, 3, and 4. The experimental settings
are exactly the same except for the receiver, therefore we
reckon the performance difference is due to the unstable
hardware characteristics of RTL-SDR. The features of RTL-6
on Day 2, 3, and 4 may be different from Day 1.

5.2.2 Receiver Change
As discussed in Section 2, using different receivers for
training and inference can lead to a sharp performance
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Fig. 8: Evaluation of the receiver drift problem. (a) Conven-
tional training. (b) Receiver-agnostic training.

decline. To study the receiver change problem, we made
the following evaluation:

• Training dataset from RTL-1. Test datasets from the
20 different SDR receivers.

• Training dataset from N210-1. Test datasets from the
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Fig. 9: Evaluation of the receiver change problem, the effect
of receiver-agnostic training, and fine-tuning. Test on 20
different receivers. (a) Conventional training. (b) Receiver-
agnostic training. (c) Receiver-agnostic training with fine-
tuning.

20 different SDR receivers.

As illustrated in Fig. 9(a), the accuracy is high only
when the same receiver is used for training and testing.
The CNN trained with RTL-1 performs poorly on other
receivers, especially on USRP B-series, i.e., B200, B200 mini,
and B210. The B200-1 leads to the worst result, with only
20% accuracy. It drops 70% compared to the result with RTL-
1. In comparison, the CNN trained with N210-1 performs
slightly better. Its performance does not degrade on N210-
2. This is likely because the receiver distortion of USRP
N210 devices is not severe as relatively expensive hardware
components are used. Therefore, N210-2 probably has simi-
lar hardware characteristics to the training receiver N210-1.
Beyond that, we can still observe a significant accuracy de-
cline in other SDR receivers, including the N210-3 from the
same model. This highlights the significance of designing
receiver-agnostic RFFI protocols.

5.3 Evaluation of Receiver-Agnostic Training

As discussed in Section 5.2, the drift of hardware character-
istics of low-cost receivers can compromise RFFI stability. In
addition, changing another receiver for RFFI also reduces
system performance. The receiver-agnostic training can mit-
igate performance reduction effectively. We train two CNN
models using homogeneous and heterogeneous adversarial
training strategies, respectively. Five training receivers are
involved unless otherwise stated. The training and test
configuration is emphasized in each individual subsection.

5.3.1 Effect on Receiver Drift
First, we evaluate the performance of receiver-agnostic
training on the receiver drift problem. The following evalu-
ation schemes were designed:

• Train with the homogeneous scheme (RTL-1 to RTL-
5). Test on RTL-6 and N210-1 for four consecutive
days.

• Train with the heterogeneous scheme (RTL-1,
PLUTO-1, B200-1, B200 mini-1, B210-1). Test on RTL-
6 and N210-1 for four consecutive days.

The results are given in Fig. 8(b). It can be observed that
the CNN trained with the heterogeneous scheme (blue bars)
performs well on all the test datasets. Moreover, we do not
observe any significant performance variation on the RTL-6
datasets collected over four continuous days, indicating that
the system is relatively stable after employing the receiver-
agnostic training. In contrast, the CNN trained with a ho-
mogeneous scheme is still unsatisfactory. In particular, its
performance drifts severely on RTL-6 datasets, from 47.6%
on Day 1 to 87.9% on Day 3. This is likely because the
hardware characteristic of RTL-6 is unstable, which has been
experimentally demonstrated and discussed in Section 5.2.1.
More specifically, the homogeneously trained CNN has
poor generalization ability and cannot generalize well to
Day 1 RTL-6 characteristics. Therefore, the heterogeneous
scheme is more recommendable, as the diversity of training
receivers leads to better generalization ability.

5.3.2 Effect on Receiver Change
The proposed receiver-agnostic training can mitigate the
performance degradation caused by receiver changes. In
other words, the CNN trained with receiver-agnostic train-
ing can be directly applied to new receivers that are not
included in the training process. The following evaluations
were conducted:

• Train with the homogeneous scheme (RTL-1 to RTL-
5). Test on the 20 different SDR receivers.

• Train with the heterogeneous scheme (RTL-1,
PLUTO-1, B200-1, B200 mini-1, and B210-1). Test on
the 20 different SDR receivers.

The results of receiver-agnostic training are presented
in Fig. 9(b). The accuracy of all test datasets is greatly
improved compared to the results of conventionally trained
CNNs in Fig. 9(a). The accuracy is always above 75% for the
CNN trained with the heterogeneous scheme. We can also
find that the heterogeneous training scheme performs better
than the homogeneous one, except on RTL-2 to RTL-5. The
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Fig. 10: The effect of the number of training receivers I on
RFFI performance. Test on N210-1, not included in the I
training receivers. Both homogeneous and heterogeneous
strategies are evaluated.

reason for the exception is that RTL-2 to RTL-5 are included
during homogeneous training but not in heterogeneous
training, as illustrated in Table 2. The CNN trained with
a homogeneous scheme does not generalize well to USRP B
series SDRs, i.e., B200, B200 mini, and B210, which is likely
because the hardware difference is huge among the training
RTL-SDRs and the testing USRP B-series SDRs.

5.3.3 Impact of the Number of Training Receivers

We train CNNs with different numbers of receivers both
for homogeneous and heterogeneous schemes. These CNNs
are then tested on N210-1 that is not included in the I
training receivers. As the result given in Fig. 10, in both
homogeneous and heterogeneous training, the classification
accuracy benefits from the increase in the number of training
receivers I . However, the improvement is marginal after I
reaches three. The heterogeneous scheme finally achieves
higher accuracy than the homogeneous one. Note that in the
heterogeneous setting, the slight performance degradation
when the number of training receivers increases from three
to five is likely caused by the training randomness intro-
duced during parameter initialization, optimization, etc.

5.3.4 Effect of Fine-Tuning

As revealed in Fig. 9(b), although the CNNs trained with a
receiver-agnostic scheme can be directly deployed on a new
receiver, they still cannot achieve satisfactory performance
in some cases. Fine-tuning the trained CNN model can
further improve the performance of new receivers. We use
20 packets from each DUT-SDR pair for fine-tuning and the
results are shown in Fig. 9(c). It is clear that fine-tuning leads
to significant improvements of up to 40% compared to the
results in Fig. 9(b). It was also found that the homogeneous
scheme still underperforms the heterogeneous counterpart
even after fine-tuning.

We further investigate the effect of the number of packets
used for fine-tuning. Three fine-tuning cases are evaluated:

• Fine-tune the CNN trained with a homogeneous
scheme. Training receivers are RTL-1 to RTL-5.

• Fine-tune the CNN trained with a heterogeneous
scheme. Training receivers are RTL-1, PLUTO-1,
B200-1, B200 mini-1, B210-1.

• Fine-tune the CNN trained with a conventional
scheme. The training receiver is B200-1.
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Fig. 11: The effect of the number of fine-tuning pack-
ets. Three training schemes are evaluated, namely homo-
geneous, heterogeneous, and conventional training. Fine-
tuning is not employed when the number of packets is zero.
(a) Test on B200-2. (b) Test on N210-1.

The test receivers for these cases are B200-2 and N210-1.
More specifically, we collect different amounts of packets
with B200-2 and N210-1 to fine-tune the CNNs and then
evaluate the performance after fine-tuning. Note that both
B200-2 and N210-1 are not included during the training
process of any cases, thus we are evaluating the RFFI
performance on new receivers.

The effect of the number of fine-tuning packets is il-
lustrated in Fig. 11. It can be seen that fine-tuning the
heterogeneously trained CNN requires the least number of
packets, i.e., less than 10, and can achieve the best perfor-
mance. For the B200-2 receiver, fine-tuning on the basis of
the conventional scheme requires fewer packets than the ho-
mogeneous scheme. The reason is the conventional scheme
uses the B200-1 for training, which has similar hardware
characteristics to the test receiver B200-2. This simplifies the
fine-tuning process. For the N210-1 receiver, fine-tuning on
the basis of both heterogeneous and homogeneous schemes
can reach above 95% accuracy with 10 packets, but a similar
accuracy cannot be achieved with a conventionally trained
CNN. In addition, more packets are required when fine-
tuning is performed on the basis of a conventional training
scheme. Taking into account the above analysis and discus-
sion, it can be concluded that fine-tuning on the basis of the
heterogeneous scheme is the optimal solution in terms of
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Fig. 12: The performance of receiver-agnostic NN on low-
end receivers, i.e., RTL-1 to RTL-9. Two heterogeneous train-
ing configurations are investigated but with different train-
ing receivers. The effect of fine-tuning is also investigated.
(a) Heterogeneous training. (b) Heterogeneous training with
fine-tuning.

performance and the number of required packets.

5.3.5 Performance on Low-End Receivers

This section focuses on investigating the performance of the
receiver-agnostic neural network on low-end receivers, i.e.,
RTL-SDRs. Two heterogeneous training configurations are
considered:

• Training receivers include RTL-1, PLUTO-1, B200-1,
B200 mini-1, B210-1. Test on RTL-1 to RTL-9.

• Training receivers include PLUTO-1, B200-1, B200
mini-1, B210-1, N210-1. Test on RTL-1 to RTL-9.

The difference between the two configurations is whether
the low-end RTL-SDRs are used during training. In the
second configuration, the RTL-series used for testing is not
present during training and therefore requires a stronger
generalization capability of the receiver-agnostic neural net-
work.

Fig. 12(a) illustrates the performance of the receiver-
agnostic neural network on RTL-1 to RTL-9. It can be
observed that the first training configuration (blue bars) per-
forms slightly better than the second one (green bars). The
reason is RTL-1 is included in the first training configuration
thus the trained neural network can better generalize to the
rest RTL-SDRs. For both configurations, an average accuracy
of approximately 80% can be achieved, and Fig. 12(b) shows
fine-tuning technique can further improve the performance
by almost 10%. Therefore, it can be concluded that the
RFFI system performs well on low-end receivers using the
proposed receiver-agnostic protocol.

5.3.6 Summary
In conclusion, receiver-agnostic training can effectively mit-
igate the performance degradation caused by receiver drift
and change. It is recommended to use a heterogeneous
scheme since better generalization ability can be achieved.
The RFFI performance degrades when a low-end RF front-
end is used for signal capturing, e.g., RTL-SDRs. The
results show that RFFI performance can be significantly
improved with less than 50 packets from each DUT-SDR
pair. Commercial IoT gateways are often equipped with a
microcontroller for decoding and management. And many
deep learning frameworks support on-device training on
microcontrollers, e.g., TensorFlow Lite. In addition, the IoT
gateways are often powered by mains but not batteries and
have a sufficient energy supply for fine-tuning. Therefore,
we believe the proposed fine-tuning technique can be ap-
plied to gateways with low-end RF front-ends to improve
identification performance.

5.4 Evaluation of Collaborative RFFI
In this subsection, the proposed collaborative RFFI scheme
is evaluated. Artificial AWGN is added to the test data to
emulate signals collected at various SNRs.

5.4.1 Balanced SNR Scenario
We first consider a simple case where the signals col-
lected by different receivers have the same SNR. In this
case, the adaptive fusion in (16) can be simplified as the
simple fusion in (15) since all receivers are assigned the
same weights. Seven SDRs that are not included during
the receiver-agnostic training are selected for evaluation,
namely PLUTO-2, B200-2, B200 mini-2, B210-2, N210-1,
N210-2, and N210-3. Then the CNN trained with the het-
erogeneous scheme is directly applied without fine-tuning.
The classification results are shown in Fig. 13. It can be
observed that the improvement becomes more significant
as more receivers get involved in collaborative inference.
When SNR is between 15-20 dB, the collaborative inference
using seven SDR receivers performs 20% better than using
an individual receiver.

5.4.2 Imbalanced SNR Scenario
A more common scenario in practice is that the SNRs of
packets collected by different LoRa receivers are different.
In this case, soft fusion and adaptive soft fusion may lead to
different results.

We employ N210-1 to N210-3 for evaluation. The SNR
of N210-3 was adjusted from 0 dB to 40 dB, while SNRs
of N210-1 and N210-2 are fixed to 10 dB and 20 dB, re-
spectively. The results are shown in Fig. 14. The accuracy
of N210-3 gradually increases with SNR. It reaches close to
100% when the SNR of N210-3 is over 35 dB. We also show
the average accuracy of N210-1 and N210-2 in the figure,
which is around 40% and 60%, respectively.

In this imbalanced SNR scenario, both soft fusion and
adaptive soft fusion schemes are effective when the SNR
of N210-3 is below 25 dB. Their accuracy is always higher
than any individual receiver. However, we can also see that
adaptive soft fusion is less effective when the SNR of N210-
3 is over 25 dB. The reason is the SNR of N210-3 is high and
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Fig. 13: Collaborative RFFI in a balanced SNR scenario. In
this case, soft fusion is equivalent to adaptive soft fusion.
The CNN is trained with a heterogeneous strategy with-
out fine-tuning. Test on seven SDR receivers that are not
included during training.
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Fig. 14: Collaborative RFFI in an imbalanced SNR scenario.
Three SDR receivers not included during training are used.
The SNR of N210-3 is adjusted from 0 dB to 40 dB, while
N210-1 and N210-2 are fixed at 10 dB and 20 dB, respec-
tively.

the inferences from N210-1 and N210-2 are assigned very
low weights. Compared to the adaptive soft fusion, when
the SNR of N210-3 is over 25 dB, the soft fusion scheme
without weighting leads to even lower accuracy than N210-
3 itself. This indicates assigning weights according to SNR is
necessary for the collaborative RFFI, thus the adaptive soft
fusion scheme is recommended.

6 A HYBRID RFFI PROTOCOL AND EVALUATION
IN A REAL SCENARIO

In this section, a more practical RFFI testbed is estab-
lished for evaluation. More specifically, three SDRs were
positioned within an office building, collecting LoRa pack-
ets concurrently and executing collaborative inference to
identify LoRa devices. To further enhance the system’s
performance, we combine the designed receiver-agnostic
and collaborative scheme with other techniques, i.e., online
augmentation and multi-packet inference proposed in our
previous work [31] to construct a hybrid RFFI protocol.

6.1 A Hybrid RFFI Protocol

A hybrid RFFI protocol, which is resilient to noise con-
tamination and receiver changes, has been designed for
challenging RFFI working conditions. The receiver-agnostic
RFFI scheme discussed in Section 3 and Section 4 focuses
on solving the receiver problem and is not optimized for
low-SNR scenarios. The RFFI system identifies devices by
analyzing distortions caused by hardware imperfections.
However, these distortions are subtle and difficult to detect
in the received signal. This task is particularly challenging
when the SNR is low, as the noise largely corrupts the distor-
tion. In Section 5.4, collaborative inference has been proven
to be an effective approach for mitigating noise corruption.
To further enhance the system’s ability to withstand noise
interference, we additionally integrated online augmenta-
tion and multi-packet inference techniques proposed in [31]
to create a hybrid RFFI protocol.

6.1.1 Online Augmentation

The online augmentation is an upgrade to the data aug-
mentation module described in Section 3.3 and Section 4.3.
In a nutshell, it is implemented by adding various levels
of artificial noise to the mini-batches during training. The
online approach is more effective than directly injecting
noise into the dataset as described in Section 3.3, i.e., an
offline manner, since it allows the neural network to learn a
wider range of noisy signals during the training procedure.

6.1.2 Multi-Packet Inference

Multi-packet inference is another approach to withstand
noise contamination as proposed in [31]. It is achieved by
averaging the predictions for multiple wireless packets. The
prediction p̂j at receiver j is mathematically given as

p̂j =
1

D

D∑
d=1

p̂j
d (22)

where p̂j
d is the prediction for the dth packet with the same

decoded transmitter address. D is the total number of pack-
ets involved in the multi-packet inference. This technique
is lightweight and can be seamlessly combined with the
receiver-agnostic and collaborative RFFI protocol.

6.2 Experimental Setup

6.2.1 Data Collection Settings

The floor plan of the experimental environment is given in
Fig. 15. Three SDR receivers are used, i.e., N210-1, N210-
2, and N210-3. N210-1 is placed in an office while N210-
2 and N210-3 are placed in another meeting room. The
LoRa DUTs are in turn located at six locations A-F. More
specifically, we run the three SDR receivers concurrently
to collect 300 packets from each DUT-SDR pair at one
location and then repeat the collection after moving the
DUTs to the next location. The average estimated SNRs of
the collected packets at Locations A-F are shown in Fig. 16.
It demonstrates that the estimated SNRs at Locations E and
F are as low as 10 dB, implying that the hybrid RFFI protocol
is needed to withstand noise contamination.
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6.2.2 Training Configurations
We use the CNN trained with the heterogeneous scheme for
evaluation. The training dataset and hyperparameters are
exactly the same as those described in Section 5.1.4. The only
difference is that online augmentation is utilized during
training to increase noise robustness. It is worth noting that
the training data is collected in a residential room in an LOS
scenario, which is different from the test environments.

6.3 Experimental Results
The performance of the hybrid RFFI protocol is demon-
strated in Fig. 17. In terms of general trends, the identi-
fication accuracy gradually decreases as the transmitter is
placed further away from the SDRs, i.e., Locations A to F. As
shown in Fig. 17(a), the accuracy of an individual receiver,
e.g., N210-1, drops from 100% (Location A) to around 40%
(Location F). The main reason is that the average SNR
descends from 50 dB at Location A to 10 dB at Location F, as
illustrated in Fig. 16. Therefore, it is necessary to employ the
hybrid RFFI protocol introduced in Section 6.1 to enhance
identification performance.

The hybrid RFFI protocol leverages three techniques
to withstand noise contamination, namely online augmen-
tation, collaborative inference, and multi-packet inference.
The results in Fig. 17(b) are achieved by utilizing online
augmentation, which has roughly 10% improvement for
an individual receiver as shown in Fig. 17(a). This demon-
strates that online augmentation can effectively improve the
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Fig. 17: The performance of the hybrid RFFI system. The
DUTs are in turn placed at six locations. The SNR values
at locations E and F are down to 10 dB. The CNN trained
with a heterogeneous scheme is used without fine-tuning.
(a) Offline augmentation is used. (b) Online augmentation
is used.

noise robustness of the neural network. Figs. 17(a) and 17(b)
show that the proposed collaborative inference scheme can
further improve the identification accuracy by around 10%.
For example, as shown in Fig 17(b), the accuracy is increased
from around 60% to 70% at Location F when collaborative
inference is applied. Additionally, the performance can be
enhanced by up to 20% through employing the multi-packet
inference method outlined in Section 6.1.2. The results indi-
cate that involving only five packets during inference, i.e.,
D=5, can lead to a significant improvement.

In summary, the hybrid RFFI protocol extensively in-
creases the identification accuracy, particularly in the low-
SNR scenarios. As shown in Fig. 17(a), an individual re-
ceiver only achieves around 50% accuracy when the trans-
mitters are positioned at location F. After leveraging the
techniques of online augmentation, collaborative, and multi-
packet inference, the accuracy is increased to approximately
90%, as depicted in Fig. 17(b). This indicates that a total
performance improvement of 40% can be achieved through
the implementation of the hybrid RFFI protocol.



16

7 RELATED WORKS

In recent years, RFFI has benefited greatly from the fast de-
velopment of deep learning techniques. Most deep learning-
based RFFI studies are devoted to leveraging advanced
neural network models to better extract transmitter im-
pairments. These models include CNN [5]–[17], [19], [22]–
[25], [27], [28], [40], LSTM [9], [12], [22], [26], and multiple
layer perceptron (MLP) [8], [9], [12], gated recurrent unit
(GRU) models [12], etc. These models are effective in im-
proving identification performance, however, there are still
challenges that are overlooked in previous studies.

One challenge is that RFFI systems are affected by the
receiver hardware characteristics as the captured physical
layer signal is distorted by the receiver chain. To the best
of the authors’ knowledge, there have been few studies
investigating the receiver effects. Zhang et al. [5] revealed
how the change of receiver characteristics affects the RFFI
performance, but the work is mostly simulation-based and
does not present a countermeasure. Merchant et al. [41]
undertook experiments using high-end receivers and ob-
served the performance degradation caused by the receiver
effect. However, the low-end receivers are not investigated.
Elmaghbub et al. [27] experimentally revealed that using
different receivers during training and inference degrades
system performance, but no solutions are designed.

Leveraging multiple receivers in RFFI can enhance sys-
tem performance. To the authors’ best knowledge, there are
only two papers that have investigated the RFFI using mul-
tiple receivers/antennas [18], [32]. Andrews et al. [32] have
investigated how to combine the observations from multiple
antennas and compared three combination methods, but
it is based on traditional frequency features and is not
available in deep learning-based RFFI systems. He et al. [18]
employed a support vector machine (SVM), MLP, and LSTM
to fuse the extracted decomposed features and compared the
fusion performance. However, it is mainly based on sim-
ulation with limited experimental results. A collaborative
RFFI scheme for deep learning-based approaches needs to
be designed and experimentally evaluated.

8 CONCLUSIONS

In this paper, a receiver-agnostic and collaborative RFFI
scheme is proposed, and LoRa/LoRaWAN is used as a
case study for experimental evaluation. Experiments were
conducted with ten COTS LoRa DUTs and 20 SDR receivers
in both residential and office building environments. The
results show that conventional deep learning-based RFFI
systems are seriously affected by the changes in receiver
hardware characteristics. We experimentally find that the
performance of an RFFI system implemented with low-cost
SDR receivers (RTL-SDR) drops by up to 40% over four
continuous days. This may be due to the unstable character-
istics of the hardware components in the RTL-SDR. We also
find that changing a new SDR for signal collection results
in a sharp decline in identification accuracy, up to 70% in
some cases. To make the neural network receiver-agnostic,
we leverage an adversarial approach during its training pro-
cess. More specifically, a gradient reversal layer is employed
to guide the neural network to learn receiver-independent
features. We evaluate the receiver-agnostic neural network

with 20 different SDR receivers and the identification per-
formance is always maintained above 75%. Fine-tuning can
be done by slightly adjusting the parameters of the neural
network using a few collected packets, which can further
improve the performance of the receiver-agnostic neural
network. The experimental results show that fine-tuning
can lead to up to 40% accuracy improvement. Collabora-
tive RFFI with multiple receivers can enhance identification
performance. The predictions made by individual receivers
can be fused by weighted averaging. The results show
that the collaborative RFFI can increase the identification
accuracy by up to 20%. Finally, a more realistic experiment is
conducted by deploying three USRP N210 SDRs in an office
building. The receiver-agnostic neural network performs
well on these SDRs and the collaborative inference can
improve the identification accuracy by 10%. Future work
should focus on improving identification performance in
low-SNR, long-distance, and strong-multipath scenarios.
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