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Abstract—Physical-layer key generation (PKG) based on wire-
less channels is a lightweight technique to establish secure keys
between legitimate communication nodes. Recently, intelligent
reflecting surfaces (IRSs) have been leveraged to enhance the
performance of PKG in terms of secret key rate (SKR), as it can
reconfigure the wireless propagation environment and introduce
more channel randomness. In this paper, we investigate an IRS-
assisted PKG system, taking into account the channel spatial
correlation at both the base station (BS) and the IRS. Based
on the considered system model, the closed-form expression of
SKR is derived analytically. Aiming to maximize the SKR, a
joint design problem of the BS’s precoding matrix and the
IRS’s reflecting coefficient vector is formulated. To address this
high-dimensional non-convex optimization problem, we propose a
novel unsupervised deep neural network (DNN) based algorithm
with a simple structure. Different from most previous works
that adopt the iterative optimization to solve the problem, the
proposed DNN based algorithm directly obtains the BS precoding
and IRS phase shifts as the output of the DNN. Simulation results
reveal that the proposed DNN-based algorithm outperforms the
benchmark methods with regard to SKR.

Index Terms—Physical-layer key generation, intelligent reflect-
ing surfaces, deep neural network

I. INTRODUCTION

Along with the surge in data traffic envisioned by sixth
generation (6G) communication, data security risks emerge
due to the broadcast nature of wireless transmissions [1]. In
this context, physical-layer key generation (PKG) has been
proposed as a promising technique that does not rely on
conventional cryptographic approaches and is information-
theoretically secure [2]. PKG utilizes the reciprocity of wire-
less channels during the channel coherent time to generate
symmetric keys from bidirectional channel probings. The spa-
tial decorrelation and channel randomness ensure the security
of the generated keys.

However, PKG faces serious challenges in harsh prop-
agation environments. The transmission link between two
legitimate nodes may experience non-line-of-sight (NLOS)
propagation conditions. In this case, the channel estimation
will suffer from a low signal-to-noise ratio (SNR), resulting
in a low secret key rate (SKR). Besides, in a quasi-static
environment that lacks randomness, the achievable SKR is
limited due to low channel entropy [2].

To address these challenges, a new paradigm, called intel-
ligent reflecting surface (IRS), offers attractive solutions [3]-
[5]. IRS consists of low-cost passive reflecting elements that
can dynamically adjust their amplitudes and/or phases to
reconfigure the wireless propagation environments [6]. The
reflection channels provided by IRS are capable of enhancing
the received signals at legitimate users and introducing rich
channel randomness. The work in [3] improved the SKR of
an IRS-aided single-antenna system by randomly configuring
the IRS’s phase shifts, in which closed-form expressions of
the lower and upper bounds of the SKR were provided. In [4],
the IRS reflecting coefficients were optimized to maximize the
minimum achievable SKR. Successive convex approximation
was adopted to address the non-convex optimization objective.
In [5], the authors considered a multi-user scenario and de-
signed IRS phase shifts to maximize the sum SKR. Generally,
the optimal configuration of IRS is a complex non-convex
optimization problem and requires iterative optimization. This
problem is exacerbated in multi-antenna systems that require
a joint design of multi-antenna precoding and IRS phase
shifting.

Recently, machine learning has emerged as one of the key
techniques of 6G and has been employed to address mathemat-
ically intractable non-convex optimization problems [7]. There
have been several works [8], [9] leveraging machine learning
to optimize IRS reflecting beamforming with the aim of max-
imizing downlink transmission rates. A recent work [10] pro-
posed a machine learning based adaptive quantization method
to balance key generation rate and bit disagreement ratio in an
IRS-aided single-antenna system. Up to now, the employment
of machine learning to jointly optimize BS precoding and IRS
reflecting coefficient vector in an IRS-aided PKG system has
not been investigated yet.

To the best of our knowledge, this is the first attempt to
exploit machine learning in PKG for an IRS-assisted multi-
antenna system. Our major contributions are summarized as
follows:

e We propose a new PKG framework for an IRS-assisted
multi-antenna system and derive the closed-form expres-
sion of SKR.

o The optimization problem of SKR maximization is for-
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Fig. 1. System model.

mulated and a water-filling algorithm based baseline
solution is developed.

o We novelly propose to obtain the optimal configuration
of BS precoding and IRS phase shifting by using un-
supervised deep neural networks (DNNs), referred to as
“PKG-Net”. Simulations demonstrate that the proposed
PKG-Net can achieve a higher SKR than other benchmark
methods.

Notations: In this paper, scalars are represented by italic
letters, vectors by boldface lower-case letters, and matrices
by boldface upper-case letters. V7, VH and V* are the
transpose, conjugate transpose and conjugate of a matrix V,
respectively. E{-} is the statistical expectation. mod (-) and
|| denote modulus operator and floor function, respectively.
[V];,; denotes the (i, j)-th element of a matrix V. CA (p, 0%)
represents a circularly symmetric complex Gaussian distribu-
tion with mean p and variance 2. diag(v) is a diagonal matrix
with the entries of v on its main diagonal and vec(V) is the
vectorization of a matrix V. ||-||r denotes the Frobenius norm.
® and ® are the Hadamard product and Kronecker product,
respectively.

II. SYSTEM MODEL
A. System Overview

We consider a narrowband scenario as shown in Fig. 1,
which contains a multi-antenna BS, Alice, a single-antenna
user equipment (UE), Bob, and an IRS. We assume that the
BS is a uniform linear array with M antennas, and the IRS
is a uniform planar array, which consists of L = Ly X Ly
passive reflecting elements with Ly elements per row and Ly
elements per column. To secure the communication, Alice and
Bob perform PKG with the assistance of the IRS.

As shown in Fig. 1, the PKG protocol consists of two
phases: channel probing and key agreement. During the
channel probing phase, Alice and Bob perform bidirectional
channel measurements by transmitting pilot signals to each
other. We assume a time-division duplexing (TDD) protocol,
and thus Alice and Bob can observe reciprocal channel in-
formation. During the key agreement phase, Alice and Bob
quantize the channel observations into binary key bits. Then
the disagreed key bits are corrected by information reconcil-
iation and the leaked information is eliminated by privacy

amplification [2]. In this paper, we focus on the channel
probing phase.

B. Channel Model

We denote the BS-IRS, IRS-UE and BS-UE channels by
G € CM*L f ¢ CE*! and h € CM>*!, respectively. In prac-
tice, there exist spatial correlations among BS antennas and
IRS elements. For simplicity, we adopt the spatial correlation
model in isotropic scattering environments [11]. The (n,m)-th
element of the spatial correlation matrix at the IRS is given
by [11]

sin( 2% [u, — |2
[Rl]nm_ Qﬂ—/\” || )a 7m_]—7 '~7L7 (1)
THun um||2

where ) is the wavelength, and u,, denotes the location of the
n-th element and is computed as u,, = [0, y, A, znA]T, where
yn = mod (n—1,Ly) and z, = |(n — 1)/Ly| are the hor-
izontal and vertical indices of the n-th element, respectively,
and A is the element spacing. The spatial correlation matrix
at the BS is represented by Rp with the (n,m)-th element
given by

[RB]m,n = 77|7n—n|7 (2)

where 7 is the correlation coefficient among BS antennas [12].
Then the channels can be described as

G =RY’GR}"?, 3)
f =Ry, (4)
h = RY’h, (5)

where G € CM*L f ¢ CLX1 and h € CM*! consist of
uncorrelated elements CN(0, Bg), CN (0, 5¢) and CN(0, By),
respectively, where Bg, fr and [y are the path loss of the
BS-IRS, IRS-UE and BS-UE channels, respectively.

C. IRS Assisted Channel Probing

The channel probing is composed of bidirectional measure-
ments, i.e., uplink and downlink probings.

1) Uplink Channel Probing: During the uplink phase, Bob
transmits a pilot signal s, € C'*! to Alice. The received
signal at Alice is given by

Vo =V P (h+ GOf)s, +n,, (6)
where y, € CMX! P, is the transmit power of Bob,

© = diag (e7%,e7%, ..., e/%) denotes the IRS reflecting-
coefficient matrix with 6; € [0,2n] for the I-th element and
n, € CM*! is the complex Gaussian noise vector at Alice.
Then Alice applies the precoding matrix P € CM*M o y,
and obtains

Yo = VBPT (h+ GOf) s, + P'n,. @)

After the least square (LS) channel estimation,
channel is estimated as

Yo = VPP (h+ GOf) + P'n,s. ®)

the uplink



2) Downlink Channel Probing: During the downlink phase,
Alice transmits a pilot signal of length M, S; € CM*M | with
SHS, = I, to Bob. The received signal at Bob is given by

vy = (h+ GOf) PSY +n,, 9)

where y, € CY*M n, € C*M is the complex Gaussian
noise vector at Bob. After LS channel estimation, the downlink
channel is estimated as

¥y = (h+ GOf)T PSYS, (S48, +n,S, (848,) ™"

=(h+ GO P +n,S,. (10)
Then Bob transposes y;, and obtains
y. =P? (h+ GOf) +Sin]. (11

III. SECRET KEY RATE

In this paper, we assume that the passive Eve is far away
from both Alice and Bob and the eavesdropping channels
are independent of the channels between Alice and Bob [2].
The scenario with correlated eavesdropping channels will be
investigated in our future work. Under this assumption, the
SKR can be calculated by the mutual information of legitimate
nodes’ channel estimations as follows:

I (iavyl?) = H(ya) +H (?bT) —H (?a:?bT) >

where I(X;Y) denotes the mutual information between ran-
dom variables X and Y, and H () denotes differential entropy.

To facilitate further derivations, we introduce cascaded
channel h, € CM(E+Dx1 which is given by

12)

h. = vec([h Gdiag(f)]). (13)

Then the combined channel can be expressed in a compact
form:

h+ GOf Y [h Gdiag(f)] M ©@T21y)h, (14

where 8 = [[©]11, (@22, ,[©]..]". 6 = [1,87]", (a)

holds because diag(@)f = diag(f)0 and (b) holds because

vec(XYZ) = (ZT ® X)vec(Y). Plugging (14) into (8) and
(11), we have

Vo= VP (67 2 PT) b+ PTn,s,

~ T

- /P, (9 ® P) h, + PTn,s, (15)

ST 0 T T.T

yI = (0®P) h, +STn?. (16)

Theorem 1: The SKR of the IRS assisted multi-antenna
system is given by

~ ~T |PbRZ + 52PTP*| |RZ + 521M|
I (}’a; Yy ) = log, ,
[Fy0°Ry, + 62PTP* (Ry, + 0Ly )|
(17

where 62 is the Gaussian noise power and Rz =

(5@ P)TRC (5@ P)* with

BuRp o”
= . 1
R, { 0  BuBiRi© R ® Ry (18)
Proof: See Appendix A. [ |

In this paper, we aim to maximize the SKR by jointly
optimizing the BS precoding matrix of P and the IRS reflect-
ing coefficient vector of 6. The channel spatial covariance
is assumed to be known by the BS [13]. Accordingly, the
optimization problem is formulated as

~ .NT
(P1) max INCA (19)
st. Tr (PPY) = P, M, (19a)
|[®]l’l|:1,l:1,2,'” ,La (l9b)

where P, is the transmit power of Alice.

IV. BASELINE SOLUTION

The original optimization problem is a high-dimensional
non-convex problem, which is difficult to solve with conven-
tional optimization methods. For ease of further simplification,
we rewrite I (yq;y7 ) as
I (y(ﬁle) =
| |P,0 PTREP*+6*PTP*| |62PTRpP* +5°1 |
82 | [p,6262PT R P* +02PTP* (652 PTRpP* 1 62L,)] )’

(20)

where 5,% = Bu + BaPrOf (R; ® Ry)0. We further rewrite

P as P = P,P., where P, is a normalized matrix. Then
I (ya;yi) can be derived as

1 (yavyg) =
’PbPaé,QLf{z +62P,P. TP

Pa(;;%ﬁz + 52IM‘

log — =

[02P, Pt Ry, + 62P, PPy (Padi Ry + 071y )|
(2D

where ﬁz = PeTRBP;f. To facilitate further optimization, we

approximate P.” P.* as I); in the noise term. Accordingly,

I (ya;¥F) is approximated as

I (?a;yg) =
Py P.0 Ry + 52PaIM’

Paéiﬁz + 5211\/[‘

log, - (22)

(2P, Pad3 Ry + 6P, (PudiRz + 071y )|
After Cholesky factorization, we have
~ H
R, = PIRy” (Ry*) P
H H H
_ <(R]13/2) P;‘) ((R}B/?) P;j) @3
Then we perform the following eigenvalue decomposition:

(R}?/ 2) "pr_uau®, 24)



where A = diag(p1,pa, ..., pa) with the eigenvalues sorted
ill descending order. Substituting (23) and (24) into (22),
I(ya;¥l) can be rewritten as (25), which is shown at the
top of the next page.

Lemma 1: T (?a;%jj) is maximized when all the IRS
reflecting elements have the same phase configuration, i.e.,

0; =0;,Yi # j.
Proof: Due to the space limitation, the proof will be given
in the extended journal version. [ |

Following Lemma 1, we set §; = 0;,Vi # j and have
L L
5;21 = 5h + ﬂcﬁf Zi=1 Zj:l [RI © Rl]i,j'

We  further  perform  eigenvalue  decomposition
on Rp and obtain Rp = UgAp Ug ,  where
Ap = diag(pp,1,pB2,---,pB,Mm) With the eigenvalues

sorted in descending order. The optimal A can be obtained
by solving the following optimization problem:

S (PyPadiyp? + 8% Fa) (Pudip? +07)
Z log,
i=1

62PyP,63p? + 62P262p? + 6*P,
(26)

(P2) max
Pi

(26a)

where (26a) comes from the constraint Tr (P.PY) =
Tr(Ag'A?) = M. (P2) can be solved by using water-filling
algorithm [14], the details of which are omitted here due to
limited space. Denoting the optimal A obtained from (P2) by
A°PY, the corresponding P, can be compl*lted from (24) and

expressed as PoP* = (R Y2 AePtUH ) | Notice that popt
is suboptimal to the original optimization problem (P1) due
to the approximation in (22).

V. PROPOSED MACHINE LEARNING BASED METHOD

The baseline solution is an iterative algorithm with a
complex structure. In this section, we propose to directly
solve (P1) using DNNs. More specifically, we aim to train a
DNN to learn the mapping relationship between the location
information of Bob and the optimal P and 6 that maximize
the SKR.

The structure of the proposed PKG-Net is shown in Fig. 2.
In particular, the input is the location information of Bob
(2, Yb, 2), Which is a 3 x 1 tensor. Then two fully connected
(FC) layers are adopted as hidden layers for feature extraction
with ReLu as the activation function. The output layer consists
of two FC layers. Since neural networks only support real-
valued outputs, the first 2 x M x M FC layer outputs a
real-valued tensor pl € R2M*x1 and the second 2 x L FC
layer outputs a real-valued tensor @ € R2E*1. To obtain the
precoding matrix and satisfy the total power constraint, the first
normalization layer converts p toa complex-valued matrix P
and performs the following normalization step:

P

P—MP,——.
1PI%

27

Similarly, to satisfy the unit modulus constraint, the second
normalization layer performs

/ ’

0, , 0.1

2 ; T 2 2
VO + (00" )+ ()
During the training phase, the PKG-Net learns to update
its parameters in an unsupervised manner. The goal is to
maximize the SKR, namely, minimize the following loss
function:

0, = VL (28)

1 K
Lioss = _? kZ=1 I (ya,k;yg:k) )

(29)

where K is the number of training samples, and y,  and be,k
are the channel estimations in the k-th training. It is clear that
the smaller the loss function, the higher the average SKR. The
DNN is updated using the stochastic gradient descent method
and implemented by Adam optimizer with a learning rate of
0.001. The training phase is performed offline, and thus the
computational complexity is less a concern.

During the online inference phase, the BS directly designs
the precoding matrix and IRS reflecting coefficients according
to the output of the trained neural network as soon as it gets
the location information of Bob.

VI. SIMULATION RESULTS

In this section, we numerically evaluate the SKR perfor-
mance of the proposed PKG-Net in comparison with the
benchmark methods.

A. Simulation Setup

The coordinates of the BS and the IRS in meters are set
as (5, -35, 0) and (0, 0, 0), respectively. The large-scale path
loss in dB is computed by

Bi = Bo — 10c;log,, (d/do) ,

where 5y = —30 dB is the path loss at the reference distance,
do = 1 m is the reference distance, d is the transmission
distance, and «; is the path-loss exponent. For the direct link,
ie., ¢ = h, we set a; = 3.67; for the reflecting links, i.e.,
i = G or f, we set o; = 2. The noise power is set to 6 =
—90 dBm. The IRS is assumed to be a uniform square array,
i.e., Ly = Lvy. Unless otherwise specified, the default spatial
correlation coefficient at the BS is set to 7 = 0.3 and the IRS
element spacing is half a wavelength, i.e., A = % We assume
that the uplink and downlink channel probings use the same
transmit power, i.e., P, = P, = P.

During the training of the proposed PKG-Net, the UE loca-
tion is uniformly distributed in the zy-plane with = € [5, 15]
and y € [5,15] to achieve generalization ability to various UE
locations. Each hidden layer of the PKG-Net has 200 neurons.
We train the neural network with 100 epochs. In each epoch,
1000 random UE locations are used as training samples with
a batch size of 100.

We compare the proposed PKG-Net with the following
benchmark methods:

(30)
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Fig. 2. Structure of the proposed PKG-Net.
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o Baseline solution: Represent the water-filling algorithm
based solution proposed in Section I'V.

o Random configuration: Represent a non-optimized
scheme, where both the precoding matrix P and the IRS
reflecting coefficient vector € are randomly configured.

B. Results

In the following numerical evaluation, the UE location is
set as (xp, yp, 25) = (10, 10,0) unless otherwise stated.

In Fig. 3, we show the effect of the number of antennas on
the SKR. First, it is observed that the SKR increases linearly
with the number of antennas, as more antennas introduce more
sub-channels to extract secure keys. Moreover, we can see
that regardless of the number of antennas, the proposed PKG-
Net achieves a higher SKR than the two benchmark methods,
demonstrating the effectiveness of the proposed DNN-based
algorithm. The gap in terms of SKR between the proposed
PKG-Net and other benchmark methods increases with the
number of antennas, indicating that using more antennas
requires a more sophisticated design of BS precoding.
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Fig. 5. SKR versus P with M =4 and L = 25.

Fig. 4 illustrates the effect of the number of IRS elements
on the SKR. As can be observed, the SKR monotonically
increases with the number of IRS elements, since more IRS
elements provide more reflection links that improve the re-
ceived signals during channel probings. It is noticed that the
SKR gain of increasing IRS elements is not as significant as
that of increasing BS antennas. This is because in the proposed
PKG system, the downlink pilot length is proportional to the
number of antennas. It is expected to achieve a higher SKR
when the entire cascaded channel is estimated with a minimum
pilot length of M (L + 1), which requires a new design of IRS
phase shifting and will be of interest in our future work.

In Fig. 5, the SKR versus the transmit power is displayed. It
is shown that the SKR monotonically increases with the trans-
mit power for all the considered optimization methods, which
is straightforward due to the fact that a higher transmit power
leads to a higher SNR, thereby improving the reciprocity of
channel observations at Alice and Bob.

Fig. 6 shows the SKR versus the spatial correlation co-
efficient at the BS for different UE locations. We can see
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that the SKR monotonically decreases with the correlation
coefficient, which illustrates that the existence of spatial cor-
relation degrades the performance of PKG in terms of SKR.
In comparison with the benchmark methods, the proposed
PKG-Net can effectively design the BS precoding and IRS
phase shifting under different spatial correlation conditions.
Interestingly, when the correlation coefficient increases, the
SKR gain of the proposed PKG-Net becomes more significant
compared to the baseline solution. Furthermore, the proposed
PKG-Net shows good generalization to UE locations.

VII. CONCLUSION

In this paper, we have studied the PKG in an IRS-
assisted multi-antenna system. We have developed a new
PKG framework and derived the closed-form expression of
SKR. To maximize the SKR, we proposed a novel DNN-
based algorithm, PKG-Net, to jointly configure the precoding
matrix at the BS and the reflecting coefficient vector at
the IRS. Simulation results show that under various system
parameters, the proposed PKG-Net achieves a higher SKR
than the benchmark methods. Additionally, it is observed that
the spatial correlation among BS antennas degrades the PKG
performance in terms of SKR, and that the proposed PKG-Net
can address the spatial correlation more effectively than other
benchmark methods. In our future work, we will extend the
proposed PKG system to a multi-user scenario and solve the
multi-user precoding problem.

APPENDIX A
PROOF OF THEOREM 1

Following [13], (12) can be further derived as
1(Ya;¥5 ) =H (o) +H(y;) = H (Yo V3 )

R,.||R
g, (IRl el )

—_— 31
‘Ra’bl ( )

where

R, =E{7.57)} =P, (5@ P)TRC (5@ P)* + 62PTP,
(32)

R, =E{y%} = (62P) R.(GeP) +5Ly. (3

and

_ Ra Ra,b
R(L,b - |:Rb,a Rb :| ’ (34)
R o”
here R, = E{h,h?)} = PnRp
where {bchcT) [ 0 PafRi©Ri®Rp
and
~ T ~ *
Rup = Ryo = E{7.7.} = VDo (0 ® P) R. (9 ® P) .

(35)
This completes the proof.
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