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Figure 5. 1: National Grid Company Substation Simulator 

simulator via a dat a acquisition system, store this data in the National Grid 

Information Management Unit (IMU) database, and provide online display of 

data, historical dat a querying, data analysis and documentat ion managem nt 

services to users via a human-machine interface. 

The prot otype is implemented using the JADE multi-agent systems 

toolkit[95] . The reasoning engines of the agents are implemented using a Prolog 

interpreter l with a J ava interface. FIPA SL expressions (queries and r qu st ) 

may be converted into P rolog expressions in a relatively simpl mann r a both 

are based on first-order logic, and the main difference lies in the yntax (al­

though FIPA SL has modal expressions and frames which are not implement d 

by Prolog) . 

5.2 System Architecture and Agents 

The information management system, shown in Figure 5. 2 u e the g n ri 

archit ect ure described elsewhere in this thesis. However the gen ri da a log­

ging dat abase has been replaced by t he Information Manag ment nit (H\I ), 

1 AMZI P rolog (http ://www.amzi.com). 
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5.2 System Architecture and Agents 14i 

which performs the same functions but represents the actual system to be 

installed in National Grid Company substations. The IMU is based on a :\Ii­

crosoft SQL Server database, and has a Web service interface ,yhich allO\y:-; 

other programs to use the Simple Object Access Protocol (SOAP), a "'orld 

Wide Web Consortium standard, over Hypertext Transfer Protocol (HTTP) 

to insert data into the IMU or to perform queries. The component of the I~IU 

used to acquire data is the Data Recording Service (DRS), and that used to 

query the IMU is known as the Query Service. There is also a second interface 

to the IMU via the Microsoft .NET Remoting protocol. 

Human 
Machine 
Interface 

Information 
Management 

IMU 

S stem 

Acquisition 
System 

Substation 
Simulator 

Figure 5.2: Overall Structure of System 

Figure 5.3 shows the architecture of the information management s:vstelll, 

based around the IMU system. Data is gathered from the substation simulator 

by a data acquisition PC, and stored into the IMU. The IMU is managed b,' 

its own agent, the IMU agent, which is based on the database agent described 

th d· am are as gi,'en on the 
. St' 3 1 The other agents shown on e mgr III ec IOn ., 

d 'b d' Chapters 2 and 3, Ho\\,-
architecture diagram of Figure 2.7 and escn e III ' 
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Figure 5.3: Information Management Agent System Architecture 

ever, the mobile server (MS) agent has been omitted, as no mobile servers are 

available in the prototype implementation. Also, there are currently no task 

agents present in the prototype. 

Because the IMU is only a database, it is not possible to control the system 

via the IMU. Also, it does not provide any means to automatically notify a 

subscriber when data in the database is updated. This means that it is difficult 

to support event-driven updating, for example, the FIPA subscribe protocol, 

using the IMU. Therefore, the agent-based data acquisition and control system 

shown in Figure 5.4, which uses the architecture described in Section 2.2, is 

used for control and event-based data updates. 

The system contains only a single lED, the data acquisition PC s)'stem. 

Although this PC contains several I/O cards, it communicates with the multi­

agent system over a TCP /IP connection, and it is simpler to treat the PC as 

a single device. Therefore only one device agent (represented in Figure :),.J 

by "DAQ Agent") is present in the system. There are multiple plant ;lgf'llts 
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DRS = Data Recording Service 
DB = Database 
Doc. = Document 
IMU = Information Management Unit 
Onto. = Ontology 

~ 
~ 

IMU 

DRS 

Data from 
simulator 

Figure 5.4: Data Acquisition Agent System Architecture 

1-19 

(in a complete system one for each item of plant, however, in the current 

prototype only three have been implemented), co-located with the device agent 

and acquiring data by communicating with it. These agents are capable of 

passing information to the user interface agent, and of carrying out control 

commands sent to them. 

5.2.1 Information Management System Agents 

The information management system consists of database agents (as de­

scribed in Section 3.1), an IMU agent for communication with the HvIU, user 

interface agents and mobile agents. In addition, broker or task-oriented agents 

may be used to provide specific services. Further detail on the implementation 

of these agents is provided by Appendix B, and the format of the configuration 

files used is described in Appendix C. 

Database Agents There are three database agents present in the system. 

The static database agent manages a database containing static configuration 

information regarding the substation plant and the data acquisition s~·stem. 

The mapping agent (part of the data acquisition system) manages the map-
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ping rules allowing agents to perform input data interpretation. The ontology 

database agent manages a database containing the system ontologies. The 

behaviour of these agents is as described in Section 3.1. 

The IMU Agent While the National Grid Company nIU is a database. it 

is not accessed via an SQL-based interface, but via a Web service. Therefore, 

an additional agent, the IMU agent, is required for this system. The reasoning 

engine of this agent has been modified to add procedures which allow the 

Prolog interpreter to query the IMU via the Web service interface. However, 

to external agents, this agent will appear the same as it would if it were a 

database wrapper agent, as it still uses the FIPA Query protocol and the global 

ontology. The mapping rules of the IMU agent, written in Prolog, translate 

between the global system ontology and the schema used by the IMU's \Veb 

service interface. 

The Alarm/Event Agent The alarm/event agent is a broker agent that 

takes events and alarms generated by plant agents and forwards them to user 

agents as appropriate. 

It operates by locating agents providing a subscription service and then 

advertising the subscriptions provided by those agents as if it provided them 

itself. When an agent subscribes for a particular event notification, the alarm 

and event agent establishes a subscription with the provider agent and forwards 

any event notifications received. 

The use of a broker agent provides the possibility to add new features, for 

example, to generate alarm conditions by combining information from multiple 

sources. This functionality has not yet been implemented in the prototype and 

is a topic for further work. 

User Interface Agent and HMI The user interface agent is implemented 

in Visual Basic (Microsoft Corporation, Redmond, \VA) and provides a link 

between the HMI interface (implemented in LabVIE\V (National Instruments, 
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Austin, TX)) and the multi-agent system. It also provides its O\yn graphical 

user interface for mobile data analysis agent generation and d t b . a a ase quer~·mg. 

5.3 System Ontology 

As described in Section 2.4.3, the system's ontology consists of several com­

ponents: the automation ontology, which provides a (partial) generic ontology 

for data acquisition and control systems, the substation plant ontology, which 

describes the different items of plant found in substations, and the information 

management ontology, which describes documents, other information resource's 

and querying. The instantiations of those ontologies used in the development 

of the prototype are described here. The ontologies are modelled using a Ui\IL 

class diagram notation, with operations representing actions that can be per­

formed on an instance of a particular class. 

Automation Ontology The automation ontology describes industrial au­

tomation devices and systems. In the prototype system, the ontology used 

is that shown in Figure 2.5, which was used to design the data acquisition 

multi-agent system and is described in Section 2.2. 

Plant Ontology The plant ontology describes substation plant and its prop­

erties, along with the operations that may be performed on it. It is not in­

tended to represent all of the properties available in a full substation automa­

tion system would require a substantially larger ontology, but only to provide 

an example and a simple ontology for the prototype implementation. This 

ontology is based on the properties provided by the substation simulator, and 

is shown in Figure 5.5. Additional properties of the transformer object have 

been taken from the database schema of the transformer monitoring system 

described in [92]. However, in this schema, there are quantities representing 

both actual and predicted quantities, for example OIL_IN_ORG (actual oil 

in) and OIL_IN_OUT (predicted oil in temperature). For the purposes of the 
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ontology, it is considered that the predicted temperature i not actuall a ep­

arate property, but that it represents what some agent believes that the \ alu 

of that property will be at a certain time (see Section 2.4.2). The ontolog 

represents only actual properties of the transformer. However thi i not h 

only way to represent the transformer. An alternative would be to repre ent 

the transformer as a collection of components (e.g. tap changer , winding tap 

change miniature circuit breaker), and then represent the propertie of the 

components. 

All properties of the disconnect or and circuit breaker are inherited from the 

parent class, "switchgear)). This is because the difference between these type 

of plant is that it is not possible to open a disconnector while it is live. Thi 

cannot be shown in the object model and should instead be encoded into th 

behaviour of the relevant plant agents . 

conn ec ted-to 

J 
Plant 

~ 
-10 

-Number 

I 
I 1 1 1 I 

VT Capacitor Reactor Bu shar SeriesReaclor Transformer Switchgear 

-voltage -mvar -nwar -rating -Iv-current -status 

-x -Iv-vol ts +open!) 
-/v-mvar +closeO 

I -lap-position t.;> -hOlspot·temperature 

-oll- in-temperature 

I J -oil-Qut-temperature 
-rallng 

SourceBusbar LoadBusbar ral lO-hv-lv 

-Ioad-mvar -no-or· taps 
- input-voltage 

-mcb-stale 
-compensated-voltage -toad-current 

-tert iary-voltage 
-input-current 

-tertiary-connection 

-transformer-type 

+set-ta p-posihOn() 

I 1 
Dis connector ClrcultBreake r 

Figure 5.5: Ontology of Substation Plant (UML cl.as diagram), Ba d on 
Substation Simulator Data and Transformer Monitonng Sy tern 
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Information Management Ontology Th . f . 
. . e III ormatIOn management ontol-

ogy, shown In FIgure 5.6, provides the predicates used f d . 
. or ocument retneyal 

and qUer~lng. The properties of the resource-description class are based on 
the DublIn Core metadata standard[91]. 

Relevance 

-Amount 

Query 

* -End14 

----

* -End13 

Resource 

-Content 
-Encoding t-----L 

* * 

ResourceDescription 

-Title 
-Creator 
-Subject 
-Description 
-Publisher 
-Contributor 
-Date 
-Type 
-Format 
-Identifier 
-Source 
-Language 
-Relation 
-Coverage 
-Rights 

Figure 5.6: Basic Information Systems Ontology (UML class diagram) 

This is a very basic ontology, which would not be suitable for all information 

retrieval applications, but fits with the needs of this system. Each docum('nt is 

considered to be a resource, which is described by a resource descriptIOn. Also. 
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a query has a particular relevance to each resource h' h' . 
, W lC IS represented by a 

real number between 0 and 1. Relevance is d fi d h . ' e ne as a tree-place relatron: 

relevance(Document, Query, Relevance) 

Therefore, it is possible to query an information management agent, such 

as a document agent, using a query such as: 

(all 

(sequence ?doc ?rel) 

(relevance 

?doc 

(query :keywords 

(set "transformer" "maintenance")) 

?rel)) 

The above example means "Find all sets of a document ?doc and relevancy 

?rel such that the relevance of ?doc to the query "transformer maintenance" 

. 9 l" I h . IS . re . n t e example above, the query IS represented as a frame containing 

a set of keywords. In the current implementation, this is abbreviated to just 

the set of keywords, as no other type of query is permitted. 

5.4 Examples of Usage 

This section provides several examples of how the system may be used to 

perform various tasks, including data querying, mobile agent data analysis and 

remote operation. Example FIPA ACL messages are provided to demonstrate 

the use of the FIPA standard protocols. Each ACL message has a sender, 

receiver, content (which is written in the FIPA Semantic Language (SL)) and 

protocol. In these examples, the agent name user(Qpc2214: 1099/ JADE repre­

sents the user agent. Certain message parameters (e.g. conversation-id~ ontol­

ogy) have been omitted from the messages for brevity. Also, searches of the 

directory facilitator (DF) are not shown. Each time an agent wishes t() carry 
--------------------------- - ----
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out an action or to submit a query, it will first search the DF to find other 

agents capable of processing that request or answering that query, unless an 

appropriate agent is already known and is still available (has not disconnected). 

This means that it is possible to substitute different agents providing the same 

information, and permits agents to be added and removed at runtime. In these 

examples, code appears in typewriter font (e.g. code) and comments in roman 

font. 

5.4.1 Querying the IMU for a Data Set 

In this system, a data set represents a series of events, each specifying the 

value of a property of an item of plant at a certain time. The user agent 

provides the user with the ability to define a data set to be retrieved using the 

name of the property and item of plant, a start time and an end time. In the 

future, additional criteria to define the data set could be added by modifying 

the user agent and graphical user interface. 

Step 1: Select Plant Class 

In order to assist the user in generating a query, the user agent provides a 

series of steps for query generation. The agent first retrieves the names of all 

plant classes (those that are a subclass of plant) from the ontology agent. This 

is done using the following message (assuming that the name of the ontology 

agent is onto(Qpc2214: 1099/ JADE): 

(query-ref 

: sender 

(agent-identifier 

:name user@pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier 

:name onto@pc2214:1099/JADE)) 

: content 

"((all ?a (subclass-of ?a plant)))" 

A query message 

Sent by user agent 

To ontology agent 

Query to find all plant 
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:protocol fipa-query) FIP A Query protocol 

The ontology agent should then reply, providing the names of these classes. For 

example, suppose that the available classes are transformer, circuit-breaker and 

switchgear: 

(inform Information message 
: sender 

(agent-identifier From ontology agent 

:name onto@pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier To user agent 

:name user@pc2214:1099/JADE» 

: content 

, , (= (all ?a (subclass-of ?a plant» Query results 

(set transformer circuit-breaker switchgear»" 

: protocol fipa-query) FIPA Query protocol 

The user agent then presents these classes to the user as a list, and the user 

selects a class in which they are interested. The system may then proceed to 

the next step. 

Step 2: Select Individual Item of Plant 

Once the user has selected a class of plant, the user agent will then retrieve 

the instances of that class from the static database agent. For example, suppose 

that the transformer class has been selected: 

(query-ref Query message 

: sender 

(agent-identifier From user agent 

:name user@pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier To ontology agent 

:name onto@pc2214:1099/JADE» 
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D.P. Bus( 



5.4 Examples of Usage 

: content 
Find all transformers 

((((all ?a (instance-of ?a transformer)))" 

:protocol fipa-query) 
FIP A Query protocol 

1.57 

Now suppose that the available instances of transformer are sgtl, sgt2 and 
sgt3: 

(inform 
Information message 

: sender 

(agent-identifier From ontology agent 
:name onto©pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier 

:name user©pc2214:1099/JADE)) 

To user agent 

: content Query results 

((((= (all ?a (instance-of ?a transformer)) 

(set sgt1 sgt2 sgt3)))" 

:protocol fipa-query) FIPA Query protocol 

Step 3: Select Property 

The user agent must now determine the properties of the selected object. 

This is a more complex operation than the previous two. The ontology agent 

holds information about the properties of classes, while the static database 

agent holds information about which classes a particular object belongs to. It 

is not sufficient in all cases simply to query the ontology agent for the properties 

of the class selected previously, because if the object is actually an instance of a 

subclass of the selected class, there may be properties of the object that are not 

properties of the selected class. Therefore, this step involves the integration of 

information from the two databases. This can be done either by the user agent 

or by the database agents; which of these alternatives is best is discussed in 

Section 6.2.2. Here we suppose that the integration is done by the database 

agents, and that the user agent only queries the static database agene. 

2This is how this is currently accomplished in the prototype system. 
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Supposing that the object selected by the user In the previous step 

was sgtJ, the following query will be sent to the static database agent 

(static@pc2214:1099/JADE) (note that a slot is equivalent to a property, but 

is the term used by the FIP A Ontology service): 

(query-ref 

: sender 

(agent-identifier 

:name user@pc2214:1099/JADE) 
:receiver 

(set 

Query message 

From user agent 

(agent-identifier To static DB agent 

:name static@pc2214:1099/JADE)) 

: content "( (all ?a (slot-of ?a sgtl)))" Find all slots of SGTI 
:protocol fipa-query) 

FIP A Query protocol 

The static database agent must then do two things: retrieve the class of sgtl 

from its own database, and then retrieve the properties of that class from the 

ontology agent. Having determined that sgtl is an instance of transformer, the 

static database agent sends the following message to the ontology agent 3 : 

(query-ref Query message 
: sender 

(agent-identifier From static DB agent 

:name static@pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier To ontology agent 

:name onto@pc2214:1099/JADE)) 

: content 

"«all ?a (template-slot-of ?a transformer)))" 

:protocol fipa-query) FIPA Query protocol 

The ontology agent will then reply with the properties of the transformer class. 

Suppose that these are lv-current, lv-mvar and lv-volts: 

3In an optimal implementation, this is the message that will be sent. In prac~ice, because 
of the ad hoc implementation of distributed backtracking in the p~ototype whlch does not 
propagate the any or all quantifier from the originating ~uery, a senes of query-ref messages 
will be used, containing any queries rather than all quenes. 
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(inform 

: sender 

(agent-identifier 

:name onto@pc2214:1099/JADE) 
:receiver 

(set 

Information message 

From ontology agent 

(agent-identifier To static DB agent 
static@pc2214:1099/JADE)) : name 

: content 
Query results 

"((= (all ?a (template-slot-of ?a transformer)) 

(set lv-current lv-mvar lv-volts)))" 

:protocol fipa-query)4 FIPA Query protocol 

159 

Finally, the static database agent will forward the slot names to the user agent: 

(inform 

: sender 

(agent-identifier 

:name static@pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier 

:name user@pc2214:1099/JADE)) 

: content 

"((= (all ?a (slot-of ?a sgtl)) 

Information message 

From static DB agent 

To user agent 

Query results 

(set lv-current lv-mvar lv-volts)))" 

:protocol fipa-query) FIP A Query protocol 

Step 4: Retrieve Data Set 

Once the user has selected the object, property, start time and end time 

of the data set, this information is converted into a FIP A ACL query and 

forwarded to the IMU agent. For example, suppose that the user has selected 

sgtJ as the object, lv-current as the property, 13/3/03 12:00:00 as the start 

time and 15/3/03 12:00:00 as the end time. The user agent will then query the 

IMU agent with the following message: 

4 As for the query message, in the current implementation there will be man\" of the~e 
messages. It is hoped that this issue may be resolved in a later implementation. 
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(query-ref 

: sender 

(agent-identifier 

:name user@pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier 

:name onto@pc2214:1099/JADE)) 

Query message 

From user agent 

To ontology agent 

:content "((all (set ?a ?t) 

tween specified times 
Query for current values be-

(and 

(t (lv-current sgtl ?a) ?t) 

(and 

(?t > 13032003T120000000) 

(?t < 15032003T120000000)))))" 

:protocol fipa-query) FIPA Query protocol 

160 

The IMU agent will then (using the Prolog rules of its reasoning engine) convert 

this into a call to the IMU web service to retrieve the relevant data, which will 

be passed back to the user interface agent. The user agent then displays the 

data on the screen as a graph and table. 

Discussion 

The database querying procedure functions correctly in the prototype im­

plementation, and is relatively simple to use. The main problem lies in the 

performance of this process when handling large data sets. This is due to both 

the method of retrieving data from the database using backward chaining, 

which means that only one row of data at a time is retrieved, and the use of 

the string-based SL language, which generates large messages in comparison to 

binary encodings and requires computing time to be expended in constructing 

and parsing the messages. It can be seen from the mobile agent data anal­

ysis benchmark in Section 4.2.3 that the wrapper-based mobile agent (which 

used the database agent described here) performed approximately 3.~ time:-; 

worse than a mobile agent with direct database access and data caching (prob-
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ably close to the optimal solution). However, this does not show how much of 

this performance difference is due to data retrieval and how much to the use of 

string-based messaging. The problem of slow data retrieval might be alleviattd 

by using a different implementation of the server agent, which could retric\'e 

multiple rows at a time. However, all string-based data representations, includ­

ing the commonly used XML format, encounter performance problems, and so 

these would be more difficult to solve. For example, [122] describes problems 

caused by the XML format generating large data files and creating overheads in 

terms of parsing and transformation. The only solution to this problem would 

appear to be the use of binary messages, which would remove the advantages 

of using an explicit, standardised and implementation-independent knowledge 

representation. 

5.4.2 Mobile Agent Based Analysis of Data 

The mobile agent based data analysis proceeds in three steps. Firstly, the 

data set or data sets to be analysed must be defined. The configuration file 

for the mobile agent is then generated by the user interface agent, and the 

mobile agent is launched. Finally, the mobile agent carries out the analysis 

and displays the results to the user. 

Step 1: Define Data Sets and Analysis Report 

For a mobile agent based data analysis, the steps used to define a data set 

are the same as those for a database query, apart from that a mobile agent is 

capable of analysing multiple data sets. Therefore, the graphical user interface 

used is the same except for buttons allowing the user to move between data 

sets. Each data set is defined as described in Section 5.4.1, Steps 1-3. 

Once the data sets have been selected, the user must specify the analyses 

to perform. This is done by selecting an analysis function, and then specifying 

the data set on which this function will operate, and the element of the data 

set that will be used (either the plant property or the time). Some anah'~is 

1 . 1 t hich may be from t 11<' ~(Ull(' functions may operate on mu tlp e argumen s, w _ ~ 
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or different data sets. Th th fi e user en speci es the report by entering any text 

which should appear with the analysis results. 

Step 2: Launch Mobile Agent 

Once the user has entered all of the details required to perform the analysis 

procedure, the user agent generates a configuration file and launches the mobile 

agent described in Section 4.2. When started, the agent reads the configuration 

file. It then retrieves each data set in turn, carrying out each analysis as soon as 

all of its required data sets have been retrieved. The messages used to retrie\'e 

the data set are the same as those described in Section 5.4.1, Step 4, except 

that the role played by the user agent is played by the mobile agent. Once all 

analyses have been performed, the report is generated. 

Step 3: Display Results 

The results of the analysis are displayed by the mobile agent using the 

system's default Web browser, as shown in Figure 5.7. The large gap between 

the sequence of data points to the left of the graph and the single point to the 

right is due to a discontinuity in the example data being used. 

5.4.3 Searching for Documents 

As only a single document agent is used in the prototype system, there 

is no need to attempt the integration of results from multiple sources, which 

is a difficult problem into which research is still ongoing [106][123][124]. To 

search for documents, the user first inputs a set of keywords into the H1II (the 

text entry box marked by "A" on Figure 5.8)5. These are then transmitted to 

the user agent via the DataSocket connection. The user agent then sends a 

message to the document agent, requesting it to inform the user agent of all 

documents relevant to that query. For example, suppose that the query chosen 

5The HMI interface shown was developed by Jun Qiu Feng, Intelligence and Automa­
tion Research Group, Department of Electrical Engineering and Electronics. Cniversit\" of 

Liverpool. The user agent was developed by the author. 
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Figure 5. 7: Report Generated by Mobile Agent 
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by t he user was "t ransformer monitoring)) . The fo llowing message might th n 

be sent: 

(request Request message 

: sender 

(agent-identifier From user agent 

:name user@pc22 14: 1099 / JADE ) 

: receiver 

(set 

(agent-identifier To document agent 

:narne doc@pc2214:1099/ JADE)) 

: content "( (all Query for document 

(sequence ?d 7r ) 

(relevance 

?d 

(set "transf ormer" 

, , monitoring ' ,) 

?r ))) , , 

:protocol fipa-que ry) 

relevant to 

transformer monitoring 

FIPA Quer pro ocol 
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Figure 5.8: User Interface for Document Querying 

This would be followed by a reply from the document agent glvmg th 

resource descriptions of any relevant documents. The names and relevanci 

of these documents are passed from the user agent to the user interface and 

displayed in the list box marked "B" on Figure 5.8 . 

(inform Information mes age 

: sender 

(agent-identifier From document agent 

:name doc@pc2214:1099 / JADE) 

:receiver 

(set 

(agent-identifier To user agent 

:name user@pc2214 : 1099 / JADE )) 

:content "((= 

(all 

(sequence ?d ?r) 

(relevance 

?d 

Query 

(set "transformer " 

, , monitoring' ,) 

7r) )) 
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(set 
Query results 

(sequence 

(resource-description 

:title i8C8BrA4) 

0.9705195) 

(sequence 

(resource-description 

:title "887 - Bricker") 

0.95818204)) 

)) " 
:protocol fipa-query) FIP A Query protocol 
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The user agent may then request the document agent to transmit the contents 

of a document to it. These will be encoded using the Base64 encoding. The 

protocol used is jipa-request, and the message format is 6: 

(request 

:sender <user agent> 

:receiver (set <document agent» 

Request message 

From user agent 

To document agent 

: content "( (action <document agent> Retrieve documents 

(retrieve <resource description»))" 

:protocol fipa-query) FIP A Query protocol 

The document agent then sends an agree message to the user agent, as specified 

by the fipa-request protocol, and following that encodes the document and 

transmits it to the user agent as an inform message7
: 

(inform 

:sender <document agent> 

:receiver (set <user agent» 

:content "«result 

<action> 

(resource 

Information message 

From document agent 

To user agent 

Set of documents 

6where <user agent> is replaced by the agent identifier of the user agent, <document 
agent> by the agent identifier of the document agent and <resource description> by the 
resource description of the document required 

7 <action> is the action expression contained in the previous message. <document> 
represents the encoded document content. <format> is the format of the file, expressed as 

a MIME type (e.g. "application/pdf"). 
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:content <document> 

: encoding base64 

: format <format> 

:title <title> 

») " 

166 

5.4.4 Performing an Action Using the Data Acquisition 

Agents 

To set the value of a property of an item of plant , the jipa-request protocol i 

used. The user agent must first send a request message to the appropriate plant 

agent (if the appropriate agent is unknown , it can be located using the DF). 

For example, suppose that the user wishes to open a circuit break r x l O' 

and that the name of the plant agent is x10(Qpc2214: 1099/ JADE. The u r 

first sends a request to the user agent via the graphical user interface hown in 

Figure 5.98 . 

Subst"Uofl O"ervt~w 

1 .'~. 

,-.---,..---:; ;: 'I' 

I ,·' 
[ J'" 

.~.,! ·,I.J 

1\.00 I ~OP I~ 

...... ,--...... '~l.--- 6 

6 

~ __ ~ ______ 4-____ +-_ _ '--____ -+----+---~--~~ 

::r..l~ :''I~) 

---'1-- r-"<·w· - _M_ ~--I-l --- --~---

_ ... ~ _____ R __ R~ ____ ~-____ ~..--

Figure 5.9: Graphical User Interface for Substation Control 

The user agent then sends the following me sage to the plant ag n (th r 

BUser interface implem ented by Jun Qiu Feng. 
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may also be other message parameters used such as conv t' 'd l ersa wn-'/, or rep y-

with if the user agent wishes to track the conversation using these parameters): 

(request 

: sender 

(agent-identifier 

:name user@pc2214:1099/JADE) 

: receiver 

(set 

Request message 

From user agent 

(agent-identifier To breaker agent 

:name x10@pc2214:1099/JADE)) 

: content 

"«action 

(agent-identifier Open breaker 

:name x10@pc2214:1099/JADE) 

(open x10)))" 

:protocol fipa-request) FIP A Request protocol 

The plant agent will then consult its mapping rules to determine the data 

acquisition node, device and channel responsible for the control of xlO, and 

the value to be written to that channel which will result in xlO being 

opened. Supposing that the channel used is DCI, and the device agent is 

device@pc2214:1099/JADE: 

(request 

: sender 

(agent-identifier 

:name x10@pc2214:1099/JADE) 

:receiver 

(set 

Request message 

From breaker agent 

(agent-identifier To device agent 

:name device@pc2214:1099/JADE)) 

: content 

"«action 
(agent-identifier Write value to channel 

:name device@pc2214:1099/JADE) 

(write-value dc1 0)))" 

:protocol fipa-request ) FIPA Request protocol 
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The device agent will then carry out the request, and send an inform message 

to the plant agent to notify it that the action is complete. The plant agent 

will then notify the user agent in the same way. To do this, the jipa-requesf 

protocol is used. The message format is: 

5.4.5 Reading a Plant Property Using the Data Acqui­

sition Agents 

To read a property, the jipa-query protocol is used. The user agent first 

locates the appropriate plant agent. Then the user agent sends a query-if or 

query-ref message to that agent (depending on whether the user wishes to 

confirm the value of a property or to find out what the value of that property 

is). For example, suppose that the user wishes to determine the lv-current (Low 

voltage current) of transformer sgtJ, and that the name of the plant agent is 

sgt1@pc2214: 1099/ JADE. The following message would then be used: 

(query-ref Query message 

: sender 

(agent-identifier From user agent 

:name user©pc2214:1099/JADE) 

:receiver 

(set 

(agent-identifier To transformer agent 

:name sgtl©pc2214:1099/JADE)) 

: content C C ((iota ?a (lv-current sgtl ?a)))" Get cur-

rent value 

:protocol fipa-query) FIP A Query protocol 

The plant agent must then use its mapping rules to locate the appropriClt<' 

device agent and channel. Suppose that the channel name is SL1, and t lw 

d · t' d . @ c2214'1099/JADE The plant agent will then send the eVlce agen IS eVlce p. . 

following message: 

(query-ref 
Query message 

: sender 
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(agent-identifier 

: name sgt1©pc2214:1099/JADE) 
From transformer agent 

:receiver 

(set 

(agent-identifier 
To device agent 

:name device©pc2214:1099/JADE)) 

:content "«iota?a (value s11 ?a)))" G t 1 f h . e va ue 0 cannel 
:protocol fipa-query) FIPA Q 

uery protocol 
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The device agent will then read the value of the SL1 hId c anne, an send a reply 
to the plant agent. Supposing that the value is 12.5: 

(inform 

: sender 

(agent-identifier 

:name device©pc2214:1099/JADE) 

:receiver 

(set 

Information message 

From device agent 

(agent-identifier To transformer agent 

:name sgt1©pc2214:1099/JADE)) 

: content Value of channel 

"«= (iota ?a (value s11 ?a)) 12.5))" 

:protocol fipa-query) FIPA Query protocol 

Finally, the plant agent sends a similar inform message to t he user interface 

agent. 

5.5 Implementation Issues 

Initially it was intended to use the Information Management Unit (Ir..IU) 

to provide the sole interface between the information management system and 

the substation simulator. However, this proved impossible because of t l1(' fact 

that theIMU did not provide "subscription" functionality - that is, it was not 

possible to have the IMU automatically update its agent when new informa­

tion arrived. This meant that event updates had to be handled !J\' periodically 
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"polling" the IMU to retrieve new data, which is a relatively inefficient mech­

amsm. 

Introducing the data acquisition multi-agent system corrected this prob­

lem by providing direct access between the multi-agent system and the data 

acquisition device. However, this might cause problems in an operational de­

ployment if, for security or other reasons, it was decided not to allow agents to 

access devices. This would mean that event functionality would either haye to 

be implemented by polling or omitted from the deployed system. 

Agents that require to be updated when new information becomes ayailable 

in the system (for example, the plant agent needs to know what information is 

available from device agents regarding its item of plant) should do so by estab­

lishing a subscription with the DF to be informed of agents joining or leaving 

the system. This is not possible with the current system implementation but 

is available in newer versions of the JADE toolkit. 

To allow agents not based on JADE (such as the user agent) to locate the 

agent platform, a basic broadcast discovery mechanism based on UDP is used, 

as none is provided by FIPA. However, as the FIPA work on ad-hoc platforms 

progresses9 , it is possible that such a mechanism will be provided by FIPA 

platforms. 

5.6 Summary 

This chapter has described a prototype system based on the architecture of 

Chapter architecture-chapter. The various agents described in Chapter 3 are 

implemented using the JADE platform, and a reasoning engine and knowledge 

base based on Prolog. Use of the Prolog language provides relatively simple 

conversion to and from FIPA 8L, as both are based on first-order logic. ThE:' 

prototype demonstrates the feasibility of the architecture and shO\\'s how it 

may be implemented. It also reveals some of the problems involved in this 

implementation. For example, integrating the multi-agent system with the 

9 www.fipa.org/activities/ad_hoc.html 
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HMI platform written in Lab VIEW was a particularly time-consuming task, 

involving the implementation of a user agent in Visual Basic (in order to access 

ActiveX controls) and linking this agent to the JADE platform using a TCP lIP 

connection. 

The next chapter presents an evaluation of the architecture, using both the­

ory and the experience provided by the implementation of this prototype. It 

examines whether the architecture provides the required functionality, and con­

siders its ability to be modified easily in response to changes in the substation 

plant or in the data acquisition system. 

M ORING AND CONTROL 
INFORMATION MANAGEMENT, ONIT 

D.P. Buse 



Chapter 6 

Evaluation and Analysis 

This chapter presents a brief evaluation of the architecture described in 

Chapters 2 and 3. Where applicable, experience from the prototype described 

in Chapter 5 is used. The software engineering quality attributes of perfor­

mance, modifiability, availability and security [125] are considered with refer­

ence to the described architecture. Different authors in the software engineering 

literature use different variations on these quality attributes, for example, Sjeko 

[126] uses a more complex quality model consisting of dependability (including 

safety and security), satisfaction, functionality, flexibility (including modifia­

bility) and performance. The criteria used here are drawn from both of these 

sources. 

It is very difficult to evaluate the information management functionality 

of the system. The system's document retrieval function is based on stan­

dard algorithms, and therefore the use of information retrieval metrics such 

as precision and recall would test only these algorithms and not the architec­

ture itself. It can be shown that the database retrieval function is capable of 

retrieving data from a database. However, the data integration functions are 

largely based on previous work in other domains such as Infomaster [100] and 

RETSINA [59], and evaluating data retrieval performance would largely test 

the implementation, which is not of production quality, and not the architec­

ture. The preferred method of evaluation would be to install the s\·~tem in 

a substation and request that the substation engineers compare it \\'ith other 
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systems and existing technology. Howe th t' h ver, e Ime t at would be required tu 

implement the system to a standard suitable for such a test meant that this 

was not possible. Therefore, this chapter presents a largely theoretical evalua­

tion based on software engineering principles. This is sufficient to draw certain 

limited conclusions about the flexibility and modifiability of the architecture. 

Further research should involve comparison to other systems and user-oriented 

testing. 

6.1 Functionality 

The functionality provided by a system implemented using the proposed 

architecture should, at least, be capable of matching that provided by a tra­

ditional, object-oriented or Web-based HMI/SCADA substation automation 

system. Various criteria taken from the literature are now used to describe 

the desired functionality and compare it to that provided by the prototype 

system. However, it is important to note that the work described in this thesis 

has developed an architecture for the construction of industrial automation 

systems, rather than a specific automation system. The prototype is intended 

only to demonstrate certain functionalities of the architecture, and not to in­

clude every feature of a full substation automation system. Therefore, many 

of the features described in these criteria have not been implemented. Where 

this is the case, the way in which a feature might be implemented using the 

multi-agent system is discussed. 

6.1.1 National Grid Company Requirements for Substa­

tion Control Systems 

The National Grid Company requires a substation control system to be 

capable of fifteen functions[83]. For each of these functions, Table 6.1 considers 

how they might be implemented using the multi-agent architecture described 

in this thesis. 

Therefore, the current system provides only a subset of the functionality 
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Requirement I Implementation using multi-agent system 
Local control Performed using the operator intervention process 

through HMI, user interface agent, plant agents, 

device agents and IEDs. 
Telecontrol Performed using the same process as local 

control. Mobile agents may also be used for 

predetermined sequences of interactions 
Alarm annunciation May be performed by a task agent using data 

supplied by plant agents to generate alarms 
Data archiving Uses data logging database or 

Information Management Unit 
Synchronisation These functions are not implemented in the 

Plant Performance Monitoring prototype. In a full system, they would be 
Delayed Auto Reclose Switching implemented either using task agents (one 
Automatic Tap Change Control agent for each task) or by modifications to 
Automatic Reactive Switching the control rules of the plant agents. 

Fault Recording 

Primary System Monitoring 

Sequential Isolation Switching 

Interlocking 

Database Creation Performed by data storage agents 

and Amendment 

Diagnostic Facilities This function is not currently implemented 

and should be considered in further work 

Table 6.1: National Grid Company Requirements 

provided by a substation control system. However, the focus of this research has 

been on the design of a generic architecture, rather than the implementation 

of a complete system. Therefore, a number of functions are abstracted in the 

architecture as generic "task-specific agents" . 

6.1.2 Haacke "Opportunity Matrix" 

Haacke et al [127] provide a list of "candidate functions" for a substation 

automation system which aim to address the needs of a power operating com­

pany, and are not (in their view) currently being met. These are as follows: 

1. Equipment condition monitoring 

INFORMATION MANAGEMENT, MONITORING AND CONTROL 
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2. Automatic load restoration 

3. Dynamic transformer ratings 

4. Adaptive relay settings for distribution circuits 

5. Power system disturbance and power quality data 

6. Feeder automation support 

7. Expert alarm processing 

8. Access to substation metering data 

9. Access to power company documents and systems 

10. Corporate data repository 

11. Additional SCADA quantities 

12. Adding SCADA to non-SCADA substations 

13. Training simulator 

Of these suggested needs, the multi-agent architecture may contribute to three: 

• Access to documents and systems (9): The use of a multi-agent archi­

tecture and IP networks allows access to external systems, via the use 

of wrappers. For example, the document agent provides access to doc­

uments. However, it would also be possible to implement this function 

using a client-server or distributed object approach . 

• Data repository (10): The multi-agent system maintains individual data 

repositories in each substation. However, the use of mobile agents pro­

vides a capability to integrate data from different databases, hence pro­

viding a type of "distributed data repository" . 

• Additional SCADA quantities (11): By adding additional provider ag('I\ts 

to the system, additional quantities may be made Clyailable at runtime. 
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Additionally, equipment condition monitoring (1) and expert alarm proces::;­

ing (7) might be implemented using a multi-agent methodology, but are not 

currently part of the system or architecture described in this thesis. 

6.1.3 Summary of Functionality Results 

Overall, the multi-agent system, extended with additional agents, should 

prove capable of providing all of the functionality provided by a traditional 

automation system. However, at least without the addition of artificial intelli­

gence, it does not offer any significant additional functionality that cannot be 

implemented by other means, although, as stated by [54] for mobile agents, it 

does provide a consistent framework for the implementation of different func­

tions and tasks, such as control and information management. In order to be 

a useful technology, the multi-agent system should also provide advantages in 

other areas, such as performance, modifiability or ease of system development. 

6.2 Performance 

It has been shown in Section 4 that, in certain circumstances, mobile agents 

provide increased performance over client-server alternatives. Therefore the 

use of mobile agents is not discussed here. However, other aspects of the 

architecture's performance are considered. Firstly, we consider the performance 

of the architecture for data acquisition and control tasks. We then consider the 

response time of the system, when performing information management tasks, 

to user queries. 

6.2.1 Data Acquisition Performance 

Because of the two-layered structure of the data acquisition ::;ystem, shown 

in Figure 6.1, when new data arrives it must be first acquired by the device 

agent, and then passed to the relevant control agent. This means that, for 

control applications in which a control agent must respond to eYent::;, it is 
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necessary for the data to pass through at It· . 
eas one mtermedlate agent the 

device agent) before reaching the control agent Th' ld b \. . 
. IS cou e a problem If It 

is necessary to achieve very fast control. 

Device 1 Device 2 

Figure 6.1: Plant Agent and Device Agents 

An alternative structure, shown in Figure 6.2, would be for the control 

agents to retrieve information directly from the data acquisition devices, using 

device-specific communications protocols or APls. However, this compromises 

the modularity and information abstraction provided by the separate device 

agents and control agents, as it requires a control agent to have knowledge 

regarding a number of (possibly heterogeneous) data acquisition devices, and a 

number of separate capabilities and protocol drivers for accessing these devices. 

The performance of different configurations of device agent and control 

agent is now analysed in greater detail. 

Message Passing 

Suppose that a plant agent a wishes to send a command cmd to a device 

d over a network of bandwidth T and latency 6, and receive a reply ack when 

the command is complete. The procedure taken is as follows: 

1. Plant agent sends message to device 
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Device 1 Device 2 

Figure 6.2: Plant Agent with Direct Access to Devices 

2. Device carries out action 

3. Device sends acknowledgment to plant agent 

Now SUppose that instead of transmitting the command directly to the device. 

the plant agent communicates first with an intermediate device agent do. In 

this case, the following procedure must be carried out: 

1. Plant agent sends message to device agent 

2. Device agent processes message 

3. Device agent sends message to device 

4. Device carries out action 

5. Device sends acknowledgment to device agent 

6. Device agent processes acknowledgment 

7. Device agent sends acknowledgment to plant agent 

In the first scenario, two messages are sent (a to d, d to a). In the second 

scenario, four messages are sent (a to da, da to d, d to da, da to 0). For each 

message, there is a cost to encode the message in a particular protocol (either 

a device protocol or an ACL) and a cost to interpret the message, along with 
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the cost of transmitting it across the network H 't . , ' . owever, 1 IS not necessanh' 

the case that all messages must be sent across the network. \Yhether this is 

the case for different configurations of plant agents and de . t - 'II VIce agen S WI now 
be examined. 

Co-location Scenarios 

In order to determine the number of messages transmitted across the net­

work, it is necessary to determine whether any of the three objects involved 

(device agent, control agent and device) are co-located. In the general case, if 

we accept that each item of plant may be managed by multiple devices and 

each device may manage multiple items of plant, it is not possible for all three 

to be co-located. Suppose agent a manages item of plant PI, which is man­

aged by devices d1 and d2 . If these two devices are not at the same node 

(location(dd =I- location(d2 )), it is impossible for a to be co-located with both, 

Although, conceptually, it would be preferable to locate the device agent 

on the device, it would be possible to co-locate the device agent with the 

control agent, although this would only be the case if either each device agent 

corresponds only to one control agent, or all control agents corresponding to a 

particular device agent may be located with that device agent (Figure 6.3). 

In this case, only the messages between the device agents and their respec-

tive devices are transmitted across the network. 

If, instead, da and d are co-located (Figure 6.4), the messages between the 

plant agent and the device agents are transmitted across the network, whereas 

the messages between the device agents and the devices are transmitted locally. 

The number of messages transmitted across the network for a given interaction 

is the same in both cases. Therefore, any performance difference is due to the 

relative efficiency of the agent-agent and agent-device protocols. Also, it may 

not always be possible to locate an agent on a device. 
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Node 1 

Node 2 Node 3 

Device Device 

Figure 6.3: Plant Agent Co-Located with Device Agents 

Node 1 

Device Device 

Figure 6.4: Device Agents Co-Located with Devices 

Other Factors 

Other factors affecting the performance of the data acquisition s\·~tem in­

clude the relative inefficiency of general agent communication languages com­

pared to specific protocols designed for data acquisition and control. This 

results in increased message size and in longer parsing times. 
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6.2.2 Responding to User Queries 

The time taken to respond to a query from the user varies widely depending 

on the type and complexity of the query, and also on whether it relates only 

to one substation or to multiple substations. It also depends on the mech­

anism (mobile agent or static agent) used to answer the query, and \yhether 

information from multiple agents is required to produce an answer. 

There are a number of possible bottlenecks involved in this procedure. The 

database wrapper agents might become overloaded if multiple queries \wre 

submitted simultaneously. Also, the directory facilitator might become over­

whelmed by a large number of requests, although it might be possible to a\'oid 

this by introducing multiple federated DFs. 

It has been observed that providing the database agents with the abilih' to 

interact as described in Section 3.1 produces a significant delay in query an­

swering, due to the number of interactions between database agents involved 

in a typical backtracking procedure. It would be possible to reduce the load 

on the database agents by removing the ability for them to interact with each 

other, and having another agent (possibly the user agent or a broker) which in­

tegrated the information from multiple databases. However, the total number 

of agent interactions would not be reduced, and may in fact increase as the bro­

ker agent must interact with multiple database agents. An alternative strategy 

would be a modification of the inter-agent backtracking process, for example, 

to retrieve all the relevant results at once and then backtrack locally through 

the retrieved list. However, this would only reduce, rather than eliminate, the 

extra workload on the database agents. 

6.2.3 Data Display 

The National Grid specification for substation control systems [83] provides 

stringent performance requirements for the display of data in a substation con­

trol system, for example that data should be displayed on the VDU screen 

within a mean time of 2 seconds of a digital input changing state, with a stan-
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dard deviation of 0.5 seconds. While it would not be possible to completely 

ensure that the system meets these requirements with a basic prototype im­

plementation, it is necessary for the architecture to be designed in such a \\'ay 

that a more developed implementation would be able to do so. 

The time to display data on the HMI of the system is affected by two things: 

the data acquisition speed, discussed in Section 6.2.1, and the amount of time 

taken for the user agent to retrieve data from the plant agents. The number 

of ACL messages involved in data display (at minimum) would be two: 

l. Message from device agent to plant agent. 

2. Message from plant agent to user agent. 

This assumes that subscriptions are set up between user agent and plant agent 

and between plant agent and device agent. Providing that all agents are located 

in the substation, it will be possible in an otherwise unloaded for these messages 

to be transmitted within the 2 second limit (in fact in a much shorter time­

scale). For example, the time taken to transmit a 9905 byte ACL message 

between two containers on the same computer in the experiment documented 

in Section 4.5 was 8.05 milliseconds (although longer time than this would 

be required to create the message and for the client to parse its contents). 

However, the effects of loading on the system have not been tested in the 

prototype, and remain an issue for further work. 

6.3 Modifiability 

One of the important claimed advantages of agent-based systems is their 

flexibility and ease of modification. For example, Ferber [8] states that multi­

agent architectures are "especially suitable" for adapting to changes in the 

system in which it executes and to changing requirements. 
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6.3.1 Modifying the Substation 

Replacement of Substation Plant 

If an item of plant is replaced with a new one of the same type, then the 

details of the replacement item must be entered into the static database. If 

any of the monitoring devices related to the item of plant are changed, then 

the procedure described under "adding an lED" must also be carried out. 

Because the plant agent obtains its plant configuration from the substation 

databases, it is not necessary to re-program this agent, but it must be restarted 

in order to force it to re-read the configuration. This could be done remotely 

using the administrative interface of the agent platform. However, it might also 

be possible for the plant agent to provide a command which could be sent in an 

ACL message and would cause it to restart itself and re-read its configuration. 

Addition or Removal of Plant 

If a new item of plant is added of an existing category (already in the 

ontology) then: 

• The details of the item of plant must be added to the static database 

• A plant agent must be created for that item of plant. It is likely that 

only minor changes to the configuration of the control agent would be 

required, as it could be modified from an existing plant agent for a similar 

item of plant. 

• The mapping rules relating to the item of plant must be added to the 

mapping database. 

• The user interface must be modified to display the new item of plant. 

If an item of plant is added which is of a category not already present in 

the substation, then additionally the details of that category of plant lllU:-;t be 

added to the ontology. 
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Furthermore, when an item of plant is added 't . 
1 IS necessary to add a number 

of lEDs to monitor that plant. Therefore, for each of these rEDs the procedure 

described in "Adding a new lED" must b . d e carne out. 

Adding a New lED 

When a new lED is added, the following steps must be taken: 

• Program a device agent for that lED, or modify an existing agent. 

• Add the rED configuration to the static database. 

• If the lED monitors a property of an item of plant which is not present in 

the ontology, then the ontology database will need to be updated. It may 

also be necessary to update the user interface to show the new property. 

• Add the mapping rules for the lED to the mapping database. 

• Restart the relevant plant agent to reload its mapping rules. 

6.3.2 Modifying the Data Sources 

Adding a New Database 

To add a new database to the system, a wrapper agent for that database 

must be implemented. At minimum, this involves creating a set of rules to 

provide a mapping from the schema of the database into the global system 

ontologyl. If the database is to act not only as a source of data, but is also to 

store data gathered by other agents in the system, it is also necessary for the 

database agent to establish subscriptions for appropriate data with the agents 

providing that data2
. 

IThis is not true in the case where the database uses an identical schema to another 
database already present in the system, in which case the mapping defined for that database 
can be re-used. 

2It might also be possible to use two database agents - one reading and one writing. This 
might reduce the problems caused by load on either of the agents. 
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Adding a Document Repository 

Providing that the documents in a document repository are of a format 

which can be handled by an existing document agent, the addition of a docu­

ment repository to the system should involve only the instantiation of an agent 

to manage that document repository. No programming or compilation should 

be required. 

However, supposing that a future incarnation of the system provides not 

only "search engine" functionality, but also information extraction, it would be 

necessary to develop wrappers for the documents in the document repository 

to allow this extraction to be performed. 

User and mobile agents will be able to locate the document repositor)' 

automatically, without restarting, as the document agent will be registered 

with the directory facilitator3. 

Adding aNew Type of Service 

If a new service is to be made available of a type not already present, then 

the amount of work to be performed might be more substantial. 

• If the service provided only query functionality, and the terms which 

could be queried were already available in the global ontology, then a 

wrapper agent would have to be written for the service. That wrapper 

agent would register with the directory facilitator, providing the list of 

available queries, and other agents would then automatically discover it 

and be able to query the service . 

• If the service provides query functionality but additions to the global 

system ontology are required, the process is more complex. Firstly. the 

global ontology must be updated to include these new terms. All:' agents 

which need to use these terms may also have to be updated, unless the 

3This assumes that agents do not cache DF entries, and either search the DF each time 
they perform a document search, or subscribe to the DF for notificati~n of new r.egistrations 
(this is possible in certain versions of JADE and other platforms, but IS not yet III the FIPA 

specifications) . 
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agent automatically discovers them from the ontology database, as is the 

case with the user interface agent (for mobile agent generation) and the 

plant agent (for information management only - if the information \\"as to 

be used in control the control algorithms/rules of the plant agent would 

need to be altered as they would not take account of this information) . 

• If the service provides functionality other than simple data querying (for 

example prediction) then any client agents which need to make use of this 

service should be updated, as they will not be aware of the functionalih" 

that this service is capable of providing. The most likely agent to require 

alteration is the user agent. 

6.3.3 Modifying the User Interface 

Adding aNew User 

Adding a new user to the system would not currently require any changes to 

be made. However, in a system in which security was implemented it would be 

necessary to add any required details of the user (e.g. username and password) 

to the authentication service. 

Adding New Capabilities to the User Interface 

To add capabilities to the user interface requires modifications to the user 

interface and possibly the user agent only, unless a new service is required that 

is not currently provided by the multi-agent system. For example, adding the 

ability to control the substation from the user interface in the prototype system 

required the addition of new input buttons, and the modification of the user 

agent (to read commands and transmit them to other agents) and the interface 

between the user agent and user interface. 
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6.3.4 Summary 

As described above, the addition of a new item of plant or . . serVIce reqUlres 

relatively few changes in the multi-agent system For example It t' t . ,a era lOns 0 an 

item of plant require only the device agent (and the configuration databases) 

to be modified. This is an advantage compared to a centralized s}"stem, in 

which modifications affect the entire system. However, the major drawback of 

the system described here is that many changes require alterations to the user 

interface or user agent (in order, for example, to display new items of plant on 

the one-line diagram) rather than just the agents directly responsible for an 

item of plant or database. 

6.4 Security, Reliability and Availability 

It is difficult to evaluate the security, reliability and availability of a pro­

totype application. Therefore, it is necessary to consider similar results from 

other agent-based applications and architectures. 

As far as security is concerned, the use of a static agent-based approach 

should not introduce additional problems beyond those introduced by a client­

server model, providing that all agents in the system are developed and owned 

by a single entity (the power company). There are security and trust issues 

associated with open multi-agent systems, in which agents are developed hv 

different entities; these issues are mentioned in [128]. 

Those security problems posed by the use of mobile agents should be rel-

atively limited in the power systems domain, provided that all mobile agents 

originate within the company itself (the origin of a mobile agent could be ver­

ified using digital signatures as described in [58]). If it is not permissible for 

external users to submit mobile agents to the system, the problem of malicious 

mobile agents should be reduced. The problem could be reduced even further 

by preventing users from implementing their own mobile agents, and allowing 

them to use only the pre-implemented mobile analysis agent and mobile re­

mote control agent. However, this would require that a large function library 
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was available for the analysis agent, to provide all of the analysis functionality 

required by the different users. This process could be helped by extending 

the capability of the analysis agent to permit analysis functions to operate on 

the results of other analysis functions, rather than only on retrieved data sets. 

This would reduce the number of different functions required. 

Fedoruk and Deters [129] suggest that the "brittleness" of multi-agent sys­

tems is a main contributor to their lack of deployment in industry, and that 

this brittleness is caused by the fact that there is no centralized control of 

a multi-agent system, and that therefore it is "difficult to detect and treat 

failures of individual agents". They found that introducing replicated agents 

significantly reduced the failure rate of a multi-agent system, but that this was 

at the price of increased system load. In a system such as a power system, 

in which reliability is important, it would probably be necessary to introduce 

replicated agents, possibly in addition to other techniques such as "watchdog" 

agents or agents which monitor each other's behaviour during task execution 

[130] . 

Failure of an Agent 

One possible cause of failure in the system is the failure of one or more 

individual agents. If one agent establishes a subscription with another for some 

item of information, the subscriber will only receive messages from the provider 

when that item of information changes. Therefore, if the provider agent fails, 

the subscriber will not have any means to detect this, and will probably be 

unaware of any further changes to the item of information in question. 

Another possible cause of failure is that the DF entries of agents remain 

after they have failed. This means that an agent may attempt to contact an 

agent that no longer exists, but which still has a DF entry. This problem is 

solved by the use of leasing (similar to that implemented by Jini) in the latest 

version of the FIPA specifications. 
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6.5 Integration Into Existing Substations 

One measure of the practical usefulness of the architecture described in 

this thesis would be the ability to integrate it into existing substations \\"hich 

already have a substation control system or automation system. 

The complete multi-agent system relies on access to the substation rEDs 

for monitoring and control. This means that for each lED, a protocol driver 

must be available. There would also be problems involving the development of 

task-oriented agents to replace functions of the substation control system. and 

the development of algorithms for control agent cooperation. Finally, there 

might be security concerns involved with the open architecture and the use of 

mobile agents. 

However, it is possible to make more limited use of the multi-agent S~"~tt'lll 

to carry out only the task of monitoring and information management. 

6.6 Possible Applicability to Other Industries 

In the initial requirements for the architecture described in this thesis, it 

was desired that it should be as generic as possible, and able to be applied to a 

number of different industries. As a possible example, we consider the hospital 

ward described in [131]. In the hospital, there are seven wards, each with up to 

six babies. Each baby is connected to a monitoring system which continuously 

monitors a number of numerical parameters such as the electrocardiogram 

(ECG) waveform. The monitoring system also generates derived knowledge, 

such as the heart rate in beats per minute which is derived from the EeG" 

Each measured parameter is archived once per minute by an archival system 

[131, p2]. 
To adapt the architecture to this scenario, it is suggested that the plant 

agent be used to represent the baby, with a new configuration, set of control 

rules and ontology being defined for this purpose. The device agent would be 

used to represent the monitoring and control device. 

The user interface agent should be able to be used \vithout any modifica-
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tion, because the only ontological commitment it has to the substation domain 

is the use of the "plant" class, which could be kept as the root of the new 

domain ontology (covering humans). However, the hum an-machine interface 

itself would have to be rewritten. 

For the archival system, a database agent would be used and appropriate 

mapping rules would have to be created. This supposes that the archival 

system uses a standard database. If not, a special "archival agent" would have 

to be created (as for the IMU in Chapter 5), but it would perform similar 

functionality to a database agent. 

One problem with the portability of the architecture in this scenario is 

that the term "plant" does not easily apply to a human, and, in order for the 

system to function correctly using its built-in ontology, it would be necessary 

to define "baby" as a subclass of "plant". However, the difficulties posed by 

this should be mostly cosmetic, and would possibly be hidden from the user 

by the human-machine interface. 

Another, more serious, problem, is that the measurements taken in the 

hospital scenario involve a high degree of uncertainty, which is not present in 

a power substation. 

The conclusions drawn from this exercise have not been tested in prac-

tice. Therefore, during an actual implementation a number of difficulties might 

emerge which would necessitate changes to the architecture or to the individual 

agent implementations. 

6.7 Discussion 

From the evaluation in this chapter, a number of points can be made regard­

ing the advantages and disadvantages of multi-agent systems in comparison to 

existing technologies for power system automation. 
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6.7.1 Advantages 

Flexibility As demonstrated in Section 6.3, the use of a multi-agent system, 

and in particular the directory facilities provided, enhances the flexibility of 

the system by permitting new devices and items of plant to be added without 

changing the software of the rest of the system. However, this advantage is 

red uced in the power systems domain by the fact that the system does not 

change rapidly (items of plant are rarely added to substations). Also, in the 

current prototype it is necessary to restart several of the agents (plant agents 

and device agents) in order to change their configuration. It would be useful 

to add a feature enabling the agent to read updated configuration rules at 

runtime. 

Autonomy The use of a multi-agent system provides a basis for the intro­

duction of distributed control systems in which agents (perhaps representing 

items of plant or other entities) act in an autonomous manner without outside 

intervention. However, in the prototype system described here, agents do not 

exhibit significant autonomous behaviour, as it would be most useful in the 

automatic control task, which has not yet been implemented. 

Inherent Distribution The inherently distributed nature of the power sys­

tem means that a multi-agent system, which provides autonomy to its con­

stituent components, is well-suited to this application domain. For example, 

the use of agents to represent objects such as transformers and circuit breakers 

is a natural "fit" to the system being controlled. However, a similar structure 

might also be obtained using a distributed object system. 

Integration Using a multi-agent system provides a convenient framework to 

represent different tasks and to integrate different data sources. Rather than 

a number of separate software programs, all tasks are performed through the 

multi-agent system, enabling data to be shared between tasks. The use of 

a standard agent communication language provides a fixed communications 
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mechanism which can be used by heterogeneous agents. However) there are 

other methods (such as distributed object systems) which might be able to 

achieve the same goals, although distributed object communications do not 

have the high-level semantic content of agent commun' t' 1 lca IOn anguages. 

6.7.2 Disadvantages 

There are several disadvantages of multi-agent systems when compared tu 

other power system automation systems. 

Management of Large Agent Societies In a substation containing a large 

number of items of plant, there is a correspondingly large number of plant 

agents (the same is true for devices). This creates a difficult t ask of managing 

these agents. 

Difficulty of Integration with Devices Although the device agents pro­

vide a convenient interface to other agents in the system, the implementation 

of a device agent is still performed in a similar way to that which would be 

used for a component of a traditional industrial automation system, and it is 

necessary to write a specific device agent for each model of device. Therefore, 

a multi-agent system may not represent a significant improvement in this area. 

Inflexibility of User Interface The major modifiability problems of the 

architecture that have been identified concern the user interface. It is not 

possible to automatically modify the user interface for a substation if the layout 

of the substation changes or new plant or data acquisition devices are added. 

Also, if new software services are added, the user interface and its agent must 

be modified to make use of these services. 

It might be possible to minimize these problems in two ways: developing 

a method of automatically generating the one-line diagram and user interface' 

for a substation from a logical description of that substation, and providing 

a more modular user interface to which new services could be added as thl'~' 
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became available. The first of these might b . '1 t h e SImI ar 0 t at developed by Qui 

and Gooi[4], who were able to generate one-line diagrams from a model of a 

substation. However, further work might be necessary to provide a means to 

automatically generate or modify the other elements of the user interface such 

as the menus, dialog boxes etc. 

Possible Performance Problems The use of ACL messages may degrade 

the performance of the multi-agent system due to parsing and message passing 

overheads. 

6.8 Summary 

This chapter has presented an evaluation demonstrating both advantages 

and disadvantages to the use of a multi-agent system for power system automa­

tion. The major advantages of the multi-agent architecture derive from the use 

of directories. Because agents locate each other at runtime using a directory 

service based only on their capabilities, it is possible to add and replace com­

ponents during the operation of the system. This means that, for example, 

the user interface agent is capable of obtaining data either from a database 

or from a plant agent without modification. Another important facet of the 

multi-agent system is the standard agent communication language, whose de­

fined semantics permit the integration of data from multiple sources. It is also 

considered that agent autonomy will prove useful in implementing distributed 

control schemes. However, these are not covered in the prototype. The main 

disadvantages arise from the complexity of the multi-agent implementation, 

which consists of a large number of agents and can prove difficult to adminis­

ter. There are also performance problems, both specific to the implementation 

described here and generic problems relating to, for example, agent communi­

cation. Also, the use of a distributed system can result in increased network 

traffic and communications overhead compared to a centralized implementa-

tion. 
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Further work is required to fully complete this evaluation. Firstly, it is nec­

essary to install the system in a substation or substations in order to perform 

a user-focused evaluation involving substation engineers. From the evaluation 

performed, it is also unclear how the reliability of a multi-agent system com­

pares to that of a traditional system. It would be necessary to examine this 

question more fully once reliabilty mechanisms such as redundancy and fault 

recovery have been developed and incorporated into the prototype. 

The next chapter will conclude the thesis by examining the results that have 

been obtained and suggest opportunities for further work on this architecture 

and on individual applications. 
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Chapter 7 

Summary, Conclusions and 

Future Research 

7.1 Summary 

This thesis has described a distributed architecture, based on Internet Pro­

tocol networks, for substation information management and control systems. 

The basis of the architecture is a multi-agent system, consisting of a standard 

agent platform based on the Foundation for Intelligent Physical Agents (FIPA) 

standards and a number of different types of agent to perform various control, 

condition monitoring and information management tasks. The architecture is 

split into Wide Area Network (WAN) components and Local Area Network 

(LAN) components, of which the LAN components are located in substations, 

and the WAN components at any other locations on the power company's 

computer network. 

Although initially targeted at power systems, the architecture described 

in this thesis is sufficiently generic that it should be able to be applied to a 

range of industrial situations. For example, generic types of agent. such as 

plant agents and device agents are described, which may be instantiated into 

application-specific agents such as transformer agents and agents representing 

a specific model of data acquisition device. This generic naturl' signific(tut h· 
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enhances the reusability of the work described. However, there are a number 

of problems and opportunities for further work, which are discussed in Section 

7.3 below. 

In summary, the contribution of this thesis has been to develop a generic 

multi-agent architecture for the implementation of automation systems for dis­

tributed industrial systems. The design of the individual agents and the col­

laboration between agents has been investigated in detail. The use of mobile 

agents has been evaluated, and it has been demonstrated that for certain ap­

plications and network characteristics mobile agents provide a performance 

improvement over client-server systems. Finally, the whole architecture has 

been evaluated. This evaluation suggests that the use of a multi-agent sys­

tem for distributed industrial automation should provide increased flexibility 

over traditional systems. It also provides a framework for integrating different 

data sources and managing a variety of tasks. However, there may be a price 

to pay in the form of slightly reduced application performance and increased 

complexity of administration. 

7.2 Conclusions 

The following conclusions may be drawn from the work presented in this 

thesis: 

1. Using the multi-agent systems methodology, it is possible to design a 

software architecture capable of performing all of the tasks required in a 

power system automation system. This is described in Chapters 2 and 3. 

h 
h't t uses generic agents (plant agents, device agents, 2. T e arc 1 ec ure 

database agents), which are applicable to a wide range of distributed 

industrial automation systems. The architecture may also be extended 

b adding agents to perform specific tasks. Therefore, it should be pos-
y . d t' 

sible to transfer the architecture to applications in other m us nes, as 

discussed in Section 6.6. 
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3. The use of separate device agents, representing the physical data acquisi­

tion system and plant agents, representing the substation plant, permits 

either the plant or the data acquisition system to be altered while affect­

ing the minimum number of agents. It also increases the modularity of 

the system by reducing the amount of knowledge required by each agent. 

4. Using mobile agents can reduce the amount of time taken to perform 

common data analysis and remote control tasks, as shown in Chapter 

4. For the data analysis task, mobile agents are most useful on low 

bandwidth networks. For the remote control task, mobile agents should 

be used when the latency of the network is high. 

5. The prototype system demonstrates that the architecture described in 

Chapters 2 and 3 is capable of performing remote control, data analysis, 

database querying and display of status and condition information. It 

also demonstrates the feasibility of implementing the architecture. 

6. By using the directory facilities provided by a Foundation for Intelligent 

Physical Agents (FIPA) compliant agent platform, it is possible to permit 

changes to be made to the system at runtime. This permits, for example, 

an item of plant or a device to be replaced while the system is operational, 

while changing only the agent associated with that particular object. 

The above points demonstrate the advantages of the multi-agent techniques 

used in this system, in comparison to traditional systems such as SCADA, for 

the automation of large, distributed industrial systems. The use of a multi­

agent system permits the integration of the different tasks of control, infor­

mation management and condition monitoring in a single architecture. The 

resulting architecture provides increased flexibility compared to a traditional 

system, although there may be some decrease in performance. 
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7.3 Future Research 

Due to the broad scope of the research described in this thesis. insuffici(~llt 

time has been available to investigate all of the possibilities of an agent-based 

substation automation system. This section describes some of the remaining 

problems and possible improvements to the architecture and the prototype 

system. In some cases, the method by which these improvements might be 

achieved has been considered, but has not been implemented or tested in prac­

tice. 

7.3.1 Learning and Intelligence 

The agents described in this thesis are relatively limited, in fact. some au­

thors might dispute whether or not certain agents (such as the database agents) 

deserved the "agent" title. However, there is scope within the architecture for 

adding intelligence to various agents to improve their performance or enable 

them to perform a wider variety of tasks. For example, machine learning in 

the user interface agent might enable it to learn about its user's information 

needs, as has been done by, for example [42], or the control agents could be 

provided with learning behaviour to allow them to optimize the control of an 

item of plant. 

7.3.2 Control Agents 

Only limited work has so far been performed on the implementation of t 11(' 

control agents, and the current control agents basically act as servers, providing 

querying and user control functions. However, a full implementation would also 

include automatic control functions. 

Another important issue regarding the control agents is how to implement 

collaborative control between control agents, in particular to allow the control 

agents to prevent mobile agents or agents operated by multiple users from 

performing conflicting actions on the substation plant. It is suggested that 

either all of the control agents might collaborate with each other to achieve 

INFORMATION MANAGEMENT, MONITORING AND COT\TROL 
D.P. BII,"( 



7.3 Future Research 199 

this (possibly with agents having a "neighbourhood" . t' f h consls mg 0 t ose agent,.::; 

of plant that is directly connected to the plant of the t . t') agen m ques IOn 1 or 

that a hierarchical structure might be employed l'n ,h' h th t C , \\ IC e ranSlormer 

agents are responsible for the actions of the agents of switchgear linked to 

their transformers, and transformer agents cooperate with each other. 

Agent collaboration might be performed using a number of methods. in­

cluding joint intentions [116], which provide a mechanism for controlling agent 

collaboration using joint goals and jointly agreed plans for achieving these 

goals. An alternative would be the use of distributed constraint programming 

[118], which uses a multi-agent system to solve a problem consisting of a set of 

mathematical constraints distributed over a number of agents. 

7.3.3 Real Time Control and Monitoring 

So far, no real time functions are provided by the prototype implenlf'llta­

tion. However, real time considerations are an important factor in the design 

of a power system automation system. Therefore, the architecture should be 

enhanced to take account of these considerations, and an implementation in­

cluding real-time behaviour should be created and evaluated. 

The major modifications required for real-time behaviour would be to the 

device agents and plant agents, as real-time constraints are not an issue for 

much of the information management system. However 1 it might also be nec­

essary to include the substation user interface agent, due to the real-time con­

straints on the display of information on the substation HMI given in [83]. 

A number of challenges associated with the use of artificial intelligence in 

real-time domains are described in [132]. 

7.3.4 Multi-Hop Mobile Agents and Mobile Agent Plan-

. nlng 

The current agents, though capable of performing multi-hop information 

retrieval and multi-hop control, do not attempt to optimize the route taken 
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when performing such tasks. Therefore the performance obtained is not opti­

mal. Further investigation should implement a planning algorithm to attempt 

to optimize the route of these mobile agents. 

Another optimization that could be used, particularly for the data analysis 

agents, is the use of multiple agents. This should also be investigated in more 

detail. 

7.3.5 Document Retrieval and Integrated Document 

and Data Retrieval Using Mobile Agents 

A further possible application of mobile agents would be to provide doc­

ument retrieval functionality. This could be implemented either as an inde­

pendent function or in combination with the data retrieval functionality. The 

task of the document agent would be to retrieve a set number of documents 

(e.g. 10) in response to a query issued by a user. The agent would visit the 

various available document repositories, and collect matching documents. The 

following questions should be addressed during the development of this agent: 

1. If the agent returns to the user after collecting nrelevant documents 

(where nis the number specified by the user), it is possible that these 

are not the most relevant n,and that much more relevant documents ex­

ist at other servers. However, if the agent continues to other servers, 

it will use more network resources. Therefore, the agent's termination 

criteria must be investigated. 

2. The question of how to integrate results from multiple document reposi­

tories applies equally to the mobile agent as to the client-server document 

management agent (as discussed in Section 3.2.3). 

3. If possible, a planning methodology should be developed to allow the 

agent to estimate the best route through the available servers, in order 

to maximize the likelihood of obtaining the most relevant documents 

while minimizing the time taken. 
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7.3.6 Further Evaluation 

The evaluation of the system presented in this thesis is quite basic, and few 

quantitative results are presented, particularly for the static agents. In order 

to fully characterize the architecture described, further experiments would be 

required. 
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Appendix A 

Data Tables and Experimental 

Results 

This section provides full results tables for the experiments described in 

Chapter 4. 

A.I Mobile Agent Control Experiment 1 

These tables give the total time in milliseconds to perform N connect-read­

disconnect-connect-write-disconnect interactions between an agent and relay. 

IN' Run 1 , Run 2 , Run 3 , Run 4 I Run 5 I Mean I 
0 1271 1262 1262 301 1272 1073.6 
1 1812 1863 1762 1773 1933 1828.6 
2 2364 2373 2384 2383 2373 2375.4 
3 2874 2974 2934 2944 3085 2962.2 
4 2474 3354 3485 3455 3395 3232.6 
5 4136 3956 3034 3956 3996 3815.6 
10 8552 7040 6769 6770 6779 7182 

Table A.I: Mobile Agent, Serial Link. 
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\ N \ Run 1 \ Run 2 ! Run 3 \ Run 4 I Run 5 I Mean 
0 0 0 0 0 0 0 
1 1853 1642 1633 1692 1662 1696.4 
2 4096 3375 3495 3485 3315 3553.2 
3 4977 5177 5228 5207 5158 5149.-:1: I 

I 
, 

4 6980 6930 6830 7051 7151 6948.2 
5 9003 8462 8993 8713 8623 8758.8 I 

10 17566 17355 17585 17134 16564 17240.8, , 

Table A.2: Client/Server, Serial LINK. 

\ N \ Run 1 \ Run 2 I Run 3 I Run 4 I Run 5 ! Mean ! 
0 90 91 80 80 90 86.2 

1 681 651 741 861 640 714.8 

2 1232 1522 1231 1322 1242 1309.8 

3 1882 1842 1713 1662 1743 1768,4 

4 2293 2334 2313 2244 2373 2311.-:1: 

5 2884 2734 2854 2895 2804 283-:1:.2 

10 5949 5899 5658 5919 5949 5874.8 

Table A.3: Mobile Agent, 100Mbps Ethernet. 

I N I Run 1 I Run 2 \ Run 3 \ Run 4 \ Run 5 \ Mean \ 

0 0 0 0 0 0 0 

1 530 541 551 481 541 528.8 

2 962 931 1012 961 972 967.6 

3 1532 1422 1442 1392 1562 1470 

4 1853 1852 2033 1852 1912 1900.4 

5 2423 2714 2403 2423 2484 2489.-:1: 

10 4627 4737 4617 4807 4556 -:1:668.8 

Table A.4: Client/Server, 100~Ibps Ethernet. 
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A.2 Mobile Agent Control Experiment 2 

! Lat.! N ! Run 1 I Run 2 I Run 3 I Run -± I 
0 0 1.93 1.93 1.93 1.93 
0 20 12.35 12.42 12.36 12.43 
0 40 22.77 22.76 22.78 22.77 
0 60 33.22 33.21 33.20 33.23 
0 80 43.61 43.62 43.62 43.59 
0 100 54.04 54.05 54.05 54.06 
25 0 2.23 2.23 2.23 2.-±1 
25 20 13.62 13.59 13.56 13.59 
25 40 25.05 25.17 25.04 25.06 
25 60 36.36 36.38 36.37 36.36 
25 80 47.83 47.80 47.78 47.80 
25 100 59.22 59.39 59.22 59.35 
50 0 2.83 2.83 2.83 2.84 
50 20 15.15 15.11 15.16 15.13 
50 40 27.90 27.49 27.52 27.52 
50 60 39.91 39.94 39.96 39.93 
50 80 52.36 52.33 52.35 52.36 
50 100 64.70 64.77 64.77 64.83 
75 0 3.25 3.25 3.25 3.24 

75 20 16.47 16.53 16.49 16.54 

75 40 29.88 29.85 29.89 29.87 

75 60 43.28 43.32 43.33 -±3.32 

75 80 56.66 56.64 56.68 56.77 

75 100 70.11 70.13 70.02 70.10 

100 0 3.58 3.58 3.59 3.64 

100 20 17.82 17.79 17.86 17.56 

100 40 32.20 32.13 32.21 32.16 

100 60 46.65 46.57 46.56 46.57 

100 80 60.97 61.00 60.98 61.01 

100 100 75.52 75.39 75.35 75.40 

Table A.5: Static Agent 

G A]'\D CO]'\TROL INFORMATION l'vlANAGEMENT, l'vloNITORIN 
D.P. BIL~L 



A.3 MA Analysis Experiment 
205 

! Lat.! N ! Run 1 I Run 2 I R 3 1 un Run 41 
0 0 2.78 2.57 2.63 2.65 
0 20 13.24 13.04 13.04 13.04 
0 40 23.61 23.59 23.61 23.84 
0 60 34.03 33.97 33.90 33.89 
0 80 44.46 44.41 44.30 44.29 
0 100 54.91 54.73 54.92 54.92 
25 0 4.23 4.07 4.25 4.11 
25 20 14.69 14.49 14.43 14.46 
25 40 25.06 25.9 25.08 24.98 
25 60 35.64 35.47 35.41 35.60 
25 80 46.04 45.89 45.87 45.92 
25 100 56.52 56.28 56.25 56.63 
50 0 5.66 5.51 5.71 5.61 
50 20 16.11 15.90 15.99 16.02 
50 40 26.50 26.66 26.63 26.74 
50 60 37.21 37.02 37.12 37.16 
50 80 47.72 47.54 47.57 47.64 
50 100 58.06 57.84 57.83 57.89 
75 0 7.14 6.96 6.95 7.04 
75 20 17.53 17.61 17.39 17.41 
75 40 28.12 28.09 28.12 28.01 

75 60 38.82 38.60 38.74 38.97 

75 80 49.37 49.34 49.37 49.31 

75 100 60.24 59.41 59.45 59.64 

100 0 8.56 8.60 8.36 8.55 

100 20 18.78 19.04 19.19 18.86 

100 40 29.61 29.41 29.84 29.79 

100 60 40.52 40.22 40.25 40.29 

100 80 50.93 50.87 51.01 50.94 

100 100 61.41 61.06 61.18 61.56 

Table A.6: Mobile Agent 

A.3 MA Analysis Experiment 

These tables give the time taken to perform the experiment described in 

Section 4.2 for each agent type. In the tables, 11 represents Megabits/second, 

K represents Kilobits/second and bandwidth is abbreviated as B/w. 
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I B/w lIst run I 2nd I 3rd I I B/w lIst run i 2nd :3rd 
100M 112.64 106.63 106.20 100M 112.53 11:2.CJ:2 I 11l.7-1 
10M 111.97 104.32 107.67 10M 113.20 108.08 111.11~ 

1M 115.21 105.14 108.88 1M 113.71 10·J.87 : 108-1(J 
500K 111.33 107.45 106.60 500K 114.92 106.60 110.77 
lOOK 119.38 112.80 111.53 lOOK 120.49 113.6-1 11:2.:29 
10K 231.88 221.28 224.27 10K 230.19 I 2:31.38 L?3.-El 

Latency = Oms Latency=25ms 

I B/w lIst run I 2nd I 3rd I I B/w lIst run I 2nd I 3rd I 
100M 116.93 109.66 108.87 100M 117.11 115.66 112.68 
10M 117.48 110.13 110.67 10M 118.38 111.93 117.90 

1M 116.11 110.45 110.29 1M 118.37 114.94 110.1-1 

500K 118.41 110.04 109.98 500K 120.98 114.40 115.1-1 

lOOK 122.97 113.98 114.29 lOOK 123.54 116.51 122.90 

10K 238.09 225.96 227.57 10K 234.55 223.12 226.39 

Latency = 50ms Latency=75ms 

I B/w lIst run I 2nd I 3rd I 
100M 119.88 116.89 113.66 

10M 119.30 111.57 113.27 

1M 122.43 117.07 116.77 

500K 120.71 114.72 119.41 

lOOK 128.15 122.27 122.00 

10K 233.21 226.07 222.89 

Latency = lOOms 

Table A.7: Wrapper-Based Agent, Mobile 

The result marked with a * was a re-run after the original result was affected 

by network load. 
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I B/w lIst run I 2nd 3rd I I B/w lIst run I 2nd 3rd , 

100M 109.89 107.23 107.20 
10M 110.78 107.45 107.20 

100M 115.93 I 112.91 i 11:?69 
10M 118.50 11-1.2-1 118.66 

1M 117.81 114.00 113.95 1M 122.94 121.15 12l1.22 
500K 126.67 124.14 123.35 500K 133.21 128.43 1:?9."lG 

I 

lOOK 202.39 202.10 198.17 lOOK 202.97 199.76 200.01 
10K 1141.44 1118.52 1129.47 10K 1132.78 1100.77 1158.6-1 

Latency = Oms Latency=25ms 
B/w lIst run I 2nd I 3rd I I B/w lIst run I 2nd I 3rd 

100M 123.24 120.40 119.96 100M 129.51 126.01 126.6-1 

10M 121.71 118.42 118.16 10M 133.94 127.68 126.59 

1M 126.47 123.72 122.16 1M 131.50 129.00 1:?S.Gi 

500K 135.16 132.34 132.41 50 OK 138.04 135.81 135.05 

lOOK 207.90 204.62 203.88 lOOK 209.34 206.97 206.09 

10K 1138.87 1119.30 1120.29 10K 1137.08 1122.46 1119.27 

Latency = 50ms Latency=75ms 

I B/w lIst run I 2nd I 3rd 

100M 137.83 134.35 133.88 

10M 134.84 132.22 130.90 

1M 139.37 135.55 135.15 

500K 144.28 140.40 138.67 

lOOK 209.34 212.54 211.46 

10K 1112.98 1110.51 1121.70 

Latency = lOOms 

Table A.8: Wrapper-Based Agent, Static 
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B/w lIst run I 2nd 3rd B/w lIst run I 2nd 3rd 

100M 33.45 33.90 33.29 100M 35.92 32.76 32.79 
10M 33.11 32.64 36.46 10M 36.07 32.13 32.81 
1M 34.09 35.01 40.31 1M 36.20 33.13 33.40 

lOOK 41.81 38.88 39.55 lOOK 44.26 46.2-! I 47.52 
Latency = Oms Latency=25ms 

B/w lIst run I 2nd 3rd I 
100M 38.11 44.05* 35.18 

10M 38.15 35.20 34.39 

1M 38.55 38.69 35.24 

lOOK 45.97 48.72 45.22 

Latency = 50ms 

Table A.9: Direct Access Agent, Mobile, Cached 

B/w lIst run I 2nd 3rd 

100M 108.64 106.52 98.72 

10M 101.84 105.17 105.91 

1M 102.75 100.13 101.95 

lOOK 110.48 106.73 110.40 

Latency = Oms 

I B/w lIst run I 2nd ! 3rd 

100M 107.15 107.47 111.04 

I B/w lIst run I 2nd 3rd ! 

100M 105.23 101. 6-! 10G.35 

10M 103.87 105.20 10-1.48 

1M 104.87 108.18 102.58 

lOOK 111.62 109.36 113.02 

Latency=25ms 

10M 103.51 109.98 104.00 

1M 107.53 107.30 109.73 

lOOK 114.29 110.87 117.36 

Latency = 50ms 

Table A.10: Direct Access Agent, Mobile, Uncached 

------ - ------
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! B/w ! 1st run I 2nd I 3rd 
100M 37.60 32.77 32.18 
10M 32.60 33.38 33.39 
1M 46.03 46.94 46.88 

lOOK 354.04 354.46 354.62 

B/w 1st run I 2nd :3rd 
100M 958.14 959.GS 9·59. I II 

10M 961.01 962.66 962.()S 
1M 992.2-1 993.31 993.68 i 

lOOK 1303.65 1305.58 1304.92 
Latency = Oms 

B/w lIst run I 2nd I 3rd 
Latency=25ms 

100M 1906.72 1908.17 1908.20 
10M 1911.97 1912.17 1911.86 
1M 1941.62 1942.71 1942.81 

lOOK 2253.65 2254.84 2254.35 
Latency = 50ms 

Table A.11: Direct Access Agent, Static. Cached 

I B/w lIst run I 2nd 3rd I I B/w lIst run I 2nd 3rd I 
100M 96.67 97.99 98.05 100M 3802.99 3804.81 3804.90 

10M 103.40 104.42 104.57 10M 3815.83 3817.96 3818.-12 

1M 157.93 159.17 159.35 1M 3939.50 3941.48 39.,11.55 

lOOK 1387.70 1387.75 1388.09 lOOK 5184.07 5185.72 5185.38 

Latency = Oms Latency=25ms 

I B/w lIst run I 2nd I 3rd 

100M 7593.96 7593.89 7595.24 

10M 7608.65 7613.69 7611.18 

1M 7730.43 7733.47 7732.64 

lOOK 8974.44 8978.56 8978.06 

Latency = 50ms 

Table A.12: Direct Access Agent, Static, Uncached 
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Appendix B 

Implementation Details of 

Prototype System 

This chapter describes in more detail the implementation of the multi-agent 

system for substation information management and control. Three program­

ming languages are used in this implementation. The main agent components 

are implemented in Java using the JADE toolkit. Prolog is used to implement 

the reasoning and querying of the server agents, and the user interface agent 

is implemented as a set of ActiveX components using Microsoft Visual Basic. 

B.l Class Hierarchy 

Figure B.l shows the upper class hierarchy of the substation information 

management system, which implements the architecture described in Chapt(>r 

3. Other classes, such as task-specific sensors, effectors and custom reasoning 

engines, inherit from the classes of this hierarchy. 
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jade.core genericagent 

Agent «Interlace .. 

... GenericAgen t 

V +getReasoningEnginet) 

~ 
+addLislener() 

Event 
+ramoveListensr() -, 

-+ geIName() I l 
+gelTimeslampO 

+geIObjecls() «'Interface» 
«In terlace» I «Interlace» 

Senso r 
ReasonlngEng lne ENector 

+addBel,.(() Fe.ecut8() +slartl) 

java .util Timestamp +stop() 
+remove8euel() 

+setup() 
+8ventOccu((8d() 

+getEvents() 
+quaryO 

+selAgenlO 
+RddEllector() 

+addLis/enerO 
+star1up() 

+removeLlstener() 
"'shutdown() 

Date "performAct,on() 

~ 
Time 

Lt +serPropsrry() 

~ A bstrac lSensor I "n'erlace. 
SensatE "' 8nl Listener 

r ·6VfJntO~CU"8dO 

bolney. agents.generic 

I 
Ge nericJADEAgenl PrologRea sonlng En gi ne 

Note: the methods addListener{) and removeListener{) of the genericagenL Sensor and genericagenLGenericAgent classes are actually 
addSensorEventListener() and removeSensorEventListener() . For readability the names have been abbreviated on th is diagram 
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I 
I 

Figure B .l : Upper Class Hierarchy of Subst ation Information Manag m nt 

Syst em 

INFORMATION MANAGEME T :l\/.Io ITORI G ND o TR L D.P. Bu 



B.2 Substation Simulator Agent 
212 

B.2 Substation Simulator Agent 

B.2.1 Agent-Specific Classes Used 

• TCPSimulatorSensor (extends AbstractSensor): used to acquire data 

from the substation simulator via the data acquisition PXI s~'stem. 

• TCPSimulatorWriter (implements Effector): used to write to the sub~ta­
tion simulator (via the PXI). 

B.3 Plant Agents 

No agent-specific classes were used in the plant agents. as the.,' are ~olely 
software agents, and do not require sensors or effectors (apart from communi­

cations with other agents). A single prolog file 1 provides generic rules common 

to all plant agents (acquiring plant properties from the ontology agent, reading 

mappings from the mapping agent etc). 

B.4 Database Agents 

The database agent used a separate kernel (DatabaseAgentKerneI2) to the 

standard agents. This added a number of methods allowing database queries 

to be executed from Prolog. 

B.5 Document Agents 

The ps2ascii tool (part of GhostScript) is used to generate the plain text 

from PDF and PostScript files. To generate plain text from a Word documellt. 

a program written in Visual Basic invokes Microsoft Word to convert the file. 

Therefore, in order for the document agent to work with \Vord documenh. 

Microsoft Word must be installed on the system. 

Iplant.pro 
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B.6 User Interface Agent 

The user interface agent is implemented in Visual Basl'C It . t . commumca es 
with the other agents (resident on the JADE platform) via a TCP-based mes-

sage transport system added to the JADE main container. 

The protocol used by the message transport system and user agent is as 

follows: 

1. Discovery 

(a) Client broadcasts UDP packet with content "SEND-AP­

DESCRIPTION" to address 224.0.0.1 and port 7878. Alternatively, 

an address may be specified by the user. 

(b) On receipt of this message the MTS sends an inform message to 

the client. The content of this message is ((result <action> <ap­

description> )) where <ap-description> is the agent platform de­

scription (as defined in [76]) of the platform on which the MTP is 

situated. The client can use this to extract the TCP address of the 

platform, which will be given as "stcp:/ /<address>:<port>", for 

example "stcp: / /192.168.1.5:7879" . 

2. Message Transport 

(a) Client establishes TCP connection to the MTS. 

(b) To send a message, the client first writes "BEGIN", at the start of a 

line and followed by a line feed or carriage return and line feed. The 

client then writes the message, using the FIP A ACL string encoding. 

To terminate a message, the client writes a line "END". 

(c) To close the socket, the client writes a line "CLOSE". The server 

will then close its connection to the client. 

(d) Messages from the other agents to the client (via the MTS) are 

transmitted on the same socket connection, using the same protocol. 
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Appendix C 

Data File Formats 

The prototype system is configured using several data files. The format of 
these files is described here. 

e.l Generic Agent Configuration 

The format of the configuration file for the generic agent is as a FIPA SL 

functional expression with parameters (frame). There are 5 possible parame­
ters: 

• reasoning-engine: Specifies information regarding the agent's reasoning 

engine. 

• abilities: Set of ability frames. Specifies the abilities / effectors of the 

agent 

• sensors: Set of sensor frames. Specifies the sensors of the agent 

• include-beliefs: Set of strings (the filenames). Specifies additional filps 

containing the agent's beliefs . 

• interaction-protocols: Set of strings (interaction protocol names). Sp('('­

ifies interaction protocols which the agent will participate in. Allowable 

values are fipa-subscribe, subscribe, fipa-request. fipa-query.l 

IThere is a bug in the agent implementation with regards to the fipa-subscribe 
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The Ability frame 

The ability frame has the classname/functor "abl'll't,," 
~ and the following possible parameters: 

• implemented-by: String. Specifies the Java classname of the abilih"s 
implementing class 

• name: String. Currently ignored. 

The Sensor frame 

possible parameters: 

The sensor frame h th 1 / 
as e c assname functor "sensor" and the following 

• implemented-by: String. Specifies the Java classname of the sensor's 
implementing class 

• name: String. Currently ignored. 

• parameters: Set of parameter frames, each having the parameters name 

and value. The possible parameters depend on the sensor class in use. 

The Reasoning Engine Frame 

The reasoning engine frame has the classname/functor "reasoning-engine" 

and the following possible parameters: 

• name: String. Currently ignored 

• implemented-by: Java classname of the class implementing the rpas()lling 

engIne 

• properties: Set of property frame, each having the parameters name and 

value. The possible parameters depend on the chosen reasoning engine. 

protocol, which was formerly referred to as subscribe during the period of time that 
fipa-subscribe was deprecated by FIPA. To ensure that an agent is capable of handling 
subscriptions, put both subscribe and fipa-subscribe in the interaction protocol :-;d. 
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C.l.l Example 

This example is an abbreviated version of that used by the substation sim­

ulator agent of the prototype system (some of the filenames haye been short-

ened). 

(agent-definition 

: reasoning-engine 

(reasoning-engine 

: name C C PrologRE) ) 

: implemented-by 

bolney.agents.generic.PrologReasoningEngine 

:properties 

(set 

(property 

:name xplfile 

:value d:/work/prolog/test/test.xpl) 

(property 

:name profiles 

: value 

(set 
d:/java/bolney/config/simulator/simulator.pro 

d:/java/bolney/config/create_action_sd.pro 

d:/java/bolney/config/create_query_sd.pro)))) 

:abilities 

(set 

(ability 

: implemented-by 
bOlney.agents.generic.effector.RegisterWithDF2)) 

: sensors 

(set) 

: include-beliefs 

(set 

1\ I NITORING AND CONTROL 
INFORMATION MANAGEMENT, 1\ 0 

D.P. Bus( 



C.2 Mobile Analysis Agent Configuration 217 

d:/work/java/bolney/config/simulator/simu1ator.s1 

d:/work/java/bolney/agents/monitoring/device_onto1ogy.sl) 

: interaction-protocols 

(set fipa-query subscribe fipa-subscribe fipa-request)) 

C.2 Mobile Analysis Agent Configuration 

The mobile analysis agent uses a somewhat simpler configuration file than 

the generic agent. The format is similar, with an SL frame being used as the 

main configuration object. The main frame has classname analysl:-;-agent. It 

has the following parameters: 

• data-sets: Set of data-set frames. Specifies the data sets to be retrieved. 

• functions: Set of function frames. Specifies the analysis functions used 

by the agent. 

• report: report frame. Specifies how the report is to be generated. 

• mobile: boolean. Specifies whether the agent is to be mobile or static. 

The analysis agent's configuration file may be automatically generated by tl)(' 

user interface agent. 

The Data Set Frame 

The data-set frame defines a data set. Properties: 

• number: Integer. A number used to identify the data set . 

• selection-string: String. A FIPA SL IdentifyingExpression used to spC'c­

ify the data to retrieve. 
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The Function Frame 

The function frame defines an analysis function: specifying the name to bt' 

used and the Java class which implements the functl·on. P t' roperIes: 

• name : String 

• implemented-by: String. Name of Java class. 

The Report Frame 

The report frame defines the report in terms of how the anal~'sis functions 

are to be applied, and any additional text to be inserted around the result~, 

C.2.1 Example 

This example is for an agent which retrieves a single data set containing 

current and time, calculates the maximum current and displays it in a report 

entitled "Analysis Report" , 

(analysis-agent 

: data-sets 

(set 

(data-set 

:number 0 

: selection-string 

C C ( (all 

(set ?current ?time) 

(t (lv-current sgtl ?current) ?time)))")) 

: functions 

(set 

(function 

:name max 

: implemented-by 

bOlney.agents.analysis.functions.Max)) 
------
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C.3 Mobile Remote Control Agent Configuration 

:mobile true 

: report 

(report 

:title "Analysis Report" 

: items 

(set 

(report-item 

:results (max dsO:current dsO:time) 

:text-before "Maximum LV Current =" 

:text-after fe,,)))) 

219 

C.3 Mobile Remote Control Agent Configura­

tion 

The remote control agent's configuration consists of a set of actions, and 

a configuration setting to determine whether or not the agent is mobile. Th(' 

main frame of the configuration is the control-agent frame. Parameters: 

• actions: FIP A SL action sequence 

• mobile: boolean. Specifies whether the agent is mobile or static. 

C.3.1 Example 

(control-agent 

: actions 

(action 

(agent-identifier :name ca@pc2214:1099/JADE) 

(open h13)) 

:mobile true) 
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