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Abstract—Radio frequency fingerprint identification (RFFI)
employs unique hardware impairments for device authentication.
Power amplifier (PA) nonlinearity is an important hardware
impairment feature, which has been widely used for RFFI.
In this paper, we modeled and estimated PA parameters and
studied their effects on RFFI. In particular, a memory polynomial
model was used to capture the detailed features of PA, involving
polynomial order, memory depth and coefficient matrix. These
parameters are twisted and we designed grid search and deep
learning-based algorithms to find optimal parameters, with a
tradeoff of computational complexity and RFFI classification
accuracy. We created a testbed consisting of 60 IEEE 802.15.4
devices and a universal software radio peripheral (USRP) X310
software-defined radio (SDR) platform as the receiver. The PA
function of our devices can be disabled when needed, which
allowed us to generate signals with and without PA features.
Experimental results demonstrated that our proposed algorithms
can estimate the PA parameters. Simulated signals with the
estimated PA parameters were also demonstrated to retain the
PA features accurately.

Index Terms—Radio frequency fingerprint identification, deep
learning, power amplifier.

I. INTRODUCTION

Device authentication is the first step to ensure wireless
security, which authenticates device identities when they want
to join the network. Traditionally, it is handled by crypto-
graphic approaches [1]. However, these approaches tend to be
computationally expensive and may not be suitable for low-
cost internet of things (IoT) devices that usually have limited
computational resources [2]. In addition, device addresses such
as media access control (MAC) addresses are usually used for
device identification. However, these addresses can be easily
altered. Therefore, there is an urgent need for lightweight
device authentication for IoT.

Radio frequency fingerprint identification (RFFI) emerged
as a promising candidate [3]. RFFI relies on hardware impair-
ments that result from imperfections during the manufacturing
process. These impairments are unique and stable, which can
be used as device identifiers, in a similar way as biometric fin-
gerprints. RFFI protocols can be implemented at the receiver
end and do not require any modification to the IoT transmitter.
Hence, it can be readily applied to any IoT systems including
legacy ones. Therefore, RFFI has been widely studied with
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WiFi [4], [5], ZigBee [6], long-term evolution (LTE) [7], and
LoRa [8]-[10], etc.

Deep learning has been widely used in RFFI due to its
excellent ability to automatically extract features [3], [11],
[12]. Deep learning significantly pushes the boundary of RFFI
since it was first adopted in the community [8]. However, deep
learning-based RFFI treats the hardware impairments as black
box and does not distinguish their individual contributions.
Studying their contribution to RFFI is significant, based on
which we can categorize these features into irrelevant features,
weak features, and strong features.

There are various features of signals from wireless devices
such as carrier frequency offset (CFO), I/Q gain imbalance,
and power amplifier (PA) feature [13]. Among these impair-
ments, PA nonlinearity has been widely used for RFFI. Fu et
al. [14] proposed an RFFI method to eliminate the channel
effect with nonlinear features with memory effect, which gets
92.92% average identification accuracy in 22 IEEE 802.11
devices. Besides, Li et al. [15] utilized eight PAs to study
RFF and achieved 92% of average classification accuracy
when signal to noise ratio (SNR) was 10 dB. Furthermore,
Li et al. [16] used a physical unclonable function (PUF) to
dynamically tune the PA feature, which enlarged the RFF
feature differences among the wireless devices. Therefore,
according to previous studies, the PA feature is an essential
feature in RFFI, which is valuable in further research.

There are many PA models including both memoryless mod-
els and models with memory effects, such as Saleh model [17],
Wiener-Hammerstein [18], memory polynomial model [19],
and generalized memory polynomial model [20]. There are
existing works to model PA behavior with the memoryless
nonlinear model for RFFI [13]. While memoryless models are
simple, they may not capture all the PA features. Instead, the
memory effect appears on real PAs. Therefore, it is meaningful
to build a PA model with the memory effect and estimate
related parameters.

In this paper, we performed a comprehensive modelling
and estimation of PA parameters for RFFI and carried out
experimental evaluation. The memory polynomial model was
used, consisting of the polynomial order, memory depth, and
coefficient matrix. We designed algorithms to estimate their
values and used these values to simulate/generate new signals.
We created a testbed using 60 IEEE 802.15.4 and a universal
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Fig. 1. Deep learning-based RFFI.

software radio peripheral (USRP) X310 software-defined radio
(SDR) platform. Our experimental results demonstrated that
our algorithms can replicate the PA features accurately. Our
contributions are listed as follows:

o We adopted the memory polynomial model with poly-
nomial order, memory depth, and coefficient matrix. We
used a grid search to estimate the polynomial order. We
then employed a deep learning-based RFFI model to
obtain the optimal memory depth. The coefficient can
then be calculated accordingly.

o Signals with and without PA features were collected,
which were used to estimate the PA parameters and
generate/simulate new signals with PA features. This was
feasible as the PA of the selected IEEE 802.15.4 devices
can be disabled.

o We carried out a comprehensive experimental evaluation.
When using the simulated signals as training dataset and
real collected signals as test dataset, the deep learning
model can achieve 99.92% classification accuracy, which
demonstrated that the simulated signals retain the PA
features accurately.

The remainder of this paper is organized as follows. Sec-
tion II briefly introduces RFFI and PA model. In Section III,
the estimation algorithms are elaborated. The experimental
setup and results are given in Section IV and Section V,
respectively. Section VI concludes the paper.

II. RFFI PRIMER AND POWER AMPLIFIER MODEL
A. RFFI

RFFI utilizes the hardware impairments from the manufac-
turing imperfections of devices for identification. As shown in
Fig. 1, there are Np devices under test (DUTs) and a receiver.
A deep learning-based RFFI approach involves training and
inference stages. In the training stage, a receiver constructs a
training dataset with signals from all DUTs. A deep learning
model is then trained. In the inference stage, the trained deep
learning model will make a prediction of the device identity
based on the received signal.

B. PA Model

PA has abundant nonlinear features which are suitable for
RFFI. There are many PA models such as Saleh model [17],

Wiener-Hammerstein [18], memory polynomial model [19],
and generalized memory polynomial model [20]. With the
consideration of the memory effect and complexity of various
PA models, we utilize the memory polynomial model as the
PA model with lower parameters of complexity and memory
effect, which can be described by

K M
ylnl =D D armaln —m] fefn —m])*1, (D)
k=1m=0
where y[n] is the output of the signal passed through the PA,
x[n] is the input signal to the PA with a length of N. K
and M represent the polynomial order and the memory depth,
respectively. ay, ,, is the Volterra kernel of the PA, and these
form a Volterra kernel vector a € CEKM+1)x1 \which can be
described by
a=lay, - ,ag|" 2)

with
ay = [ako, arm]” - 3)
III. ESTIMATION OF PA PARAMETERS
A. Overview

As can be shown in (1), there are three parameters need
to be determined, { K, M, a}, which will be estimated in this
section. The estimated parameters are given as {k M, a}.

The values of K s M , and a are twisted with each other. In
the following two sections, we will explain how to estimate
K and M. We will first estimate K by iterating various M
values. Once K is estimated, it is fixed. We can then focus on
estimating M.

Given K and M, the corresponding a can be calculated by
the least squares method as

a=(X"X)"'x"y, 4)
where y € CV=M)x1 g the vector of the collected output
signals with PA features. X € C(N—M)xK(M+1) iq the input
signal matrix, which can be described by

X = [X, Xk, )
where X, € CIV-M)x(M+1) "and X, can be described by
Xire1 0 XE
X, = : . SN >M+1 (6)
X]fv X’]fvfM
with
X = zfn] |z[n][* " (7)

B. Estimation of Polynomial Order K

We adopted a method to grid search the proper K and
M [21]. Firstly, it defines K; and M, where 7 and j represent
the index of the different K and M, respectively, in the grid
search process. We can calculate a*/ € CKi(Mi+1)x1 by (4),
and X% ¢ CWN=M;)xKi(M;+1) by (5). Then, we generate
simulated frame signal ¥/, which can be described by

y =Xval, )
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Fig. 2. Values of RMS error distribution against X and M. (a) Device a
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where y*7 € CV=M;)x1 " which is the simulation for ¥ with
Ki and M 'E

According to the yij , we can calculate the difference
vector €. The n'" element of e/, denoted as e*/[n], can
be described by

i) — | gln] — §%[n] |
N T . ©

where 7j[n] and 7% [n] are the n-th element of ¥ and y*
respectively. % [n] represents differences between §j[n] and
7% [n] in the time domain.

Then, we computes error of Root-Mean-Square (RMS) for
€%, which can be described by

.. 1 M, ..
WZJNﬂWZL%@ww% (10)
With this method, we can get r with respect to K; and M;.
Fig. 2 exemplifies values of RMS errors.

Then, we utilize multiple frames from multiple devices to
generate the results that the value of RMS error distribution
against K and M. By these results, we utilize dimensionality
reduction algorithm to generate a result that RMS related to
polynomial order, including (11), (12), and (13).

11 I1
Tq Tq
R,=|: - |, (11)
1J 1J
Tq 7‘q

where R, is the result of RMS distribution against K and M.
q is the index of the RMS distribution result generated from the
g-th collected signal frame. M; € [M;, M|, K; € (K1, Ki],
and M; and M are 1 and 8 respectively in Fig. 2a, M; and
My are 100 and 800 respectively in Fig. 2b, and K; and K
are 1 and 8 in Fig. 2.

We then sum each column, given as

J
i ij
re=D T
j=1
where r’

o 1s the sum of i-th column in R,. In this way, we
can focus on the effect of K for now.

12)

RelLu+

Dropout
RelLu+
(50%) Dropout
T (50%) Softmax
o\ Vg ®
’ . . .
. e .
. L] A4
Input Layer @ #. L J
Conv+Relu Conv+ReLu Output Layer
(50x1x7) (50x2x7) FC
(80)
FC
(256)

Fig. 3. CNN architecture.

Finally, we utilize a vector T to present the mean of the
each rfl with @ frames, which can be described by

r= le:rl le:rI
Qo= Qe

According to the result that the trend of T related to polynomial
order, we can get the measured optimal K, namely K.

13)

C. Estimation of Memory Depth M

We used a different method to estimate M. Specifically, we
utilize (8) with predetermined polynomial order K and varying
memory depth M; to generate simulated frame ¥, where [ is
the index of the varying memory depth. Considering there are
Np devices, we generate Ny frames for each device. These
frames are then used to train a CNN model for RFFI. We
utilize the accuracy of the CNN-based identification to eval-
uate the performance of simulation with varying parameters
for exploring proper parameters. Because the purpose of this
paper is to generate simulated frames using the estimated PA
parameters for RFFI, using this approach can ensure that the
generated frames can replicate the intrinsic PA features.

A CNN architecture proposed by [22] is used in this paper,
which is illustrated in Fig. 3. The input is I/Q samples with
a size of 1280 x 2. The CNN model consists of two 2-D
convolutional layers followed by a batch normalization (BN)
layer and a maxpooling layer, and the last one of them is
connected to two fully connected layers. ReLu function is
adopted to activate convolutional layers and fully connected
layers, while the softmax function is utilized at the end of
the structure. Each fully connected layers followed by a 50%
dropout layer to prevent overfitting.

Given K and M;, the CNN accuracy is expressed as

0= {G(K,Ml) e [1,L]}, (14)

We can then search the expected identification accuracy in the
set ©, namely the expected performance of simulation, and
find the corresponding M;, which is estimated optimal M,
namely M. The expected performance of the simulation is
generated from the identification accuracy with real frames,
which is approaching accuracy in reality.



Fig. 4. Signal collection scenario.

D. Estimation of Coefficients a

Once the optimal polynomial order K and optimal memory
depth M are obtained, we can utilize (4) to calculate the
corresponding Volterra kernel vector a. We measure multiple
signals for each device, so the optimal a is selected which
corresponds to the minimum error of RMS with y.

IV. EXPERIMENTAL SETUP

This paper used IEEE 802.15.4 as a case study. Specifically,
we employed Np = 60 commercial-off-the-shelf (COTS)
devices and Universal Software Radio Peripheral (USRP)
software-defined radio (SDR) X310 as the receiver platform,
as shown in Fig. 4.

o All devices comply with the IEEE 802.15.4 Physical layer
(PHY) protocol. They send signal frames that of physical
service data unit (PSDU) is full of 0, so all collected
frames keep the same data.

o The USRP X310 platform is interfaced using GNU radio.
Once the signals are collected, they are transferred to a
PC for signal processing using Matlab, which includes
synchronization, carrier phase offset compensation, car-
rier frequency offset compensation, and normalization.
The sampling rate in the collection scenario is 10 MS/s.

Fig. 5 portrays the PA estimation and signal generation.
As observed in (1), both the input and output signals of the
PA are required. The devices that we selected allowed us to
disable the PA manually, which can produce signals without
PA features. When the PA is enabled, signals with PA features
can be generated. In particular, we configured the device with
the maximum transmission power, which is 15-level in the
setting.

In order to focus on the PA features and avoid channel
effects, we designed a cabled experiment for signal collection,
shown in Fig. 4. We directly connected USRP X310 and the
ZigBee devices using a radio frequency (RF) coaxial cable and
an attenuator. When the PA is disabled, we set USRP X310
with a high receive gain. A detailed information is illustrated
in Table L.

We collected 60 signal frames with PA and without PA,
respectively, for each device. A segment of the signal frame
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Fig. 5. Estimation of PA parameters and signal generation.

TABLE I
PARAMETERS OF SIGNALS COLLECTION SCENARIO
RF USRP
PA Status Attenuator Value | Receive Gain
PA disabled 30 dB 75 dB
15 level (Maximum) 60 dB 65 dB
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Fig. 6. 50 Signals from the same device.

with PA is shown in Fig. 6. There are small fluctuations in
these signals, but the differences are not significant, which
demonstrates that PA features are stable within a certain period
of time.

V. EXPERIMENTAL RESULTS

We carried out multiple experiments to search for the
optimal parameters, including polynomial order K, memory
depth M, and Volterra kernel vector a.

A. Polynomial Order K

We utilized 10 frames from each device to estimate K,
totaling 600 frames. We used the entire part of the frame
to take grid search by (8), (9), and (10), which can get 600
values of RMS error distribution against /' and M. Therefore,
we can use dimensionality reduction algorithm including (11),
(12), and (13) with values of RMS error distributions.

In Fig. 7, we plot trends of T versus memory depth.
It can be observed that the values of b do not decrease
significantly when K is larger than 3. Meanwhile, considering
the computational complexity caused by the increase of K, we
chose K as 3 in the following of this paper.
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B. Memory Depth M

We used 50 signal frames from each device to estimate
M. We simulated frames with fixed K = 3 and varying M
from 100 to 1200 with a step of 100 by (8). By this way, we
generated massive datasets of simulated frames for evaluation.

We selected 16 real frames for each of the 60 devices.
Meanwhile, we simulated 16 real frames from the collected 50
frames for each device, and enlarged them to 800 frames as
the training set, 192 frames as a validation set with adding
noise of the 40 dB SNR for each device. We selected 30
frames from the rest of the real frames that do not overlap
with the simulated frames in the training set and validation
set. These 30 frames are enlarged to 120 frames per device
by augmenting noise of the 40 dB SNR, which forms the test
set. In this way, we can evaluate whether the simulated frames
possess the PA features.

After the signals are generated/simulated, we used the signal
segment from samples 1601 to 2881 as input to CNN. As the
signal has both real and imaginary parts, the segmented 1Q
samples have a size of 1280x2.

We set the initial learning as 0.00001, the optimizer as
Adam, and the maximum epochs as 250 to make the model
converge better. In addition, the mini-batch size is 256, the
validation frequency is 50, and each experiment takes 11 times
training and tests for the median as a result. Besides, we use
the early stop method and dropout layer to prevent overfitting.

The experimental results are demonstrated in Fig. 8. We
selected M as 800, with a consideration of accuracy and
computational complexity.

C. Coefficient Matrix a

We utilized 50 collected real frames for each device. We
used (4) to calculate a with K =3 and M = 800. Then, we
utilize (8) to generate simulated frames and calculate RMS
between real frames and simulated frames by (9) and (10).
Searching the frames with the lowest RMS, we can find the
optimal Volterra kernel vector a for each device to represent
the device.

Besides, we convert the Volterra kernel vector a to a matrix
with a size of (M+ 1) x K, i.e., 801x3. The color map of a
of two devices are depicted in Fig. 9. For a better illustration
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effect, we only showed the real part and scale values in a to
the range [-1, 1]. The distribution of values close to 1 and
-1 is different between the two devices, and most values are
around 0.

D. Performance of Signal Generation

According to a, K s M measured from 60 IEEE 802.15.4
device, we can use (8) to generate a simulated signal. As
exemplified in Fig. 10, the generated waveform, 7[n], matches
with the real collected signal, §[n], very well.

We constructed a few datasets for evaluation, as summarized
in Table II. The subscripts « and /3 indicate the two datasets
consisting of frames 1-16 and frames 17-46 out of the 60 col-
lected signals, respectively. Besides, the superscripts, real and
sim, indicate real frames and simulated frames, respectively.



TABLE II
DATASET CONSTRUCTION

Datasets | Frame index range Type

psim 1-16 Simulated frames

preal 1-16 Real frames

Dpeat 17-46 Real frames

TABLE III
EXPERIMENTAL RESULTS OF PERFORMANCE ANALYSIS
Index | Training and validation set | Test set | Median of accuracy

1 preal Dyt 100.00%
2 psim Dreal 100.00%
3 Dsim ’Dge“l 99.92%

We carried out three different evaluations and the results
are given in Table IIl. For each evaluation, we performed
11 experiments and used the median value. Test 1 achieves
100% accuracy with CNN-based identification, which is valid
as the SNR of the real collected signals is very high. Test
2 also achieves 100% accuracy, when the training and test
datasets are simulated frames and real frames, respectively.
They are based on the same frames 1-16. Finally, Test 3
is the most challenging scenario, as the training dataset is
simulated but the frames between training and test datasets
are not overlapping. The accuracy is still as high as 99.92%,
which indicates that our approach can replicate the PA features
accurately.

VI. CONCLUSION

In this paper, we modeled and estimated the PA parameters
for the purpose of RFFI and carried out experimental evalu-
ation using IEEE 802.15.4 devices. The memory polynomial
model of PA was adopted, consisting of polynomial order,
memory depth, and Volterra kernel vector. We used grid search
to estimate the polynomial order. We then simulated the signals
with the generated PA features and designed a CNN-based
RFFI model to find the optimal memory depth. A testbed was
created including 60 IEEE 802.15.4 devices and a USRP X310
SDR platform as the receiver. The PA of the device can be
disabled which allowed us to generate signals both with and
without PA features. Our experimental results demonstrated
that our proposed algorithms can replicate the features of PA
accurately. Specifically, when we used simulated signals as
training dataset and real collected signals as test dataset, a
classification accuracy as high as 99.92% can be obtained,
under high SNR scenarios (40 dB).
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