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Researching Forms 
of Mixed, Unclear 
and Fluid Extremism: 
Risks, Challenges 
and Best Practices  
The focus of national security efforts over the last two decades in Western 
society and elsewhere has been oriented toward the threat presented by 
Islamist and far-right extremism. 
While academic research has largely mirrored this focus, there is now awareness of a growing number of individuals who are 
engaging with mixed, unclear and fluid forms of extremism that draw across multiple ideologies, including misogynistic, Incel, 
far-right, and conspiracist perspectives. 

Researching in this nascent but expanding area presents various challenges and risks. Researchers have to grapple with practical 
and moral dilemmas surrounding accessing hard-to-engage and potentially vulnerable populations, whilst also navigating 
complex University ethical approval processes. Researching mixed, unclear and fluid extremism comes with psychological and 
safeguarding challenges. The exposure to hateful content can be emotionally taxing and can impact on researchers’ mental 
health. Researchers have to contend with the risks of doxxing and online/offline harassment by those promoting hate. This risk is 
significantly heightened for minoritised and marginalised researchers, including female(-presenting), gender non-conforming, 
neurodiverse, disabled, LGBTQ+ and racialised researchers. Postgraduate and early career researchers face the additional 
challenge of maintaining safety while also developing the online professional visibility required to succeed in the academic job 
market. 

This Toolkit is designed by a team of international and interdisciplinary scholars as well as practitioners working in preventing 
extremism roles, all of whom at various stages of their careers and with diverse intersectional identities in terms of race, class, 
gender, sexuality, neurodiversity, and disability. It was designed in a collaborative process and draws from our professional, 
personal, and collective experiences of navigating the risks and challenges that come with researching extremism in its various 
forms. It further draws from discussions and knowledge exchange within the Conceptualising, Understanding, and Preventing 
Mixed Forms of Extremism (CUPMFE) Project and Network, an international and interdisciplinary network of over 150 academics, 
practitioners, and civil society actors. 

With this Toolkit, our aim is to facilitate deeper understandings of the methodological, ethical, safeguarding, emotional and 
psychological risks of researching mixed, unstable and fluid extremism, with particular awareness of the impact of intersecting 
(marginalised) identities and the challenges for early career and PhD researchers. Importantly, the Toolkit will provide researchers, 
supervisors/mentors and institutional actors with targeted guidance and advice to equip them to successfully and safely conduct 
their work. While our focus is on contemporary forms of extremism as they manifest along mixed, unstable and fluid change lines, 
the structured advice and best practices detailed in this Toolkit have been designed to be applicable and transferable across all 
forms of extremism, both existing and those that have perhaps not manifested yet

The Toolkit is organised around three mains sections: Safeguarding, Self-Care and Collective Support Structures, Navigating 
Professional Visibility, and Methodological and Ethical Challenges and Institutional Frameworks. Within each, you will find structured 
advice, examples of best practices, and checklists. If you click on highlighted phrases, these will lead you to the relevant section 
for further guidance and/or explanation. 

https://www.liverpool.ac.uk/sociology-social-policy-and-criminology/research/research-projects/preventing-mixed-forms-of-extremism/
https://www.liverpool.ac.uk/sociology-social-policy-and-criminology/research/research-projects/preventing-mixed-forms-of-extremism/
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Safeguarding, Self-
Care and Collective 
Support Structures

1

Researching mixed, unclear and fluid extremism comes with 
psychological, emotional and safeguarding challenges and 
potential harms. Exposure to hateful content and graphic 
imagery can be emotionally taxing and can impact on 
researchers’ mental health. 
Researchers face the risks of doxxing, hacking, stalking and online/offline harassment by those promoting 
hate, including organised harassment campaigns. At times, these risks might also extend to those close to the 
researcher, such as family members. This can create additional fear and anxiety about being approached 
by people, including research participants, online or offline outside of the research process. 

Risk and harms are significantly heightened for female(-presenting), gender non-conforming, neurodiverse, 
disabled, LGBTQ+ and racialised researchers. Research suggests that these are more likely at risk to be 
targeted by trolls or organised harassment campaigns.4 Marginalised groups must already navigate 
multiple challenges both in their professional and personal lives, and the engagement with hateful 
narratives – especially when the researcher is part of the group under attack – adds to these pressures. 
Being continuously exposed to hateful narratives, objectification, and sexualisation can further lead to the 
internalisation of these messages, with consequences for researchers’ mental health and  Wellbeing. Risks 
are also amplified for early career, contingent or precarious staff, as well as postgraduate students, who 
might feel additional pressures to engage in fieldwork and/or access primary data to produce research, 
therefore contributing to a higher risk of burnout.5

Setting boundaries is thus important but can be difficult. Removing yourself from the field – even if only 
temporarily – to protect  Wellbeing holds the risk of losing access, and for those doing online research, the 
field is often just one click away. Establishing safeguarding best practices, building supportive networks and 
communities, and acknowledging the (potential) impact of researching extremism on mental health and  
Wellbeing is therefore paramount.

Self-Care as Positive Collective Practice
Self-care should here be understood and implemented as a positive and collective practice that recognises 
the importance of diverse researcher perspectives, their positionality in research, and the need for 
institutional protection. This collective practice includes challenging the individualisation of risk prevention 
by emphasising institutional responsibility. A collective framework can foster an environment in which 
researchers feel supported, heard, and able to share good practices. Building networks and exchanging 
strategies among the researchers investigating mixed extremism can also strengthen motivation and sustain 
engagement with this difficult field of study. 

Self-care as a collective practice can also disrupt harmful narratives such as the idea of ‘toughening up’ 
as a badge of honour, which may increase pressure on individual researchers and contribute to stress or 
perceived incompetence. Similarly, assumptions about the inherent vulnerability of early career, PhD and 
minoritised and marginalised researchers risk infantilising them and undermining the coping strategies they 
develop to navigate hostile online and offline environments. 

4	  See e.g. Conway, 2021, Gagnon and Gelashvili, 2025
5	  See also Conway, 2021
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Building Support Networks and Communities

Why do we Need Support Networks and Communities?
Networks and research communities can function as an important resource to mitigate and navigate the risks, 
harms and negative emotional and psychological impacts of researching extremist content. This is especially 
the case for PhD students and early career researchers but is also important for researchers at all stages of 
their careers. Networks and communities allow for sharing information, knowledge and best practices, and 
can function as supportive and constructive spaces where researchers can communicate, reflect on, and 
affirm their experiences, identities, and positionalities in consultation with their peers.6 

Early career and PhD students often have less established networks and support structures in place compared 
to more senior researchers in the field. It is therefore critical that they can access peer support and community 
spaces tailored to their career stage and/or be provided with mentoring and support structures. These should 
be located at the departmental/faculty level, institutional level, and via national and international networks. 

Ideally, networks should be both horizontally and vertically organised – allowing, for example, safe spaces 
for PhD researchers to discuss their specific experiences and challenges,  which also integrate constructive 
support from senior colleagues that goes beyond institutionalised and formalised supervisory or mentorship 
relationships. 

How can Support Networks, Communities and Mentorship Structures 
be Created and Established?
•	 Institutions can play a key role in building internal networks by establishing formal channels for 

peer exchange, guidance, and ongoing assistance, as well as creating and/or extending mentorship 
opportunities for researchers of mixed extremism.7 Institutions can also support research communities by 
providing funding for staff and postgraduate students to create internal networks across the institution. 

•	 Unions and mental health first aid groups/networks can provide important legal or psychological support. 

•	 Individual departments/faculties can create and support internal networks by establishing field specific 
research clusters, groups or centres that bring together researchers working on similar topics. This can 
also help to encourage collaborative projects as well as to create spaces in which researchers of mixed 
extremism can discuss risks, challenges and best practices.8  

•	 Interdisciplinary and (inter)national research centres and networks allow for creating communities 
of practice, both for PhD and early career researchers and those more established in the field. These 
networks allow for sharing information, knowledge and best practices via events, collaborations and 
communication channels such as websites and newsletters. They can also bring together academics, 
practitioners and wider stakeholders who experience similar challenges in their work.9 Research networks, 
particularly those tailored for early career researchers, can play a critical role in establishing (informal) 
mentoring opportunities and structures across institutions and sectors. As these are not limited to specific 
institutions, mentoring support can follow individuals as they change roles, institutions, or even sectors.10

6	  See also Conway, 2021
7	  See also Gagnon and Gelashvili, 2025
8	  See also Gagnon and Gelashvili, 2025
9	  See also Conway, 2021
10	  See also Pearson et al., 2023
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How can we build Constructive and Supportive 
Collaborations?
Inclusive and supportive collaborations can play an important role in 
mitigating feelings of isolation that often accompany individual research, 
particularly when such feelings can be exacerbated by the emotional and 
psychological toll of researching extremist content. These collaborations 
can also provide protection against individual burnout, and provide support 
for researchers who are experiencing harassment and threats, through 
sharing emotional burdens and to engaging in task rotation if necessary. 
This can enable collaborative projects to continue, whilst balancing individual 
researchers’ wellbeing.11

11	  See also Gagnon and Gelashvili, 2025

Avoiding Internalisation
Marginalised and minoritised 
researchers investigating mixed, 
unclear and fluid extremism face 
unique challenges. Their work often 
requires direct engagement with 
online and offline content, including 
misogynist, racists, homophobic and 
transphobic content and narratives. 
In many cases, this content intends 
to dehumanise and denigrate their 
respective identities. Repeated and 
prolonged exposure to such content 
can lead to the (subconscious)
internalisation of hateful and 
dehumanising messages, which may 
in turn lead to mental health issues, 
including lowered self-esteem.12 
Furthermore, for some researchers, 
particularly those from minoritised 
or marginalised groups, such harms 
compound the structural and personal 
challenges they already navigate.   

Avoiding or healing from 
internalisation first requires reflection 
about one’s identity and sense of 
self. Refocusing on one’s motivations 
for conducting this research and/
or trying to navigate  the intention 
behind the hateful narratives can also 
help to build protective boundaries. 
Building connections with fellow 
researchers who have experienced 
similar problems can foster solidarity 
and alleviate (feelings of) isolation. 
This may help individuals recognise 
their own worth and to challenge 
and unlearn internalised harmful 
beliefs – and further emphasises the 
importance of understanding self-
care as a collective practice.13

12	  See also Ricci et al. (2023)
13	  See also Hodson et al., 2018; Pearson et al., 

2023

Best Practices for Self-Care
•	 Setting boundaries: Allow yourself permission to disengage as a person 

and a researcher and to have clear boundaries between work and personal 
life. In family and friend circles you can decline giving your views as an 
expert, and you do not have to engage with external parties, such as social 
media users, who may attempt  to provoke you into discussions about 
controversial topics. Setting daily and weekly limits on your exposure time 
to harmful content and viewing (violent) extremist content safely and only 
in designated spaces such as your office can help to mitigate feelings 
of being overwhelmed and/or distressed. It is okay to set boundaries to 
conserve your energy for the things that matters most.

•	 Identify potential challenges in advance: Every research project, 
especially those involving sensitive topics, has limitations and involves 
emotional demands and unexpected difficulties regardless of the methods 
employed. Reviewing work from fellow researchers in similar areas can 
help to identify and anticipate potential risks and enable reflection on how 
others managed them. Thinking about these concerns early empowers 
researchers to establish coping strategies in preparation for any issues 
that may arise during the  research process.

•	 Focus on your priorities: Researchers often juggle multiple responsibilities, 
including, but not limited to, teaching, personal commitments and caring 
responsibilities. It is easy for researchers to feel overwhelmed, particularly 
when competing deadlines accumulate. Remember that your wellbeing is 
not optional: it is foundational. Prioritising your health ensures that you can 
sustain your work in the long term. Allow yourself time to pause, step back, 
and reassess your priorities at any given time to ensure that you attend to 
the things that genuinely need your attention.

•	 Look after your emotional and psychological health: Investigating topics 
such as mixed extremism and violence can be emotionally draining and 
sometimes destabilising. Exposure to disturbing content or narratives may 
affect your mood, sleep, and even sense of safety. Recognising early signs 
of emotional strain is crucial. Reconnecting with your motivations, taking 
time to understand why the research matters, and giving yourself space to 
process difficult material can strengthen your resilience and help maintain 
your wellbeing throughout the project.

•	 Seek professional support when needed: Heavy workloads often 
discourage researchers from seeking counselling or psychological 
services, but support is not a luxury, it is a protective tool. Institutions 
usually offer wellbeing or mental-health support, but since the emotional 
impact of sensitive research may not be outwardly visible, supervisors or 
colleagues may not realise you need help. It may be necessary to reach 
out proactively. Professional support before, during, and after the research 
process can significantly reduce stress and prevent burnout.
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•	 Reach out to loved ones for emotional grounding: Human beings need 
connection, and emotional support is critical when working on challenging 
topics. Friends, partners, or family members can listen and offer empathy. 
Talking to people you trust helps create distance from emotionally heavy 
content and allows you to return to your research with greater clarity and 
resilience. These moments of connection can help to remind you that you 
are not defined solely by your academic role.

•	 Switch off and take breaks to recharge: Taking breaks is not a sign of 
inefficiency but an essential part of maintaining productivity and creativity. 
Even brief pauses such as walks, hobbies, sports, time outdoors, or activities 
that bring joy can help you mentally reset. Creating intentional downtime 
allows your mind to process information subconsciously, often enabling 
you to return to work with fresh insights or new approaches.

Recognising when to 
Step Back:
•	 Are you feeling isolated, anxious or 

on edge?

•	 Are you having trouble 
concentrating on tasks?

•	 Are you having trouble sleeping or 
winding down?

•	 Are you experiencing flashbacks 
or unable to stop thinking about 
content you have viewed?

•	 Do you feel under pressure to 
do your research despite feeling 
burned out, isolated, anxious or on 
edge? 

◊	 Remember: You decide your 
boundaries and whether you 
‘should’ engage with harmful 
content, and you can step back 
or find alternative measures 
to research the subject matter 
if your mental and physical  
Wellbeing necessitates it.

 “You cannot Switch Off your Identity”
Researchers’ identities and intersectionality can shape several aspects of the 
research process, including exposure to specific topics, impacts of extremist 
narratives, as well as power relations in fieldwork and the way researchers are 
perceived and treated by others. Researchers may also experience discomfort 
and risks linked to disclosing personal information associated with these 
identities to supervisors, ethics committees, and in publications.14 

Researchers with minoritised and marginalised identities may experience 
(re)  traumatisation through researching topics connected to their own 
experiences and face greater emotional impacts from harmful narratives. 
They may also encounter additional physical and emotional safety risks linked 
to their identities, including becoming targets for harassment themselves. 
Identity also structures power dynamics in fieldwork. Although ethical 
frameworks typically focus on the impact of power dynamics on participants, 
they must also consider how these dynamics can be differentially experienced, 
be skewed for and impact researchers from minoritised groups. Participants 
may also respond to researchers’ identities, affecting perceptions of the 
researcher as an ‘insider’ or ‘outsider’ - and with this, access and disclosure.15All 
researchers – including those with privileged identities, for example white 
cisgender men – should reflect on how their own identity/ies may impact on 
the research, interactions with participants and what they might ‘find’ in the 
field. Here, certain researchers might be privileged in their identity in terms of 
gaining access to certain groups or communities – and, in some cases, may 
be wrongly interpreted as having the same views as the groups they research. 

As researchers, we cannot ‘switch off’ our identities – and this highlights the 
importance of reflexivity  during the research process and its outcomes, and 
attention to emotional as well as physical safety. 

Ensuring Institutional Responsibility
It is important that institutions remove the sole responsibility from researchers 
to individually navigate the risks of researching mixed, unstable and fluid 
extremism and to cope with the emotional, psychological and safeguarding 
challenges that come with it. Ideally, institutions should provide systemic, 
funded, structural support and tools for researchers. Institutional leadership 
plays a crucial role in facilitating and nurturing a culture in which discussions 
of research difficulties and emotional labour are normalised and where 
researchers feel encouraged to report harassment or threats.16 In this context, 
it is important that institutions understand that those researching extremism 
are experts in their field and will often have a better understanding of risks 
and warning signs, and their concerns and warnings must be taken seriously.

14	  See also Nelson, 2020
15	  See also Gelashvili & Gagnon, 2024; Nelson, 2020; Segers et al., 2024
16	  See also Gagnon and Gelashvili, 2025
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It is also essential to recognise intersectional risks and offer diverse support and safeguarding structures that 
address the needs of early career, PhD, and precariously employed researchers and those with marginalised 
and minoritised identities.17 When institutions place the responsibility for harm avoidance and safeguarding 
on the individual researcher, this ignores how structural inequalities and the nature of mixed, unclear and fluid 
extremism allows privileged identities to navigate these spaces with relativity fewer risks than minoritised 
researchers.18 If those who are at greater risk withdraw due to a lack of institutional support structures, this 
may lead to significant disparities in knowledge production as well as professional and public visibility.  

How can Institutions Protect Researchers…?

…In the (Physical) Workplace19

•	 Establish proactive safeguarding, incident response and crisis protocols for researchers, including PhD 
researchers, in collaboration with campus security, institutional computer services, social media content 
managers and communication teams. 

•	 Increase the visibility of reporting mechanisms and clearly communicate channels and institutional 
responses to threats and harassment to all members of the institution.

•	 Build support structures including formal channels for peer exchange and guidance.

•	 Establish security systems and services that are accessible to researchers.

•	 Ensure that campus security teams are aware of specific risks associated with departments where 
sensitive research is taking place. 

•	 When necessary, consider restricting public access during events linked to research (e.g., conferences, 
workshops, seminars) and provide identity checks for participants. 

•	 Respond to reports of safety concerns, acknowledging researchers’ domain expertise in identifying risks, 
and ensure that any concerns they raise are treated seriously.

•	 Report threats to researchers to State authorities (if in accordance with respective legal frameworks which 
might not allow institutions to report to the police on behalf of an individual).

•	 Provide dedicated workspaces that allow for safely viewing violent and graphic content. 

•	 Fund training programmes for research staff on digital security, public safety and legal issues.

•	 Provide training to staff and PhD researchers, including on risk management strategies, digital and 
physical safeguarding, mental health first aid training and trainings for managers and supervisors to 
identify risks and recognise distress symptoms.

•	 Provide appropriate psychological and counselling services (including for PhD students, research 
assistants, fixed-term and part-time staff) that are specialised and equipped to deal with trauma and 
post-traumatic stress.  

•	 Provide long-term support that continues beyond project completion and publication. 

…In the Online Sphere20 
•	 Fund safety measures and equipment such as separate and secure devices, and secure software. 

•	 Create accessible safeguarding protocols for online harassment and threats. These should go beyond 
giving advice to minimise the technological footprint or to restrict online engagement, as this is often not 
an option for researchers in the online field. 

•	 Provide training, for example on how to maintain an online presence whilst prioritising safety, including 
how to manage digital footprints, recognise and respond to online harassment and threats, and adopt 
security measures (e.g. VPNs, separate accounts and devices).

•	 Provide briefings for institutional communication and marketing teams regarding risks and safeguarding 

17	 See also Gagnon and Gelashvili, 2025
18	 See also Veletsianos et al., 2018
19	 See also Ahmed et al., 2024; Gagnon and Gelashivili, 2025; Marwick et al., 2016; McKendry et al., 2025; Pearson et al., 2023; Universities UK, 

2021
20	 See also Gagnon and Gelashvili, 2025; Pearson et al., 2023
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practices for extremism researchers, and ensure that institutional marketing and communication teams 
are prepared for the possibility for harassment, threats and doxxing.

•	 Provide media training and resources related to safe media work and public engagement for researchers.

… By managing Researchers’ Online Presence21 
•	 Acquire subscriptions to external services that monitor employee data online and can erase employee 

personal information from the internet if needed.

•	 Consider making institutional web profiles restricted by default, so that researchers can choose to opt in 
to these footprints after being briefed on the associated risks.

•	 Seek permission from researchers before images, names and/or research updates are posted on 
institutional social media or public communication or any information is shared with external individuals. 

•	 On request, remove photographs of researchers from institutional websites and/or website profiles to 
avoid researchers to be recognised and/or these being used for virtual harassment. 

•	 Ensure that images are not taken without asking for prior consent during institutional events, symposiums 
or conferences. Monitor social media posts linked to these events to identify and request removal of any 
images taken by attendees without consent.

•	 Monitor institutional social media for signs of harassment, brigading and/or trolling.  

21	  Gagnon and Gelashivili, 2025	
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Researching contemporary forms of mixed, unclear and 
fluid extremism comes with a plethora of methodological 
and ethical challenges. Researchers face the difficulties of 
recruiting from ‘hard-to-engage’ with and potentially vulnerable 
populations who may mistrust ‘outsiders’ and may perceive 
academic institutions to be part of a wider power holding pro-
establishment group that does not act in their best interests. 
In particular, collecting primary data from individuals involved in mixed, unstable and fluid extremism comes 
with a variety of ethical and safeguarding issues which can make access difficult. The need to recruit ‘hard-
to-engage’ populations - and therefore to advertise widely and prominently - must be considered and 
balanced alongside adequate safety precautions to protect the researcher, and the need to be cautious 
around where and/or what is shared when advertising for recruitment. Challenges can also emerge around 
engaging with and attracting participants in a politically charged climate in which they may feel that their 
perspectives are being unfairly ostracised or muted. In such a context, it is vital that researchers are open 
and transparent about the aims and objectives of the research and specifically why individuals and groups 
have been approached to participate.

In all instances, researchers have to be cognisant of using appropriate and inclusive terms and careful to 
avoid contributing to or reflecting processes of stereotyping, labelling and/or stigmatisation. The language 
used - in recruitment materials or when approaching people online and offline can - sometimes unwillingly 
- create barriers and alienate potential participants. Conversely, quandaries can emerge in circumstances 
in which people define or represent themselves in ways that are not aligned with the views that they 
espouse. For example, British Patriots may describe themselves as ethno-nationalists and may not perceive 
themselves to possess racist or xenophobic attitudes. 

Leaving the field comes with risks as researchers are commonly only institutionally protected whilst doing 
their research. Further, the question arises as to whether researchers who conduct fieldwork into forms of 
extremism ever truly ‘leave the field’, given that online content remains ‘just one click away’. After completing 
a specific study - or even changing the focus and trajectory of study - researchers will invariably still 
encounter materials, content or discussions which relates directly to extremism and radicalisation. As 
such, rather than conceiving of ‘leaving the field’ as a final departure, it is advisable to proactively develop 
strategies of muting and/or tactics for creating boundaries that facilitate temporal disengagement with 
the area and/or topic of study after fieldwork is completed. 

Accessing and leaving online fields comes with its own challenges. In the field, researchers have to comply 
with and work to online sites’ terms and conditions, adhere to legal statutes and governmental regulations 
on online content, such as Australia’s Online Safety Act 202122, Canada’s Online Harm Act 202423, the UK’s 

22	  For details see: https://www.esafety.gov.au/sites/default/files/2021-07/Online%20Safety%20Act%20-%20Fact%20sheet.pdf
23	  For details see: https://lop.parl.ca/staticfiles/PublicWebsite/Home/ResearchPublications/LegislativeSummaries/PDF/44-1/PV_44-1-

C63-E.pdf

Methodological and 
Ethical Challenges 
and Institutional 
Frameworks

2
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Online Safety Act 202324 and the European Union’s Digital Services Act 2025.25 Mandatory and legally binding forms 
of regulation must be adhered to even in circumstances in which researchers may feel that they are hindering the 
planned research process or making access to participants more difficult. Strategies need to be in place to navigate 
online spaces within which boundaries between insiders and outsiders are often ‘blurred’. Algorithmic affordances 
can impact on sampling strategies and the anonymity provided by online spaces. The existence of bots can make it 
hard - or even sometimes impossible - to verify the authenticity of participants’ identities. Researchers also have to 
prepare to encounter trolls, who may engage in unkind or malicious behaviours.  

Navigating Institutional Frameworks
Institutional ethical approval processes play a crucial role in ensuring that research upholds ethical standards and in 
protecting both participants and researchers. Understandable risk-aversity in ethical processes in some universities 
can affect data gathering processes and impact on the scheduling of fieldwork and planned milestones for projects. It 
is advisable, where possible, to have prior conversations around how to approach areas of sensitivity with role holders 
involved in the ethical review process. Ethical review processes may vary significantly across universities, organisations, 
institutions, regions and countries. In instances of uncertainty regarding aspects of the research process with ethical 
implications which emerge whilst in the field, consultation with nominated persons in University Ethics teams prior to 
engagement or further action is necessary.

Questions for Research Ethics Committees to Consider26

Assessing Researcher Safety Risks:
•	 Have you discussed the potential risks and appropriate mitigations with the researcher based on their expertise in 

the field?
•	 Does the research involve direct or indirect contact with extremists/terrorists?
•	 Does the research involve exposure to violent or disturbing content (including imagery or text)?
•	 Have you assessed potential additional risks and considerations around power dynamics for researchers from 

minoritised communities and/or early career researchers? 
•	 Have you considered both emotional risks (exposure to harmful content) and physical safety risks (harassment, 

threats)?
•	 Are the planned research methods appropriate for the level of experience/study of the researcher(s)? Consider 

that less risky methods may be more suitable for PhD/postgraduate students and early career researchers.
•	 Can research methods be modified/alternatives suggested to reduce risks to researchers? 

Tailoring Ethics Processes:
•	 Have you considered adopting specific ethics frameworks adapted for the research topic?27

•	 Have you considered whether standard consent and privacy requirements are appropriate for this research context?
•	 Have you evaluated whether anonymity/‘lurking’ or deception/concealment may be necessary for researcher 

safety?
•	 Have you come across any good practices or effective measures in similar existing/previous research projects that 

can be recommended?

Required/Recommended Safety Measures:
•	 Does the research plan include specific safety protocols?
•	 Does the research plan include access to mental health support?
•	 Does the research plan include a debriefing process?
•	 Has the researcher been made aware of available institutional support?
•	 Have the researchers completed any mandatory or recommended institutional training linked to wellbeing?
•	 Is there specific supervisory, institutional, or funder support available to support researcher wellbeing (e.g., 

counselling)?

24	  For details see: https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer
25	  For details see: https://digital-strategy.ec.europa.eu/en/policies/digital-services-act
26	  See also Beale et al., 2018; Conway, 2021; McKendry et al., 2025
27	  See e.g. Morrison et al., 2021
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In order to facilitate access and to minimise any distance or barriers between 
the researcher and participants during the research process, it is important 
for researchers to critically reflect on the definitions, phrases and terms they 
are using and to consider differences between the discursive life-worlds of the 
participant and themselves. When recruiting participants, the language used 
must be non-discriminatory, inclusive and trauma considerate. Language used 
should be sensitive to participants and their individual and group identities. 
For example, people that may be referred to as ‘anti-vaxxers’ in popular 
media and political discourse may define themselves as ‘vaccine sceptics’ or 
‘vaccine hesitants’. Where appropriate, co-development of terminology with 
participants via pilot testing may avoid future tensions. Where possible and 
ethically defensible, participant-preferred terms should be utilised in attributing 
quotes and these should be checked in advance of public dissemination.

Researchers must be honest about how they are referring to and describing the 
individuals and groups involved in research, be cognisant of their expressed 
identities and sensitive to this in external outputs, such as research articles, 
books, blogs and briefings. This is necessary in order to avoid perceptions of 
pejorative judgments being made and also to mitigate against complaints and/
or future reprisals. Being reflective about use of language and defining terms 
clearly and precisely assists in avoiding stigmatisation and the confusion of 
lawful, non-violent expressions with genuinely harmful activities. 

Maintaining research relationships with participants can present ethical and 
moral dilemmas, both in relation to online and offline research. There are palpable 
challenges that researchers face when engaging with participants who may 
hold political, cultural and social perspectives that may differ markedly from 
those held by the researcher. In such instances, there is a delicate balance to 
be maintained in terms of respecting the participants’ perspectives, remaining 
objective and neutral, and detaching emotionally whilst in the research space. 
Using trusted colleagues and support networks as confidential sounding 
boards, as well as setting temporal engagement limits, are strategies that 
can be utilised. Researchers may also face personal safety risks, such as 
doxxing or harassment from participants’ networks, necessitating clear exit 
and mitigation strategies and institutional support such as legal, counselling 
and security related advice as appropriate.  It is also important to reflect on 
dissemination practices early on in the research process. Participants need to 
be made aware of how their data will be used and disseminated. This includes 
reflecting on the different audiences to which findings are communicated -  e.g. 
academics, practitioners, policy-makers, police audiences – and the potential 
consequences this could have for participants. Here, researchers need to think 
carefully and decide early on about their own boundaries when it comes to 
sharing data and communicate this accordingly to participants.

Where should the line be drawn between rights to expression freedom of 
speech, and use of extremist discourses? The researcher might spend some 
time reflecting and thinking through scenarios of what would breach local, 
national, and international laws and thus be reportable, and what is permissible 
within the legal boundaries of tolerance and respect for freedom of speech 
and expression. This includes considering the legal implications of participants 
disclosing future illegal acts, along established legal and ethics procedures 
and protocols, for example by institutions and funding bodies. This can, in some 
cases, require the breaking of confidentiality. Similarly, researchers should 
be aware of these boundaries, laws, and potential harms when accessing/
downloading, reporting on, reproducing, and quoting extremist discourse and 
content (including quotes and content from participants, manifestos and/
or online forums). Researchers need also to take into consideration that 
participants might face harrassment from their own communities and networks 
if they chose to engage with researchers. 

Prior to entering the field, discussions should be had with supervisors, mentors 
and/or experienced colleagues to prepare for these scenarios and gauge 
where the lines and limits should be drawn. A research diary is a useful tool for 
recording and reflection of quandaries and dilemmas. Research diaries facilitate 
unpacking of and reflection about challenges faced in research and often also 
have utility in terms of future knowledge sharing via blogs, articles and so forth. 
Maintaining a diary also provides researchers with a mechanism for auditing 
and checking, for instance, in relation to ethical protocols, consideration of 
thresholds, legal compliance and appropriate use of language.

Line Crossing  
and Drawing

Navigating legal limits and 
reporting obligations

The Importance  
of Language

Use non-discriminatory, inclusive and 
trauma-considerate terminology

Maintaining and Managing Research 
Relationships with Participants

Manage researcher participant 
dynamics with safety and reflexivity

NAVIGATING RESEARCHER-PARTICIPANT RELATIONSHIPS

12
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Preparing for the Field

Risk Assessment 
•	 Have you completed a personal risk assessment for physical, digital and emotional threats and 

shared it with supervisors/mentors?​

•	 Have you looked at relevant research to understand what challenges and risks others have faced?

•	 Have you considered the risks you might encounter in this research project? Have you identified the 
risks you are – or are not – willing to take?

•	 Have you considered how your (actual or perceived) identity might increase your vulnerability to 
specific content or forms of targeting/harassment? 

Locating and Building Support Structures 
•	 Have you completed a 360 degree check of the support, safety protocols and resources available 

within your institution? 

•	 Have you checked if your institution offers services such as data removal tools in case your internet 
presence needs to be removed for safety reasons? 

◊	 If they have not subscribed to such services, could this be covered by external funding? 

•	 Have you checked the mental health and  Wellbeing services provided by your institution? 

(Digital) Safeguarding
•	 Have you had discussions with relevant colleagues, supervisors and/or mentors to map out safety 

concerns and how best to manage them? 

•	 Have you consulted relevant cybersecurity and privacy protection guides and taken appropriate 
steps to protect yourself online?

◊	 E.g. by updating privacy settings on personal and professional social media accounts, using strong 
passwords and two-factor authentication when available, use of project email aliases.28 

•	 Have you checked – for example, by searching for your name online – if private phone numbers, 
email addresses and home addresses are accessible, and removed them where appropriate? 

•	 Have you checked if your institution has a crisis protocol in place for the case of researchers being 
attacked, harassed and threatened? This includes knowing how to access security, mental health 
support, and institutional support. 

28	  See e.g. Pen America’s Online Harassment Field Manual 

Step-by-Step Guide: 
Conducting Safe and 
Ethical Research

https://onlineharassmentfieldmanual.pen.org/
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Mental Health and  Wellbeing
•	 Have you considered that there might be areas or topics that are potentially triggering for you, for 

example due to past trauma? 

•	 Do you have clear plans in place to limit your exposure to harmful content whilst undertaking the 
research (e.g., daily/weekly limits, setting clear work locations)?

Ethical, Methodological and Legal Considerations  
•	 Have you reviewed the terms and terminology that you will be using in the field and in outputs with 

consideration to potential harms and stigma? 

•	 Have you reviewed institutional policies on handling security-sensitive materials, such as extremist 
content, and gained pre-approval from appropriate legal, technological and ethical regulatory 
bodies?

•	 Have you completed all of the mandatory training modules or courses that your University requires 
prior to entering the field?

•	 Have you undertaken relevant professional methods training in preparation, e.g. use of data software 
packages, online digital analysis training?

•	 Have you completed any necessary security checks and requirements, e.g. the UK’s Disclosure and 
Barring Service (DBS) check?

Questions to ask your Institution 
•	 How can collaboration between colleagues, supervisors/mentors and institutional ethics boards 

in planning and risk management be ensured in order to navigate complex situations and reduce 
personal and professional risks? 

•	 Who is primarily responsible for protecting the wellbeing of the researcher during and after the 
research? 

•	 What are the legal frameworks (local, national, international) within which you are working and who 
will help you to navigate these?

•	 Who can you directly contact if you require legal advice within the University?

•	 If your research is internationally focussed, are you fully insured and ethically cleared to engage with 
participants in other countries (including in online spaces)?

•	 Are there any special permissions that need to be granted for this research that may otherwise not 
be accessible via the University managed system?

•	 What insurance cover and protection against risks - including digital threats - does the University 
provide?​

•	 What resources are available to support secure data archiving and compliance with security-
sensitive research policies?
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Accessing the Field

(Digital) Safeguarding
•	 Have you agreed protocols and procedures with designated safeguarding leads at research sites, 

as appropriate?

•	 Have you approached appropriate ethics and safeguarding leads in the university advance to discuss 
and clarify any areas of uncertainty?

Ethical, Methodological and Legal Considerations  
•	 Have you asked your institution what support is available to you when it comes to accessing field?

•	 Have you approached and agreed protocols and responsibilities with partners and/or gate-openers?

•	 Have you established a Memorandum of Understanding and/or reached a legal agreement with 
project partners, where appropriate?

•	 If you are not using anonymity for safety, have you ensured that communication with potential 
participants about the research  processes has been clear and transparent? 

•	 Have you considered and adhered to mandatory and appropriate Equality, Diversity and Inclusion 
legislation and protocols?

•	 Have you anticipated, evaluated, and considered mitigations for how participants, external 
organisations and stakeholder groups might perceive the research?

•	 Have you ensured that you have provided comprehensive signposting in the participant information 
sheet and consent forms in the event of distress or complaints?

•	 Have you prepared a lay summary of the purpose of the research, how it will be used, and who the 
beneficiaries are that is accessible to all participants - or different versions for different groups where 
needed?

•	 Can your planned research methods be modified/alternatives used to reduce risks?

Preparing a list of important phone numbers and contact details
Before researchers start their work, it is useful to collate a list of important phone numbers and contact 
details of institutions and/or people in the institution that can be contacted for support in case of 
threats and harassment. This allows researchers to contact relevant parties quickly and to avoid the 
additional strain of having to search for the right person in an already distressing emergency. This list 
should include:
•	 Local law enforcement
•	 Campus/institutional security
•	 IT services and website administrators
•	 Legal teams
•	 Media and public relations teams
•	 HR
•	 Institutional mental health and wellbeing teams
•	 Principal Investigator of the research project (if applicable)
•	 Doctoral supervisor(s) (if applicable)
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In the Field 

Risk Assessment 
•	 Have you reviewed whether your safety and risk management plan is robust enough to meet the 

challenges you are facing in the field? 

Ethical, Methodological and Legal Considerations  
•	 Have you been reflective about the language and terminology you are using/will use to describe 

your participants and their affiliations, both verbally and in written form? 

•	 Have you firmly established the boundary lines of acceptable expression and language that your 
participants should use, either online or face-to-face? 

•	 Do you know which channels to follow if you are party to or witness speech acts or physical acts 
that break the law? 

•	 Have you prepared de-escalation phrases and exit signals for encounters that cross these 
boundaries?

•	 Do you have a contact list ready and clear reporting chains for communication in the event of 
encountering illegal actions? 

Locating and Building Support Structures 
•	 Have you organised regular debrief and check-in sessions with supervisors, mentors and/or research 

team members?

(Digital) Safeguarding
•	 Are you comfortable with how you are managing communication and engagement with your 

participants? 

•	 Have you discussed how you plan to deal with any potential problems and issues that may occur 
during the research process with trusted and experienced colleagues? 

•	 Are you maintaining regular reflexive logs on language, terminology and emotional impacts and 
reviewing these regularly with mentors?

Mental Health and  Wellbeing
•	 Are you engaging in self-care practices to mitigate emotional and mental harms? 
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Leaving the Field  

Mental Health and  Wellbeing
•	 Have you strategised which measures and practices you will utilise to create boundaries from 

engaging with the topic, both personally and professionally? 

•	 Have you scheduled a structured debrief with peer support or counselling to process any adverse 
effects of ideological exposure or future trauma?

(Digital) Safeguarding
•	 Have you asked your institution what support is available to you when it comes to leaving the field?

•	 Have you checked that your personal details are protected to prevent being contacted in future by 
previous participants and closed down any potential channels of communication, as appropriate? 

What to consider as a team leader, principal investigator or PhD 
supervisor
For those leading research teams and/or supervising and mentoring PhD and early career researchers 
in the area of mixed, unclear and fluid extremism, it is crucial to be proactive in assessing potential risks 
and emotional and mental health challenges early in the research/supervisory process. This includes 
reflecting on whether the planned research methods are appropriate for the level of experience of 
research team members - whether early career researchers, PhD students - and to consider if any 
alternative  methods may be more suitable. This should also take into account intersectional identities 
and any additional sources of vulnerability. Contingency plans should consider potential changes in 
the risk level – for example, in the case of a team member/the PhD researcher becoming subject to 
harassment – as well as the possibility that researchers might need to take a step back in order to 
protect their mental health. Here, facilitating task rotation can help in case a team member becomes 
overwhelmed.29

Relevant guidance, (institutional) safety guidelines, safeguarding and crisis protocols and institutional 
avenues for support, including counselling services and wellbeing teams, should be shared with everyone 
involved. If safeguarding or crisis protocols are not available at the institutional level, these should be 
developed within the research team or together with the PhD student. 

Team leaders and supervisors should have regular check-ins that  provide opportunities for (team) 
debriefing, conversations about research difficulties and emotional labour, and give opportunities 
to notice and respond to signs of distress.30 It is also important for team leaders and supervisors to 
manage their own  Wellbeing and to lead by example by monitoring their own wellbeing and by setting 
boundaries.

29	  See also Gagnon and Gelashvili, 2025; McKendry et al., 2025
30	  See also Gagnon and Gelashvili, 2025
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Researchers are visible: their work is published 
in academic journals, books and reports, and 
presented at conferences, symposia and other 
events. In addition, many researchers engage 
in public social science and address audiences 
beyond academia in order to influence policy 
and public debate, sharing their insights 
through a variety of media forms. They speak 
on podcasts or radio shows, appear in news 
sections on television or print media, and publish 
in widely accessible outlets such as news and 
commentary websites. Increasingly, researchers 
are encouraged – or even expected – to engage 
professionally with social media platforms. 

Engaging with media holds many professional benefits for researchers, broadening 
the impact of research and transcending the limited access to academic publication 
in specialised (and often paywalled) journals. Public social science allows wider 
audiences, including policymakers, practitioners and the wider public, to engage 
with research. Given the growing popularity and reach of mixed, unclear and fluid 
extremist ideologies, and the necessity to respond to  harmful consequences in 
evidence-based ways, this public engagement becomes increasingly important. 
Media work and visibility on social media also allows researchers to build and 
strengthen their professional public-facing profile and networks. Here, social media 
further has the benefit of democratising visibility, particularly for early career 
researchers. 

However, (social) media visibility of those researching mixed extremism – and 
with this, groups and individuals with violent(-supporting) attitudes – brings 
with it several risks and challenges, both professional and personal. The more a 
researcher becomes visible to wider audiences, the more they are in danger of 
becoming harassed, threatened, trolled or doxxed. The risks are heightened for 
female(-presenting), gender non-conforming, neurodiverse, disabled, LGBTQ+ and 
racialised researchers, who are disproportionately targeted both online and offline.31 
Postgraduate and early career researchers here face the additional challenge of 
maintaining safety while also developing the online professional visibility required 
to succeed in the academic job market.32 

31	  See e.g. Gelashvili and Gagnon, 2024
32	  See also Massarani, 2018

Navigating 
Professional Visibility

3
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Managing professional visibility when researching mixed, 
unclear and fluid extremism as such requires careful preparation 
and navigation. Importantly, institutions need to be made aware 
of these risks to researchers and must take responsibility in 
providing and adhering to crisis and safeguarding protocols.  

Choosing the Level of Comfort with 
Public Visibility 
Researchers’ comfort with public visibility might vary depending 
on their career stage, personal circumstances, and tolerance 
for risks. Some may prefer to limit public engagement to 
academic publications and conferences, avoiding social media 
or mainstream media entirely. Others might participate in social 
media or media engagements but choose to limit information 
shared online. Conversely, some might be comfortable 
maintaining a highly visible presence, including active social 
media profiles and appearances on television or radio.

It is crucial for researchers of mixed extremism to understand 
the different levels of risk associated with public and media 
engagement. Social media interactions can go viral, escalate 
quickly and are very difficult to control, increasing exposure to 
trolling, harassment and coordinated attacks. Photographs 
and images - from staff/university profiles, media reports, and 
professional and personal social media – can make researchers 
recognisable and can be used for harassment purposes. 
Media appearances can sometimes misrepresent or distort 
arguments, potentially affecting professional reputation.33 
Even seemingly low-risk channels, such as mailing lists, can 
reach wider audiences than anticipated. In severe cases, 
public visibility can result in threats to personal safety, including 
stalking, threats of violence, or harassment at home or at work, 
including at conferences and public events. 

For researchers, deciding about the level of public visibility 
they are comfortable with and establishing clear boundaries 
is necessary. It is also important to acknowledge that concerns 
about visibility are likely to change over time – researchers may 
feel more or less comfortable depending on where they are 
in their career and/or research process, whether the topic or 
focus of research output could result in targeting (particularly 
if it’s critical of those under study) and as a result of intersecting 
subjectivities. 

It is important that no researcher feels pressured to engage in 
research dissemination online or through social platforms if they 
do not feel safe or adequately prepared. 

33	  See also Broda and Strömbäck, 2024

A Note for Conference 
and Event Organisers 
In recent years, it has become 
common for both organisers and 
audience members to take and share 
online pictures of events and speakers, 
and to live-post or live-stream talks 
to increase visibility of both the events 
and the research presented. While 
this is generally welcomed by most 
researchers – as it widens professional 
reach and networks – it is important to 
remember that researchers of mixed, 
unclear and fluid extremism face 
specific risks and need to be careful 
in navigating their public visibility. 
Organisers should always ask for 
consent before taking pictures and 
remind audiences to not take pictures 
and/or share them online without the 
explicit consent of the researcher(s)/
presenter(s)/attendees. 

Additionally, avenues for safe 
participation should be embedded in 
conference and event design from the 
outset. For events on highly politicised 
topics, or with a large number of 
participating early career researchers 
who may be at risk, registration 
should  be tied to institutional or 
organisational email addresses, and, 
for hybrid/online events, unique joining 
links can be provided to attendees 
to limit opportunities for disruptive 
or unsafe behaviour. If necessary, 
organisers might consider restricting 
public access during events and 
providing identity checks for registered 
participants. 

19
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The Impact of Intersectional 
Identities on Visibility and Safety
Researcher subjectivities and identities also impact comfort 
with visibility, as well as engender safety considerations for 
marginalised researchers. For instance, female(-presenting), 
gender non-conforming, neurodiverse, disabled, LGBTQ+ and 
racialised researchers are at a higher risk of harassment and 
hate as a result of both their identities and researcher roles.34 
Additionally, fear of retributive harassment due to public visibility 
can impact the focus and methodological approaches used in 
research and knowledge dissemination, increasing the risk that 
marginalised academics will be less likely to engage with certain 
topics or certain groups of people across certain settings.35 

Importantly, researchers from diverse backgrounds can 
add a richness to studies of extremism, hate, and terrorism, 
both in terms of more nuanced perspectives on the study of 
extremist content and considerations of safety and harm in the 
experience of conducting this research. For academics whose 
identities are directly maligned by extremist actors and hateful 
campaigns, their lived experiences can bring a more specific 
and in-depth understanding to existing knowledge about 
extremism and terrorism. However, exposing marginalised 
researchers to content that directly targets facets of their 
identities and members of their communities constitutes an 
additional, intersectional layer of harm that must be considered 
in discussions of researcher visibility and safety. 

It is important that diverse voices are still heard, as researchers 
from marginalised backgrounds present valuable and necessary 
perspectives in work on extremism and terrorism. If only those 
who are considered ‘safer’ due to social privilege are able to 
become public figures in this field, this negatively impacts the 
breadth of perspectives shared and the approaches taken to 
research. Crucially, the intersectional layers of harm that are tied 
to subjective considerations of visibility and safety adversely 
impact who is able to contribute to academic discussions and 
how,36 risking the reproduction of structural inequalities and 
exclusionary knowledge production in our field.

34	  See also Gagnon & Gelashvili, 2025; Pearson et al., 2023
35	  See also Blee, 2017
36	  See also Vaughan, 2024

Navigating Professional 
Visibility  
•	 Have you decided on the level of 

professional visibility you are comfortable 
with? Have you assessed the risks that 
come with this decision? 

•	 Are there colleagues experienced in media 
work that you can get in touch with for 
advice and mentorship? 

•	 Before doing media work, have you 
considered digital safety concerns and 
have you done a check for what information 
about you is available online? 

º	 Does this contain information – such 
as home addresses or other personal 
information - that could potentially put 
you at more risk and would need to be 
removed?

•	 Have you checked what kind of support 
and/or media training is available via your 
institution? 

º	 If support structures and training are not 
available, can these be created?  

•	 As a supervisor/mentor: 

º	 Have you discussed risks involved with 
professional visibility and media work 
early in the supervision/mentorship 
process? 

º	 Have you ensured to be careful not to 
pressure supervisees/mentees into a 
level of visibility they are not comfortable 
with and offered alternatives if they 
decide for less professional visibility?
◊	 For example, serving as a point person 

for media inquiries or requests from 
the public regarding their research or 
connecting them with other scholars 
in the field if they are uncomfortable 
with being visible on social media. 
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Crisis Protocol Template

Step 5. Seek Institutional and Legal Support
5.1.	 Consult institutional legal or HR teams regarding harassment, doxxing, 

being put on a watchlist, or threats. 

5.2.	 Discuss potential workplace accommodations (e.g. working from home).

5.3.	 If necessary, ask your institution to handle communication to address 
inquiries from the media. 

5.4.	 Consider asking your institution to function as a liaison with law 
enforcement to ensure appropriate documentation.

5.5.	 Inquire technological assistance, e.g. for blocking harassing emails sent 
to institutional accounts. Consider working with IT/security professionals 
to monitor residual digital presence.

5.6.	 If necessary, contact your institutional mental health and wellbeing 
teams for further support.  

Step 1: Assess the Immediate Risk and 
Threat Level 
1.1.	 Identify the source and scope of the threat. Is it coming from social 

media, via email, websites and web forums, being put on a watchlist, 
or media coverage? Has it been spread via multiple sources? How far is 
the reach of messages? 

1.2.	 Determine the urgency of the threat.  Is there immediate danger to your 
wellbeing and safety, e.g. in the case of home or work addresses being 
doxxed or you being physically threatened? (Æ Go to point 2) In case of 
an online threats, is it necessary to secure and/or remove your online 
presence? (Æ Go to point 3) 

1.3.	 Document and save evidence. Document emails, messages sent out via 
social media and/or texts messages and calls that include harassing or 
threatening content. Keep records and screenshots for potential legal 
action. 

Step 4. Notify Collaborators and other Relevant 
Parties 
4.1. 	 If there are any threats of physical violence or harm to yourself or others, 

they must be reported to law enforcement, alongside your institution’s 
safeguarding and security procedures.

4.1.	 Inform supervisors/mentors/principal investigators, Head of Departments, 
and if necessary, institutional security about the threats/harassment/
doxxing/being put on a watchlist.

4.2.	 Inform collaborators/co-authors about threats as they might become 
a target as well.

Step 2: Secure Physical Safety 
2.1.	 If there are any threats of physical violence or harm, they must be 

reported to law enforcement, alongside your institution’s safeguarding 
and security procedures. 

2.2.	 In the event of doxxing, consider temporarily relocating to a safe location.

2.3.	 In case of being threatened at the workplace, contact institutional 
security (e.g. campus security). 

2.3.	 Consider filing a police report as this can be helpful in documenting 
threats for potential legal action, disrupting further threats/harassment/
attacks, and providing additional security measures.

2.4.	 Avoid engaging with harassers or responding publicly to threats.

Step 3: Secure Online Safety
3.1. 	 Take immediate steps to secure your online accounts and data:

•	 Change passwords on all online accounts (email, social media, 
academic profiles, cloud services, etc.).

•	 Enable two-factor authentication where possible.

•	 Review and revoke any third-party app permissions on your devices. 

3.2.	 Consider the extent to which you need to limit social media access to 
ensure safety and protect your mental health. 

	 •	 Is it necessary to permanently delete your social media profiles (for 
example, due to danger to (mental) wellbeing and safety)? 

	 •	 YES: Make sure to archive important content offline before deletion, 
especially content that could serve as evidence if you choose to take 
legal action. As some accounts remain online for a certain amount of 
time after deletion is requested depending on the provide, consider 
deleting any personal images, identifying information, and location 
data from social media accounts first. 

	 •	 NO: Consider temporality deactivating your accounts. If this is not 
deemed necessary, consider making accounts private, to mute or 
block users and to remove personal images, identifying information, 
and/or location data from social media accounts. 

3.3. 	 Contact university or institutional website administrators to temporarily 
remove personal pages, profile pictures, publications, or media 
contributions if necessary/possible.

3.4. 	 Consider filing a police report as this can be helpful in documenting 
threats for potential legal action, disrupting further threats/harassment/
attacks, and providing additional security measures.

3.5. 	 Avoid engaging with harassers or responding publicly to threats.
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Algorithmic affordances: Online interface mechanisms that allow users tangible control over algorithms. For 
example, the ability to change which data are used or the order of recommendations.

Anti-vaxxers: A collective colloquial term for individuals who oppose vaccination. While some ‘anti-vaxxers’ 
oppose all vaccines, others are specifically sceptical or hesitant about of particular vaccines, such as those 
developed to prevent COVID-19 or Measles, Mumps and Rubella (MMR). Objections include believing that the 
vaccination(s) are unnecessary, injurious and/or infringe personal liberty when legally mandatory.

Bot: An automated software application that performs repetitive tasks over a network. Bots follows specific 
instructions to imitate human behaviour and can run independently without human intervention. Bots are 
commonly designed to interact with websites, chat with site visitors or scan through content. 

Brigading: The coordinated mass targeting of an individual, group, or platform by online users - often from 
a specific community or group - to harass, manipulate discussions, or influence content visibility.

British Patriots: Individuals or organised far right activist groups who express feelings of being marginalised 
and left behind by elites. Collectively held values include a strong sense of national culture and identity, distrust 
of mainstream politics, upholding tradition and the need for stricter immigration measures. 

DBS check: A criminal record background check in the UK used by employers to assess if someone is suitable 
for a job, especially roles working with children or vulnerable adults, revealing spent/unspent convictions, 
cautions, and potentially relevant local police information. In other countries, comparable checks include 
criminal background and safeguarding screenings such as FBI background checks in the United States, police 
record checks in Canada and Australia, and criminal record certificates issued by national police authorities 
across many European countries. 

Doxxing: The process of searching for and publishing private or identifying information about individuals on 
the internet, typically with malicious intent.

Lurking: means passively observing online communities without participating. Whereas Incognito browsing 
is using a private browser mode hiding local browsing history.

Memorandum of Understanding is a formal non-binding agreement between parties outlining shared 
intentions, responsibilities and cooperative arrangements before a legal contract.

Trolls/trolling: Trolling is the act intentionally posting inflammatory, offensive or disruptive content to provoke 
emotional reactions, instigate arguments or harass others for amusement, attention or to cause harm. Trolls 
can target individuals, groups or communities.

VPN (Virtual Private Network): A service that encrypts internet connections and routes them through a 
remote server to protect privacy and mask the user’s IP address.

Watchlists: Curated lists that track (academic) researchers, universities, journalists and/or public figures 
and monitor their publications, political views, funding sources, or influence on public policy, and which can 
be used for targeted harassment. 

Glossary



23

RESEARCHING FORMS OF MIXED, UNCLEAR AND FLUID EXTREMISM: RISKS, CHALLENGES AND BEST PRACTICES
A PRACTICAL TOOLKIT FOR RESEARCHERS

References 
Ahmed, R., Klöckner, M. and Sold, M. (2024) ‘How can research on topics surrounding radicalization, extremism, and terrorism 
be safe and socially sustainable?’, Debatten zu islamistischem Extremismus, 30. Available at: https://www.radis-forschung.de/
fileadmin/Daten/Publikationen/RADIS_Blogserie-Debatten_zu_islamistischem_Extremismus.pdf (Accessed: 14 February 2026).

Baele, S.J., Lewis, D., Hoeffler, A., Sterck, O.C. and Slingeneyer, T. (2018) ‘The ethics of security research: An ethics framework for 
contemporary security studies’, International Studies Perspectives, 19(2), pp. 112–129.

Blee, K.M. (2017) Understanding racist activism: Theory, methods, and research. London: Routledge.

Broda, E. and Strömbäck, J. (2024) ‘Misinformation, disinformation, and fake news: Lessons from an interdisciplinary, systematic 
literature review’, Annals of the International Communication Association, 48(2), pp. 139–166. doi: 10.1080/23808985.2024.2323736.

Conway, M. (2021) ‘Online extremism and terrorism research ethics: Researcher safety, informed consent, and the need for tailored 
guidelines’, Terrorism and Political Violence, 33(2), pp. 367–380. doi: 10.1080/09546553.2021.1880235.

Gagnon, A. and Gelashvili, T. (2025) ‘How can institutions better support researchers? The case of extremism and terrorism research’, 
Qualitative Research, 25(6), pp. 1452–1472.

Gelashvili, T. and Gagnon, A. (2024) ‘One of the boys: On researching the far right as a woman’, Studies in Conflict & Terrorism, pp. 
1–22. doi: 10.1080/1057610X.2024.2361953.

Hodson, J., Gosse, C., Veletsianos, G. and Houlden, S. (2018) ‘I get by with a little help from my friends: The ecological model and 
support for women scholars experiencing online harassment’, First Monday, 23(8). doi: 10.5210/fm.v23i8.9136.

Marwick, A., Blackwell, L. and Lo, K. (2016) Best practices for conducting risky research and protecting yourself from online harassment. 
New York: Data & Society Research Institute.

Massanari, A.L. (2018) ‘Rethinking research ethics, power, and the risk of visibility in the era of the “Alt-Right” gaze’, Social Media + 
Society, 4(2). doi: 10.1177/2056305118768302.

McKendry, C., Kitchen, V. and Cattapan, A. (2025) Researcher safety and vicarious trauma: A literature review and recommendations 
for universities, supervisors, and researchers. Canadian Network for Research on Security, Extremism and Society (CANSES). 
Available at: https://canses.ca/wp-content/uploads/2025/11/CANSES-Report-McKendry-et-al.pdf (Accessed: 14 February 2026).

Morrison, J., Silke, A. and McGowan, E. (2021) ‘The development of the Framework for Research Ethics in Terrorism Studies (FRETS)’, 
Terrorism and Political Violence, 33(2), pp. 271–289. doi: 10.1080/09546553.2021.1880196.

Nelson, R. (2020) ‘Questioning identities/shifting identities: The impact of researching sex and gender on a researcher’s LGBT+ 
identity’, Qualitative Research, 20(6), pp. 910–926. doi: 10.1177/1468794120914522.

Pearson, E., Whittaker, J., Baaken, T., Zeiger, S., Atamuradova, F. and Conway, M. (2023) Online extremism and terrorism researchers’ 
security, safety, and resilience: Findings from the field. VOX-Pol.

Ricci, F., Torales, J., Bener, A., Castaldelli-Maia, J. M., Chumakov, E., Bellomo, A., and Ventriglio, A. (2023) Mental health of ethnic 
minorities: the role of racism, International Review of Psychiatry, 35(3–4), pp. 258–267. 

Segers, I.B., Gelashvili, T. and Gagnon, A. (2024) ‘Intersectionality and care ethics in researching the far right’, Feminist Media Studies, 
24(5), pp. 1219–1224. doi: 10.1080/14680777.2023.2280884.

Universities UK (2021) Changing the culture: Tackling online harassment and promoting online welfare. London: Universities UK.

Vaughan, A. (2025) ‘Principle versus practice: The institutionalisation of ethics and research on the far right’, International Journal 
of Social Research Methodology, 28(1), pp. 29–42. doi: 10.1080/13645579.2023.2282228.

Veletsianos, G., Houlden, S., Hodson, J. and Gosse, C. (2018) ‘Women scholars’ experiences with online harassment and abuse: 
Self-protection, resistance, acceptance, and self-blame’, New Media & Society, 20(12), pp. 4689–4708.

Whittaker, J., Pearson, E., Mattheis, A.A., Baaken, T., Zeiger, S., Atamuradova, F. and Conway, M. (2025) ‘Catch 22: Institutional ethics 

and researcher welfare within online extremism and terrorism research’, New Media & Society. doi: 10.1177/14614448251317471.

https://www.radis-forschung.de/fileadmin/Daten/Publikationen/RADIS_Blogserie-Debatten_zu_islamistischem_Extremismus.pdf
https://www.radis-forschung.de/fileadmin/Daten/Publikationen/RADIS_Blogserie-Debatten_zu_islamistischem_Extremismus.pdf
https://canses.ca/wp-content/uploads/2025/11/CANSES-Report-McKendry-et-al.pdf


24

RESEARCHING FORMS OF MIXED, UNCLEAR AND FLUID EXTREMISM: RISKS, CHALLENGES AND BEST PRACTICES
A PRACTICAL TOOLKIT FOR RESEARCHERS

References for Crisis Protocol 
Games Hotline (n.d.) Digital safety guide. Available at: https://gameshotline.org/online-free-safety-guide/ (Accessed: 9 January 
2026).

PEN America (n.d.a) Online harassment field manual. Available at: https://onlineharassmentfieldmanual.pen.org/ (Accessed: 9 
January 2026).

PEN America (n.d.b) Documenting online harassment. Available at: https://onlineharassmentfieldmanual.pen.org/documenting-
online-harassment/ (Accessed: 9 January 2026).

PEN America (n.d.c) What to do if you’ve been doxed or placed on a watchlist. Available at: https://pen.org/online-abuse-digital-
safety/what-to-do-if-youve-been-doxed-or-placed-on-a-watchlist/ (Accessed: 9 January 2026).

Universities UK (2021) Tackling online harassment and promoting online welfare. Available at: https://www.universitiesuk.ac.uk/
sites/default/files/field/downloads/2021-07/tackling-online-harassment.pdf (Accessed: 9 January 2026).

University of Chicago, Office of the Provost (n.d.a) Guide to securing your online footprint. Available at: https://provost.uchicago.
edu/sites/default/files/SecuringOnlineFootprint.pdf (Accessed: 9 January 2026).

University of Chicago, Office of the Provost (n.d.b) Guide to managing online harassment. Available at: https://provost.uchicago.
edu/handbook/clause/guide-managing-online-harassment (Accessed: 9 January 2026).

University of Michigan (n.d.) Protect yourself from online harassment. Available at: https://safecomputing.umich.edu/protect-
yourself/be-safe-online/online-harassment (Accessed: 9 January 2026).

https://gameshotline.org/online-free-safety-guide/
https://onlineharassmentfieldmanual.pen.org/
https://onlineharassmentfieldmanual.pen.org/documenting-online-harassment/
https://onlineharassmentfieldmanual.pen.org/documenting-online-harassment/
https://pen.org/online-abuse-digital-safety/what-to-do-if-youve-been-doxed-or-placed-on-a-watchlist/
https://pen.org/online-abuse-digital-safety/what-to-do-if-youve-been-doxed-or-placed-on-a-watchlist/
https://www.universitiesuk.ac.uk/sites/default/files/field/downloads/2021-07/tackling-online-harassment.pdf
https://www.universitiesuk.ac.uk/sites/default/files/field/downloads/2021-07/tackling-online-harassment.pdf
https://provost.uchicago.edu/sites/default/files/SecuringOnlineFootprint.pdf
https://provost.uchicago.edu/sites/default/files/SecuringOnlineFootprint.pdf
https://provost.uchicago.edu/handbook/clause/guide-managing-online-harassment
https://provost.uchicago.edu/handbook/clause/guide-managing-online-harassment
https://safecomputing.umich.edu/protect-yourself/be-safe-online/online-harassment
https://safecomputing.umich.edu/protect-yourself/be-safe-online/online-harassment


Conceptualising, Understanding and Preventing Mixed 
Forms of Extremism (CUPMFE) Project and Network


